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I Lb¢wh5¦/¢Lhb 
 

This reference guide applies to the following devices: 
 
× RAILBOX, RAILTRACK family, all models 
× Airlink & Airbox series, all models 
× AirWan, all models 
× AirXroad, all models 
× EmbedAir series, all models 
× RuggedAir series, all models 
× WaveNet-Ex series, all models 
 

²ƘŜǊŜǾŜǊ ǘƘƛǎ ŘƻŎǳƳŜƴǘ ǊŜŦŜǊǎ ǘƻ άǘƘŜ ǇǊƻŘǳŎǘέ ǿƛǘƘƻǳǘ ŦǳǊǘƘŜǊ ǇǊŜŎƛǎƛƻƴΣ ƛǘ ƳŜŀƴǎ ƻƴŜ ƻŦ 
the products in the above list. 
 
Together with the quick start guide included in the product package, it covers product 
installation, configuration and usage, and general information about Wi-Fi protocols. 
 
This reference guide describes the WaveOS version 4.26.0.1 

- If your product contains an earlier version, you can download a firmware update from 
our Internet web site. 

- If your product contains a more recent version, you can check our web site to download 
a documentation update. 

 
The firmware change log (which you can download from the ACKSYS web site) explains which 
features are available depending on the firmware version. 
 
All recommendations for equipment installation, such as power supplies, antennas and 
connection cables are documented in the quick installation guide specific to each product. 
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Regulatory information / Disclaimers 
 

Installation and use of this Wireless LAN device must be in strict accordance with the 
instructions included in the user documentation provided with the product. Any changes or 
modifications (including the antennas) made to this device that are not expressly approved by 
ǘƘŜ ƳŀƴǳŦŀŎǘǳǊŜǊ Ƴŀȅ ǾƻƛŘ ǘƘŜ ǳǎŜǊΩǎ ŀǳǘƘƻǊƛǘȅ ǘƻ ƻǇŜǊŀǘŜ ǘƘŜ ŜǉǳƛǇƳŜƴǘΦ ¢ƘŜ ƳŀƴǳŦŀŎǘǳǊŜǊ 
is not responsible for any radio or television interference caused by unauthorized modification 
of this device, or the substitution of the connecting cables and equipment other than 
manufacturer specified. It is the responsibility of the user to correct any interference caused 
by such unauthorized modification, substitution or attachment. Manufacturer and any 
authorized resellers or distributors will assume no liability for any damage or violation of 
government regulations arising from failing to comply with these guidelines. 
 
Information in this document is subject to change without notice and does not represent a 
commitment on the part of ACKSYS. 
 
!/Y{¸{ ǇǊƻǾƛŘŜǎ ǘƘƛǎ ŘƻŎǳƳŜƴǘ άŀǎ ƛǎέΣ ǿƛǘƘƻǳǘ ǿŀǊǊŀƴǘȅ ƻŦ ŀƴȅ ƪƛƴŘΣ expressed or implied, 
including, but not limited to, its particular purpose and takes no responsibility for the 
profitability or the suitability of the equipment for the requirements of the user.  
 
ACKSYS reserves the right to make improvements and/or changes to this manual, or to the 
products and/or the programs described in this manual, at any time. 
 
Information provided in this manual is intended to be accurate and reliable.  
 
However, ACKSYS assumes no responsibility for its use, or for any infringements on the rights 
of third parties that may result from its use. 
 
This product might include unintentional technical or typographical errors. Changes are 
periodically made to the information herein to correct such errors and these changes are 
incorporated in new editions of the publication. 
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II twh5¦/¢{ [Lb9 h±9w±L9² 

II.1 Products goals 
These products provide Wi-Fi connectivity for Ethernet devices. Thanks to their configuration 
capabilities, they can create various topologies; see section Wireless topologies examples for 
details. 

II.2 Features common to all products 
Many features are common to all products in this product line. 

Networking: 
Layer 2 software bridging, VLAN, Tunneling, STP/RSTP, 802.1p and 802.11e QOS. 
Layer 3 routing with DSCP retagging, NAT, firewall, Diffserv QOS, Multicast routing 
DHCP server or client, DNS relay 

Configuration and maintenance: 
HTTP and HTTPS Web browser configuration 
Acksys WaveManager compatibility 
SNMP agent for status and configuration 
Events handler, alarms 
Browser-based firmware upgrades 
Emergency upgrade mode 
Performance graph trace 

Wi-Fi capabilities: 
Radio: 
ü Dual band (2.4 GHz and 5 GHz) 
ü Support either 802.11n, 20 or 40 MHz channel width or 802.11ac, 20, 40,80 or 160 

MHz channel width 
ü Backward compatible with 802.11a, b, g, n, ac, ax 

Wireless Roles: 
ü Access point, bridging client, 802.11s Mesh, RogueAP  
ü Access point: Client isolation, 802.11x authenticator, slow bit rates lockout, clients 

MAC filtering 
ü Client modes: 4 addresses, MAC translation, cloning 

Security (depending on the mode):  
ü WPA2, 802.1x (RADIUS) 
ü A/B/G compatible security: WPA, WEP 

Long-distance Wi-Fi 
WME/WMM configuration support 
Miscellaneous: 802.11h, 802.11d, client 802.11r support. 
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II.3 Extra features per product model 
This section focuses on the features that involve specific software configuration. Other 
distinctive characteristics are covered in the quick installation guide of each product. 

Configuration and maintenance: 

C-Key configuration backup 
LED status 
Hardware alarm contactor, digital output and digital input 

Wide area radio networks: 

2G/3G/4G/5G data communications, 2 SIM slots 
Multi-constellation satellite positioning (GNSS) 

Ethernet capabilities: 

10/100/1000 base T 
Auto-crossing (MDX) 
Automatic speed and duplex selection 

Some features depend on Radio Card type (802.11n or 802.11ac, 802.11ax): 

Radio card type 
Feature 

802.11n 802.11ac 802.11ac 
Wave 2 

802.11ax 

802.11 max modulation rate 450 Mbps 1300 Mbps 1730 Mbps 4083 Mbps 

Max remote clients per access point 124 128 128 256 

Fast Roaming V V  V 

Connect Before Break Roaming V V  V 

Scanning/roaming cluster V As scanner  As scanner 

Mesh V    

Line Topology Repeater V    

Max roles per radio 
(AP, client, repeater, portal) 

8 8 8 16 

Dual radio repeater V V V V 

VLAN-tagged frames forwarding V V V V 

SRCC support1  V V V 

1. SRCC only works with 802.11ac and 802.11ax on the first radio card 
  



  Page 12 / 355 
 

DTUS070 rev A.17  ï June 2024  

II.4 System design 
 

 
 

II.5 Products settings compatibility 
The product settings can be backed up in a file through the web interface or in the C-KEY. This 
backup is not compatible with all products range. 

This section shows an example of the configuration  backup compatibility between the 
products. For other products compatibility, please contact ACKSYS support. 

Backup from Backup can be loaded in 

RailBox/10* RailBox/10* 

RailBox/11* RailBox/11* 

RailBox/22* RailBox/22* 

RailBox/20* RailBox/20* 

RailBox/24* RailBox/27* 

RailBox/27* RailBox/24* 
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III 59±L/9 Lb{¢![[!¢Lhb 
 

The quick start guide shipped with your product includes specific startup instructions and 
recommendations. Please read it first. 

 

III.1 Power supply 
 
The quick start guide gives the maximum power consumption for your product. You should 
consider this value as the minimum that your power supply must provide. Furthermore, there 
is an additional point to consider: these products include Wi-Fi radio cards that can cause 
quick power surges during wireless communication. These surges are included into power 
consumption given by the quick start but, if your power supply is too slow to deliver power, 
it can cause product reboots or unpredictable behavior. 
 

III.2 Antenna types 
 

The following sections describe the most commonly used antenna type and the way to install 
them. 
 
These explanations rely on good understanding of what a radiation pattern represents. If you 
are not familiar with it, please read this page first: http://www.antenna-
theory.com/basics/radPattern.html. This represents a good starting point. 
 
The radiation patterns shown in the next sections are only provided as examples to give a 
better understanding of the distinctive characteristics of each antenna type. 

III.2.1 Omnidirectional antenna 

The radiated power is uniform in all the horizontal directions. Power drops progressively while 
approaching the direction of the antenna axis (vertical). The corresponding radiation pattern 
is given below. 
 
This type of antenna is used to cover a wide area all around the antenna.  
 
When using them, make sure that they are placed in the same plane. 

 

Antenna  Radiation pattern 

       
  

http://www.antenna-theory.com/basics/radPattern.html
http://www.antenna-theory.com/basics/radPattern.html
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III.2.2 Patch antenna 

 
This kind of antenna focuses radiations on one side (see radiation pattern below). This allows 
wall mounting without wasting radiations in the wall. The gain is generally comprised 
between 7dBi and 9dBi. 

 

Antenna  Radiation pattern 

     

 
 

III.2.3 Yagi antenna 

 
This kind of antenna also focuses radiations on one side (see radiation pattern below). But its 
gain is usually higher than patch antenna (11dBi to 15dBi). 

 

Antenna  Radiation pattern 

  

III.2.4 Dish antenna 

 
This antenna focus the radiations in one point and then can achieve very high gain (>20dBi). 

 

Antenna  Radiation pattern 
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III.2.5 MIMO antenna 

 
Antenna manufacturers provide MIMO version of each antenna type described previously. 
MIMO antennas are basically a set of several (usually 2 or 3) standard antennas put together 
in a single enclosure.  
 
In any case, refer to the antenna datasheet to get information about the Radiation pattern 
and internal layout. 

 

III.3 Antenna installation 
Radio connectors come in several flavors: SMA, RPSMA, QMA, N-Type and so on. Please do 
not mistake SMA for RPSMA. They look alike, but the central pin or hole is inverted. RPSMA 
is reserved for Wi-Fi only operation. Other uses, like GPS or Cellular radio, use SMA 
connectors. 

There are two major cases when considering Wi-Fi antenna installation. 

III.3.1 Legacy 802.11a/b/g  case 

You can establish Wi-Fi links from a few feet to several miles but it requires some cautions: 

You must adapt the EIRP of the products (but you must keep it in the local regulations 
range) according to the distance and obstacles between devices. 

The link RSSI must be high enough, else when environment changes (climatic conditions 
change or space reorganization) the link might break. 

 
To increase the EIRP you can either: 

¶ use an antenna with a larger gain, 

¶ use a product with a larger radio output power 

¶ marginally, use better quality connectors and radio cables. 
 

CƻǊ ƻǳǘŘƻƻǊ ƭƛƴƪΣ ǇǊƻŘǳŎǘǎ Ƴǳǎǘ ōŜ άƭƛƴŜ ƻŦ ǎƛƎƘǘέ ŦǊƻƳ ǘƘŜ ƻǘƘŜǊ ƻƴŜΦ ¢Ƙƛǎ ƛǎ ŀ 
mandatory condition and should be considered with attention. The schematic below 
ŜȄǇƭŀƛƴǎ ǿƘŀǘ ǿŜ ƳŜŀƴ ōȅ άƭƛƴŜ ƻŦ ǎƛƎƘǘέΦ 
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Non-line-of-sight (NLOS) and near-line-of-sight are radio transmissions across a path 
that is partially obstructed, usually by a physical object in the innermost Fresnel zone. 

 

 
 

 
 

Near Line Of Sight can usually be dealt with using better antennas, but Non Line Of Sight 
usually requires alternative paths or multipath propagation methods. 

 
Obstacles that commonly cause NLOS conditions include buildings, trees, hills, 
Ƴƻǳƴǘŀƛƴǎ Χ 

  



  Page 17 / 355 
 

DTUS070 rev A.17  ï June 2024  

III.3.2 802.11n/ac/ax 

With these norms, considerations about EIRP and RSSI are still relevant. But the 
802.11n/ac/ax takes advantage of MIMO (Multiple Input Multiple Output) technology and 
introduces new ways to use multiple antennas. 

802.11a/b/g products already use more than one antenna but they were limited to the 
diversity mode (only one antenna transmits at a time). Moreover, bounces on walls or other 
obstacles cause multiple paths that confuse the receiver (see figure below). 

 

 

802.11n/ac uses these bounces to allow several independent streams (2 to 4) to be sent and 
identified simultaneously. At the beginning of the transmission, a well-known pattern is sent. 
The receiver uses that pattern to calibrate itself and characterize the transmission channel for 
each antenna. 

Using that information, the receiver is able to calculate which stream belongs to what 
antenna. 

In this case there must be at least one antenna per stream to be sent. Supernumerary 
antennas are used to transmit additional spatial information. 

Since 802.11n/ac/ax use bounces to increase bandwidth, a line of sight outdoor application 
will have less performance compared to an indoor one, because there are potentially no 
bounces at all. This problem can be solved by sending polarized radio waves orthogonal to 
each other. Such so-ŎŀƭƭŜŘ ά{ƭŀƴǘ !ƴǘŜƴƴŀǎέ ŀǊŜ ŀŎǘǳŀƭƭȅ ƳŀŘŜ ƻŦ н ǎǇŜŎƛŦƛŎŀƭƭȅ ǇƻƭŀǊƛȊŜŘ 
antennas put together in a single case. 
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III.3.3  Cellular antennas 

LŦ ȅƻǳ ǳǎŜ ƻƴƭȅ ƻƴŜ ŀƴǘŜƴƴŀΣ ƳŀƪŜ ǎǳǊŜ ƛǘ ƛǎ ǇƭǳƎƎŜŘ ƛƴ ǘƘŜ άƳŀƛƴέ ŀƴǘŜƴƴŀ ŎƻƴƴŜŎǘƻǊΦ ¢ƘŜ 
άŘƛǾŜǊǎƛǘȅέ ŎƻƴƴŜŎǘƻǊ ƛǎ ǳǎŜŘ ƻƴƭȅ ǘƻ ŜƴƘŀƴŎŜ ǊŜŎŜǇǘƛƻƴΦ 

If you use the diversity antenna, make sure it is placed at least 30 cm away from the main 
antenna, and that the coaxial cables are well separated from each other. 

Some hints for best performance: 

ü Keep the antennas perpendicular to the ground, 

ü Avoid being surrounded by metal objects, 

ü tƭŀŎŜ ǘƘŜ ŘƛǾŜǊǎƛǘȅ ŀƴǘŜƴƴŀ ǎƻ ǘƘŀǘ ƛǘǎ ǇƻƭŀǊƛȊŀǘƛƻƴ ŀƴŘ ǘƘŜ ƳŀƛƴΩǎ ǇƻƭŀǊƛȊŀǘƛƻƴ Řƻ 
not line up. 

III.3.4 GNSS antennas 

GNSS is a generic acronym for GPS, GALILEO and similar satellite positioning systems. GNSS 
antennas come in two flavors: active or passive. Active antennas hold a built-in preamplifier 
which is powered through the antenna cable. 

Plugging a passive antenna on an active input connector can shortcut the power supply. 
Plugging an active antenna on a passive input connector leads to feeble reception. Always use 
the correct type of antenna suitable for the input connector. 

GNSS signals are feeble. Keep cables as short as possible. Beware of glass windows that may 
be opaque to the GNSS radio frequency. 

III.4 802.11 radio channel choice 
Wi-Fi standard compliant products can use two RF bands: 

- The 2.4 GHz band covers the channels compatible with 802.11b/g/n standards, 
- The 5 GHz band covers the channels compatible with 802.11a/n/ac/ax standards. 

Several points must be considered when selecting a radio channel for optimal performance: 

ü First of all, local regulation rules that may forbid or limit using some channels; 

ü Transmit power on each channel, that may be limited by the legislation and by the 
hardware; 

ü Radio noise and interferences originating from other Wi-Fi devices operating on the 
same channel or non-Wi-Fi devices like microwaves oven, cordless telephones, 
Bluetooth devices, others wireless devices; 

ü /ƻƭƭƛǎƛƻƴǎ ŘǳŜ ǘƻ ǘƘŜ άƘƛŘŘŜƴ ǎǘŀǘƛƻƴέ ŜŦŦŜŎǘ ǿƘŜƴ all access points in your system use 
the same channel. 

A preliminary site survey is strongly recommended to detect overloaded radio channels 
BEFORE buying band specific antenna. An overloaded channel may strongly affect 
performances. It is recommended to use a free channel. 

Wi-Fi performance also depends greatly on the radio link quality (a.k.a. RSSI). The better the 
RSSI is, the better the throughput and error rate can be. Signal quality is a function of distance, 
obstacles, narrow pathways, hygrometry, and antennas orientation. 
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III.4.1 2.4GHz overlapping radio channels 

The radio channel is only an indication of the central frequency in use. Modulation enlarges 
the channel to a 20-22 MHz band. This must be taken into account when several Wi-Fi cells 
are near to each other in 2.4GHz (5GHz channels do not overlap), otherwise the effective 
performance will decrease due to interferences. This point is especially important when you 
try to cover a geographic area with several access points. 

 

 

!ƭǘƘƻǳƎƘ ǘƘŜ ǳǎŜ ƻŦ άƴƻƴ-ƻǾŜǊƭŀǇǇƛƴƎέ ŎƘŀƴƴŜƭǎ мΣ сΣ ŀƴŘ мм Ƙŀǎ ƭƛƳƛǘǎ ǿƘŜƴ ǇǊƻŘǳŎǘǎ ŀǊŜ ǘƻƻ 
close, the 1ς6ς11 guideline has merit. If transmitter channels are chosen closer than channels 
1, 6 and 11 (for example, 1, 4, 7 and 10), overlap between the channels may cause 
unacceptable degradation of signal quality and throughput. 

 

 

 
Picture III-1: Example of geographical implantation of non-overlapping channels 
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III.5 802.11 regulatory domain rules 
To control the use of Wi-Fi radio channels, there are 3 major regulatory rules sets in wide use 
all around the world: 

- ETSI: for European countries 

- FCC: for American countries 

- MKK/TELEC: for Asian countries 

Specific regulatory domains (France, Brazil, Korean, !ǳǎǘǊŀƭƛŀ Χύ derive from the major 
regulatory rules with several modifications. 

The regulatory domain gives the rules to use each RF band. 

 

To abide by your local laws, you must select the country where the product will be 
installed before activating the Wi-Fi card. 

III.5.1 Antenna gain and RF output power 

If you plan to use a high gain antenna, you might exceed the EIRP allowed in your country. In 
this case you must reduce manually the radio transmit power of your product (see Advanced 
Settings tab in section VI.1.1.1 Wireless/Radio). 

In the following sections you will find the FCC and ETSI rules to adapt the product transmit 
power to the antenna used. 

Definition of terms: 

RF Output power: RF power radiated by the ACKSYS wireless device without the antenna 

EIRP: RF power radiated by the ACKSYS wireless device with the antenna.  

 

EIRP = RF OUTPUT POWER + ANTENNA GAIN (dBi) 
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III.5.2 FCC rules for 2.4 GHz band 

 

2.4 GHz point to multipoint:  

MAX EIRP = +36 dBm (4 Watts) 

MAX RF Output POWER 

 dBm (mW) 

MAX Gain 
dBi 

MAX EIRP 

 dBm (W) 

 30 (1000) 6 

 36 (4) 

 27 (500) 9 

 24 (250 12 

 21 (125) 15 

 18 (62.5) 18 

 15 (32) 21 

 12 (16) 24 

In other words, when using antennas with a gain higher than 6dBi, for every 1 dBi 
gain over 6 dBi, the MAX RF output power must be reduced by 1 dB. 

 

2.4 GHz point to point:  

MAX EIRP = special rules 

MAX RF Output POWER 

  dBm (mW) 

MAX Gain 
(dBi) 

MAX EIRP 

 dBm (W) 

 30 (1000) 6  36 (4) 

 29 (800) 9  38 (6.3) 

 28 (630) 12  40 (10) 

 27 (500) 15  42 (16) 

 26 (400) 18  44 (25) 

 25 (316) 21  46 (39.8) 

 24 (250) 24  48 (63) 

 23 (200) 27  50 (100) 

 22 (160) 30  52 (158) 

When using antennas with a gain higher than 6dBi, for every 3 dBi gain over 6 dBi, 
the MAX RF output power must be reduced by 1 dB. 
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III.5.3 FCC rules for 5 GHz band 

5 GHz point to multipoint:  
MAX EIRP = special rules 

BAND 
Freq. 
(GHz) 

Channels Location 

MAX 
RF output 
POWER 

(dBm/mW) 

MAX 
Gain (dBi) 

MAX EIRP 
(dBm/mW) 

UNII 5.15-5.25 
36, 40, 44, 

48 
Indoor & 
outdoor 

16 / 40 6(1) 22 / 160 

UNII-2 5.25-5.35 
52, 56, 60, 

64 
Indoor & 
outdoor 

23 / 200 6(1) 29 / 800 

UNII-2 ext. 
5.470-
5.725 

100, 104, 
108, 112, 
116, 120, 
124, 128, 
132, 136, 

140 

Indoor & 
outdoor 

23 / 200 6(1) 29 / 800 

UNII-3 
5.725-
5.825 

149 to 165 outdoor 29 / 800 6(1) 35 / 3.2 W 

(1) If antennas higher than 6dBi gain are utilized, a reduction of 1 dB of the MAX RF output 
POWER is required for every 1 dBi increase in the antenna gain above 6dBi. 
 

5 GHz point to point:  
MAX EIRP = special rules 

BAND Freq. (GHz) Channels Location 

MAX 
RF output 
POWER 

(dBm/mW) 

MAX Gain 
(dBi) 

MAX EIRP 
(dBm/mW) 

UNII 5.15-5.25 36, 40, 44, 48 Indoor 16 / 40 6 22 / 160 

UNII-2 5.25-5.35 52, 56, 60, 64 
Indoor & 
outdoor 

23 / 200 6 29 / 800 

UNII-2 ext. 5.470-5.725 

100, 104, 
108, 112, 
116, 120, 
124, 128, 

132, 136, 140 

Indoor & 
outdoor 

23 / 200 6 29 / 800 

UNII-3 5.725-5.825 149 to 165 outdoor 30 / 1 W 23(2) 53 / 200 W 

(2) If antennas higher than 23 dBi gain are utilized, a reduction of 1 dB of the MAX RF output 
POWER is required for every 1 dBi increase in the antenna gain above 23 dBi. 

Some channels require DFS support; please, ǎŜŜ ǎŜŎǘƛƻƴ άRadars detection overview (DFS)έ. 
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III.5.4 ETSI rules for 2.4 GHz band 

 

2.4 GHz point to multipoint:  
MAX EIRP = +20 dBm (100 mWatts) 

BAND Freq. (GHz) Channels Location 

MAX 
RF output 
POWER 

(dBm/mW) 

MAX 
Gain (dBi) 

MAX EIRP 
(dBm/mW) 

ISM 2.4-2.483 1 to 13 
Indoor/ 

outdoor 
NA NA 20 / 100 

 

III.5.5 ETSI rules for 5GHz band 

 

5 GHz point to multipoint:  
MAX EIRP = special rules 

BAND Freq. (GHz) Channels Location 

MAX 
RF output 
POWER 

dBm (mW) 

MAX 
Gain (dBi) 

MAX EIRP 
(dBm/mW) 

UNII 5.15-5.25 36, 40, 44, 48 Indoor NA NA 23 / 200 

UNII-2 5.25-5.35 52, 56, 60, 64 Indoor NA NA 

If TPC  

23 / 200  

Else  

20 / 100 

UNII-2 ext. 5.470-5.725 

100, 104, 
108, 112, 
116, 120, 
124, 128, 

132, 136, 140 

Indoor & 
outdoor 

NA NA 

If TPC  

30 / 1000 

Else  

27 / 500 

UNII-3 5.725-5.825 149 to 165 Forbidden NA NA NA 

TPC means Transmit Power Control. LǘΩǎ ŀ mechanism by which 2 devices initiating a 
communication will negotiate so that their respective power level is as low as possible, 
just loud enough to hear each other. 

Some channels require DFS support; see section άRadars detection overview (DFS)έΦ 
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III.5.6 Radars detection overview (DFS) 

In some regions, it is important to ensure that wireless equipment does not interfere with 
certain radar systems in the 5 GHz band. If radar is detected, the wireless network 
automatically switches to a channel that does not interfere with the radar system. Freeing 
the channel when a radar is detected is called DFS (Dynamic Frequency Selection). 

The radar detection is only required for a master device (AP, mesh node, ad-hoc). For a slave 
device (client), the radar detection is not required but the device must use a passive scan 
(listen only to join a network). Please notice that passive scan does not allows connection to 
hidden SSIDs (active scan is required). Actually, a client needs to send probes (active scan) in 
order to identify a hidden SSID AP. 

Radar detection is a probabilistic activity, because radio signals can be distorted by distance, 
echoes and other hazards. The radio hardware compares the radio signal with known radar 
patterns. This mechanism can inherently fail in two ways: 

- Not detecting a real radar pattern because it is distorted; 

- Detecting a not-existent radar pattern because another radio signal is distorted 
resulting in something similar to a radar signal. This is called false detection. 

The detector makes its best to avoid these pitfalls but obviously cannot guarantee a 100% 
exact detection. And indeed, the standards do not require 100% detection success. This may 
result in false detections, and unexpected channel switching in some cases. 

The ACKSYS product maintains a database of all applicable channels, where each channel is 
ƳŀǊƪŜŘ ŀǎ άwŀŘŀǊ CǊŜŜέΣ άwŀŘŀǊ ŘŜǘŜŎǘŜŘέΣ άbƻ ǊŀŘŀǊ ŘŜǘŜŎǘƛƻƴέΦ ¢ƘŜ ǇǊƻŘǳŎǘ Ŏŀƴ ƻƴƭȅ ǎŜƭŜŎǘ 
ŀ ŎƘŀƴƴŜƭ ƳŀǊƪŜŘ ŀǎ άwŀŘŀǊ ŦǊŜŜέ ƻǊ άbƻ ǊŀŘŀǊ ŘŜǘŜŎǘƛƻƴέΦ 

When the selected channel requires the DFS mechanism, the product starts the Channel 
Availability Check (CAC) period. During this period, the Wi-Fi service is not available because 
the product is checking if no radar is present on the channel. If a radar is detected during the 
/!/ ǇŜǊƛƻŘΣ ǘƘŜ ŎƘŀƴƴŜƭ ƛǎ ƳŀǊƪŜŘ ŀǎ άwŀŘŀǊ ŘŜǘŜŎǘŜŘέΣ ŀƴŘ ǘƘŜ ǇǊƻŘǳŎǘ ǿƛƭƭ ǎŜƭŜŎǘ ŀƴƻǘƘŜǊ 
channel. 

LŦ ǘƘŜ ǎŜƭŜŎǘŜŘ ŎƘŀƴƴŜƭ ƛǎ άǊŀŘŀǊ ŦǊŜŜέΣ ǘƘŜ ǇǊƻŘǳŎǘ Ŏŀƴ ƻǇŜǊŀǘŜ ƛǘΦ 5ǳǊƛƴƎ ƻǇŜǊŀǘƛƻƴΣ ǘƘŜ 
product continuously monitors the spectrum to search for radar patterns. If radar is detected, 
the product stops the Wi-Fi service, and will select another channel. 

!ŦǘŜǊ ǊŀŘŀǊ ŘŜǘŜŎǘƛƻƴΣ ǘƘŜ ŎƘŀƴƴŜƭ ƛǎ ƳŀǊƪŜŘ ŀǎ άwŀŘŀǊ ŘŜǘŜŎǘŜŘέ ŦƻǊ ŀ /ƘŀƴƴŜƭ !ǾƻƛŘŀƴŎŜ 
Period (NOP). During this period the product cannot select this channel. 
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Two lists of typical radar waveforms must be detected according to ETSI or FCC standards. 
Basically, a typical radar waveform is defined by different parameters like: 

- Pulse Width  

- Number of pulses per radar burst 

- Time between pulses (Pulse Repetition Frequency or Pulse Repetition Interval) 

- Number of bursts 
 

The list of channels that require DFS are the following: 

DFS in FCC 

Channels BAND CAC period NOP period 

36, 40, 44, 48 UNII DFS is not required 

52, 56, 60, 64 UNII-2 1 min 30 min 

100, 104, 108, 112, 116, 120, 
124, 128, 132, 136, 140 

UNII-2 ext. 1 min 30 min 

149 to 165 UNII-3 DFS is not required 

 
 

DFS in ETSI 

Channels BAND CAC period NOP period 

36, 40, 44, 48 UNII DFS is not required 

52, 56, 60, 64 UNII-2 1 min 30 min 

100, 104, 108, 112  

UNII-2 ext. 

1 min 30 min 

116,120, 124, 128 10 min 30 min 

132, 136, 140 1 min 30 min 

 

CAC and NOP periods are minimal values. 

NOTE: If the slave device (client) does not support the radar detection, the EIRP is limited to 23 
dBm. 
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III.5.7 Specific DFS features for ACKSYS products range 

The ACKSYS products support three master roles: AP, mesh node and ADHOC. Only the AP 
role supports DFS. Therefore, the two other master roles (mesh node, ad-hoc) can only use 
non-DFS channels. 

In slave mode, ACKSYS products do not support radar detection but satisfy DFS requirements, 
because they use the passive scan mode. Be aware the EIRP must always be lower than 23 
dBm. 

The CAC period in ETSI mode for channel 116 is forced to 10 min whereas the minimum 
recommended value is 1mn. That enables to supporting HT40 with channels 116/120 and 
HT80 with channels 116/120/124/128. 

The list of radar waveforms detected by ACKSYS products are listed in: 

- ETSI EN 301 893 standard. The supported release is mentioned in the DFS test report/CE 
declaration of the product. New radar pulses are added with every version. 

- FCC part 15 sub part E. The supported release is mentioned in the DFS test report. 
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IV !5aLbL{¢w!¢Lhb h±9w±L9² 

IV.1 Web interface 
The primary means to fully configure the product is the web browser interface. It is described 
in more details in the Web Interface reference chapter. 

To get access to the product you may have to set its IP address first, this is done using either 
the Acksys WaveManager software. 

You can use any recent browser except Microsoft Internet Explorer 11.  

IV.2 Reset pushbutton 
The RESET pushbutton has three uses: 

- a short press (< 2 seconds) will reboot the product. The DIAG led will turn red steadily 
when the reboot takes place, until the product is operational. 

- a long press while the product is running will reset it to factory settings. Press and hold 
the reset button until the DIAG led turns RED. 

- a long press at startup time (either at power-up or very shortly after a reboot) will 
ŀŎǘƛǾŀǘŜ ǘƘŜ ά9ƳŜǊƎŜƴŎȅ ǳǇƎǊŀŘŜέ ƳƻŘŜΦ ²ƘŜƴ ǘƘŜ ƳƻŘŜ ƛǎ ŀŎǘƛǾŀǘŜŘ ǘƘŜ 5L!D [95 
will blink quickly. This mode allows either to reload the firmware from Acksys 
WaveManager or to reset to factory settings with another press on the pushbutton 
(see above). 

IV.3 Acksys WaveManager 
Acksys WaveManager can detect these products, display their configuration and set their IP 
address, even when they are incorrectly configured, or an incorrect subnet. 

Acksys WaveManager can also be used to set the SSID and WiFi operating frequency (radio 
channel) 

Acksys WaveManager can also be used to reload the firmware when the product is in 
ά9ƳŜǊƎŜƴŎȅ ǳǇƎǊŀŘŜέ ƳƻŘŜΦ 

Please refer to the WaveManager user guide for more information. 

IV.4 Emergency upgrade 
The ά9ƳŜǊƎŜƴŎȅ ǳǇƎǊŀŘŜέ ƳƻŘŜ ƛǎ ŜƴǘŜǊŜŘ Ǿƛŀ ǘƘŜ ǇǳǎƘōǳǘǘƻƴΦ Lǘ ŀƭƭƻǿǎ recovery when a 
product was powered down during a regular firmware upgrade, or if the product experienced 
such conditions that it is completely non-operational. 

The ά9ƳŜǊƎŜƴŎȅ ǳǇƎǊŀŘŜέ ƳƻŘŜ ƛǎ ŘŜǎŎǊƛōŜŘ ƛƴ ƳƻǊŜ ŘŜǘŀƛƭǎ ƛƴ ŎƘŀǇǘŜǊ VIII Firmware Upgrade 

IV.5 SNMP agent 
The product embeds a SNMP agent allowing configuration and monitoring from a SNMP 
manager like Acksys WaveManager, HP OpenViewϰ or net-snmp commands. 
The SNMP agent is described in more details in its own chapter. 
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V ¢9/IbL/![ w9C9w9b/9 

V.1  Networking components 

V.1.1 OSI model 

The discussion of the networking features will often refer to the Open Systems Interconnection 
(OSI) model. It is a conceptual view of communications systems standardized by the ISO. Please 
refer to http://standards.iso.org/ittf/PubliclyAvailableStandards/index.html or other resources 
for further explanations. 

 
Picture V-1: The OSI layers 

This user guide focuses on the three lower layers of the model: physical, data link and 
network. 

V.1.2 TCP/IP model 

TCP/IP is the protocols stack used by Internet and most Intranets. 

In a device participating in a TCP/IP network, there are four software layers: the application 
layer, the transport layer (TCP or UDP), the network layer (IP), the LAN layer (Ethernet, Wi-
Fi, point-to-point modems, etc.). Though the TCP/IP model is older than OSI, it is somewhat 
correlated since it is one of the origins of OSI. 

 
Picture V-2: Comparison of TCP/IP and OSI models 

Each layer has its own purpose and addressing scheme. 

http://standards.iso.org/ittf/PubliclyAvailableStandards/index.html
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The LAN layer address allows a device to send data to another device connected to the 
same LAN. But there is not enough information in a LAN address to send to a device 
connected on another LAN through a router. 

The Network (IP) address solves this problem by defining addresses which can be subject 
to routing. When the source and destination devices are not on the same LAN, the source 
device can send data to an intermediate router (also called gateway). The router has 
routing tables which allows it to forward data to the destination device, maybe through 
other gateways. 

The transport layer address, ŎŀƭƭŜŘ ŀ άǇƻǊǘέΣ ƛǎ ǳǎŜŘ ƛƴǎƛŘŜ ŀ ŘŜǎǘƛƴŀǘƛƻƴ ŘŜǾƛŎŜ ǘƻ ŘŜƭƛǾŜǊ 
data to the correct application process. 

You can move packets between two physical links depending on their MAC addresses, 
without changing the packets: this is called bridging or switching. You can move packets 
between LANs by selecting their destination depending on the IP addresses: this is called 
routing. Routing offers additional features, like the possibility to masquerade IP addresses, 
or to selectively disable routing: this is firewalling. 

V.1.3 LAN layer: network interfaces 

In the context of TCP/IP networks, a network interface is a way to communicate with other 
computers. This way could be a piece of hardware and its software drivers, like an Ethernet 
LAN, or a pair of modems linking COM ports of two peer computers; it could also be a whole 
subsystem like a PABX, a Wi-Fi infrastructure, or a couple of Ethernet paired for redundancy. 

In WaveOS, the network interface is implemented as a software object that conceptualizes a 
communication port. It provides communication between 

- an upper software layer such as the IP networking layer or a bridge, 

- and lower communication interfaces, such as physical media, tunnels, Wi-Cƛ άǊƻƭŜǎέ ƻǊ 
bridges. 

You can group compatible network interfaces inside bridges. Access points are commonly 
bridged with an Ethernet LAN to provide Ethernet access to its Wi-Fi clients. The IP protocol 
views the bridge as a single interface with a single IP address, just like if the bridge was an 
external hardware switch. 

Giving an IP address to a network interface attaches it to the IP layer. 

V.1.4 Physical interface 

A physical interface is a software object that relies on a hardware device like an Ethernet card 
or a WiFi radio card. 

The VI.1.1 Physical interfaces submenu configures the physical interfaces. 

V.1.5 Network segment 

A network segment is a hardware assembly that interconnects two or more computers, and 
ŀƭƭƻǿǎ ǘƘŜƳ ǘƻ ŜȄŎƘŀƴƎŜ ǇƘȅǎƛŎŀƭ άǎƛƎƴŀƭǎέ ǿƛǘƘƻǳǘ ǇǊƻŎŜǎǎƛƴƎ ǘƘŜƳΦ CƻǊ example: a RJ45 
cable, a coaxial Ethernet, or a handful of RJ45 cables linked by an Ethernet Hub. 

¢ƘŜ ŎƻƴŎŜǇǘ ƻŦ ƴŜǘǿƻǊƪ ǎŜƎƳŜƴǘ ƛƴ 9ǘƘŜǊƴŜǘ ŎƻƳǇŀǘƛōƭŜ ƴŜǘǿƻǊƪǎ ƛǎ ǎƛƳƛƭŀǊ ǘƻ ǘƘŜ άŎƻƭƭƛǎƛƻƴ 
ŘƻƳŀƛƴέΦ Lǘ ƛƴŘƛŎŀǘŜǎ ǿƘƛŎƘ ŘŜǾƛŎŜǎ ǿƛƭƭ ŀƭǿŀȅǎ ǊŜŎŜƛǾŜ ŀ ŦǊŀƳŜ ǎŜƴǘ ŀƴŘ ǿƘƛŎƘ ŘŜǾƛŎŜǎ Ƴǳǎǘ 
synchronize to access the media. 
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Note that a network switch splits the network into several segments, because it filters frames 
between its ports; conversely a legacy network hub maintains the view of several ports 
sharing a single segment because collisions can occur between ports. 

 

V.1.6 Virtual interface 

A virtual interface is a software object that implements special-purpose processing on data 
frames and that can be associated with a physical interface, or another virtual interface, or 
stand alone. 

Virtual devices are commonly used to create tunnels or to multiplex several unrelated flows 
through one medium using VLANs. 

The  Cellular submenu configures the virtual interfaces. 

V.1.7 VLAN 

The VLAN (Virtual LAN) concept allows splitting up a broadcasting domain at the data link 
layer into several sub-domains, by assigning to each sub-domain a VLAN identifying number, 
the VLAN_ID. 

VLANs have a number of advantages. They help reduce to a sub-domain the target of 
broadcast frames, isolate unrelated hosts which share the same physical network, and allow 
bridges to make different forwarding decisions based on VLAN IDs. 
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Picture V-3: Computers receive only from computers on the same VLAN 

V.1.7.1 Frame tagging 

When a network segment must convey frames for several VLANs, the frames are tagged 
with the corresponding VLAN_ID. 

V.1.7.2 Vlan interface 

A VLAN interface is a Virtual interface that filters a VLAN_ID of ingress traffic on a physical 
interface, then untags it by removing the VLAN_ID. Conversely, all egressing traffic of the 
VLAN interface will be tagged with the VLAN_ID. 

The VLAN interfaces are achieved with the VIRTUAL INTERFACES/802.1Q TAGS in submenu. 

Please see: VI.1.2.1 802.1q Tagging 
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V.1.8 Bridge 

A bridge is a device that connects two or more 802.1 compatible network segments and 
forwards frames selectively. Bridging is done at layer 2 (data link layer) of the OSI model: 
frames are forwarded based on their Ethernet address, rather than their IP address (unlike a 
router). Since forwarding is done at Layer 2, all layer 3 protocols can go transparently through 
a bridge. 

Each network segment is connected to the bridge via a port. A port can be a physical or virtual 
interface. 

The bridge builds an internal list of MAC addresses in use on each attached network segment. 
When forwarding a frame, the bridge looks up the destination in its table and forwards only 
to the port bearing the address. If the destination address is not found in a table, the frame 
is duplicated and forwarded on every port but the originating one. 

A bridge can appear as ŀ ŘƛǎǘƛƴŎǘ ƘŀǊŘǿŀǊŜ ŎŀƭƭŜŘ ŀ άǎǿƛǘŎƘέΦ !ƭǘŜǊƴŀǘŜƭȅΣ ŀ ǊƻǳǘŜǊ Ŏŀƴ ŜƳōŜŘ 
a άsoftware bridgeέ ǿƘƛŎƘ ƎǊƻǳǇs several ports in a single layer 2 interface to be configured 
at layer 3. 

 
Picture V-4: An 8-ports switch 

In order to bridge interfaces together, refer to VI.1.4.1 Network configuration and the 
Interfaces Settings submenu. 
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V.1.8.1 Bridge upper layer interface 

The software bridges integrated in a router have one dedicated port through which the 
network upper layer services can route data to the underlying network segments or 
configure the bridge itself. This special port is called the upper layer interface. 

 
Picture V-5: Upper layer interface in software bridges 
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V.1.8.2 Vlan bridging 

There are 2 types of bridges in WaveOS: 

ü Transparent Bridge: Bridge that does not handle VLANs. 

ü Bridge-VLAN: Bridge that handles VLANs. 

Transparent bridges are less powerful but easier to set up. They can be tweaked to use a 
limited form of VLAN filtering. 

a. Transparent Bridge 

A transparent bridge does not consider VLANs or VLAN tags in frames. Frames are 
forwarded to any bridge port, only depending on their destination address. If an ingress 
frame contains a VLAN tag, it will egress unchanged. 

So, a bridge port can potentially output both tagged and untagged frames. Manageable 
external switches connected to this bridge must be carefully set to filter or pass through 
the planned VLAN tags or untagged frames. See next picture. 

 
Picture V-6: Transparent bridge forwards tagged frames unmodified 

However, you can create VLAN interfaces (see above) and plug them on the bridge ports. 
This enforces the use of tags, and allows converting from one VLAN to another: 

 
Picture V-7: VLAN tag conversion using a virtual interface 

The VLAN interface drops untagged and wrongly tagged ingress frames. It untags 
properly tagged ingress frames before forwarding them to the bridge. In the other 
direction it tags egress traffic. 
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b. Bridge-VLAN 

In a Bridge-VLAN, each interface has a list of authorized VLANs. VLANs that are not in 
this list cannot be forwarded via this interface. 

Ingress untagged traffic is dropped and not forwarded by the bridge. Instead it can be 
tagged with a configurable Default VLAN_ID, so it can then be forwarded by the bridge. 

Egress traffic can be tagged or untagged. 
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The bridges-vlans are achieved with the BRIDGING / VLAN MANAGEMENT submenu. 

Please see: Vlan Management 

V.1.8.3 Spanning Tree Protocols (STP, RSTP) 

a. Spanning Tree overview 

Incentive 

Interconnecting various switch devices and MAC bridges in a LAN may lead to network 
loops. For example (see picture below), say you have 3 bridges A, B and C, and there is 
a direct (Ethernet or Wi-Fi) connection between A and B, another between B and C, 
another between C and A; then when a device connected to A sends a broadcast, it will 
be resent by A to B and C, B will resend it to C and C will resend it to A. The broadcast 
frame is caught in a loop which will soon take a lot of the available bandwidth resulting 
in a so-ŎŀƭƭŜŘ άōǊƻŀŘŎŀǎǘ ǎǘƻǊƳέΦ 

 

 
 

However, loops may be useful to create backup routes when a link fails.  

See Point-to-point redundancy with dual band section for an example. 

Topology model and related terms 

The STP/RSTP topology is built on physical network links interconnected by bridges. The 
whole structure is called a Bridged LAN. Examples of bridges are: Ethernet switches, 
manageable switches and the software bridge included in the product. 

One physical network link may connect together several end stations and several 
bridges. Examples of such links are: the legacy Coaxial Ethernet, the Twisted Pair 
Ethernet hub, or a wireless Access Point. When there are exactly two bridges connected 
ōȅ ǘƘŜ ƭƛƴƪΣ ƛǘ ƛǎ ŎŀƭƭŜŘ ŀ άǇƻƛƴǘ-to-Ǉƻƛƴǘ ƭƛƴƪέ ŦǊƻƳ ǘƘŜ {¢tκw{¢t Ǉƻƛƴǘ of view. A point-
to-point link may connect end stations in addition to the two bridges. 

The interface between the bridge and the physical network link is called a port. A bridge 
has several ports and its main function is to forward frames from one port to the others. 

There are two ways to provide redundancy in a bridged LAN. First, a bridge may have 
several ports connected to the same physical network link, to guard against a port 
failure. Second, a group of bridges may form a loop (a mesh) to guard against a bridge 
failure. 
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Operation 

When the STP protocol is activated on several interconnected bridges, they will 
exchange information to agree upon a unique path to transmit frames from one point 
to another. 

The bridges will coordinate to set up a tree structure, thus avoiding loops, and this tree 
is capable of rearranging automatically when links are broken. 

STP should be activated on all bridges participating in a LAN loop. The alternate protocol 
RSTP is an evolution of STP that reacts more rapidly to broken links in some cases, thus 
accelerating broken links recovery. 

Warning: If the bridge contains wireless interfaces, some caution must be taken to 
ensure proper functioning of STP/RSTP on these interfaces: 

ü If the wireless interface is an Access Point: The number of clients connected to 
this Access Point must be limited to 1. 

ü If the wireless interface is a Client: The Bridging mode must be ά4 addresses 
format (WDS)έ (since ARPNAT cannot handle non-IP STP frames). Please note 
that this implies that the roaming functionality is compatible with ST/RSTP only if 
set to the Connect before break mode. 

b. RSTP overview 

RSTP is a network protocol defined in the standard 802.1d that ensures a loop-free 
topology in a bridged LAN (With WDS for wireless interface). 

It also allows including alternate paths and backup ports in the network topology. 

RSTP provides quick recovery of connectivity to minimize frame loss. 

Packets named BPDU are used for RSTP negotiation between bridges, and for topology 
changes. 
Protocol outlines 

Root election 

RSTP defines the network topology as a Spanning Tree (an inverted tree). It first selects 
a Root bridge, from which Ethernet/Wireless connections branch out to connect other 
switches. 

After the root bridge is chosen, each other bridge in the network will have 2 types of 
links: 

ü Upper links: Links leading to the root bridge 

ü Lower links: Link not leading to the root bridge. 

Then, each bridge will negotiate with its neighbors to state on which ports are attached 
to lower links: the Designated ports, and which ports are attached to upper links. From 
these, a single one will be selected as the Root port. 
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Port roles 

If several ports in the bridge have an upper link, to avoid loops, RSTP will define these 
ports either as backup if they share the same medium as the root port, or alternate if 
they are on a different medium. It does so according to ports performance parameters. 

Only Root and Designated ports are allowed to forward packets, Alternate and backup 
ports are not allowed to forward. 

In case of failure on Root port, RSTP will change an Alternate or Backup port to Root 
port. 

So RSTP defines 5 port roles for a bridge: 

ü Root 

ü Designated 

ü Alternate 

ü Backup 

ü Disabled (no link). 
 

Port states 

To avoid loops during RSTP port role definition, ports are allowed neither to forward 
traffic, nor to learn MAC addresses. After assigning roles, ports are allowed to learn MAC 
addresses but not yet to forward traffic. Eventually the ports transit to the forwarding 
state. 

In RSTP, a port has 3 states: 

ü Discarding: It is not allowed to forward traffic. 

ü Learning: It is not allowed to forward traffic, but it is learning MAC addresses. 

ü Forwarding: It is allowed to forward traffic, and it is learning MAC addresses. 

Topology change propagation 

In RSTP, a topology change is generated if a root or designated port moves to forwarding 
state. All bridges (root and non-root bridges) can generate and forward topology change 
information through BPDU to upper and lower links in the network, which allows RSTP 
to achieve shorter convergence time than STP. 

 
Performance Improvements 

Convergence speed 

To speed up the transition to forwarding state, and so have a functional network, RSTP 
defines some performance parameters: 

The Edge port type: a port attached to LAN with no other bridge attached. RSTP will 
make the edge ports transition directly to forwarding state. 

The Point-to-Point link type: a direct link between two bridges (without any 
intermediate equipment like a hub between the two bridges). This will help designated 
port to transition faster to forwarding state.  
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The forward delay: The delay to transition Root and Designated Ports to Forwarding 
state. 

 

Failure recovery speed 

Some parameters act on the connectivity recovery speed in case of a bridge failure: 

Hello periodΥ 9ŀŎƘ ōǊƛŘƎŜ ōǊƻŀŘŎŀǎǘǎ ƻƴ ƛǘǎ ŘŜǎƛƎƴŀǘŜŘ ǇƻǊǘǎ ŀ .t5¦ ŜǾŜǊȅ άHello timeέ 
(by default = 2s), to notify its bridge neighbors of the RSTP statement and actual root. 
A lower-link bridge considers that it has lost connectivity with its upper-link neighbor 
if it did not receive 3 consecutive BPDUs (by default 3x2s = 6s). 

Reducing the Hello time speeds up recovery in case of bridge failure, at the expense of 
greater bandwidth used for the BPDUs. 

Best path enforcement 

Automatic selection of the root bridge may lead to suboptimal routes for the traffic 
flows. So, priorities can be set to make RTSP use known best paths: 

Bridge priority: The Root bridge is selected by first comparing bridges priorities, and 
secondly bridges MAC addresses. The user can enforce a known best path by setting 
the bridges priorities to enforce election of the desired Root bridge. 

Port path cost and Port priority: When a bridge has several upper links, these 
parameters will permit to select which will the root port on the bridge, and which will 
be the alternate or backup port. 

Backward compatibility with STP: 

RSTP will revert to legacy STP on an interface if a legacy version of an STP BPDU is 
detected on that port. This may lead to degraded performance. So, all bridges in a LAN 
should use RSTP, although the LAN will still recover (less quickly) with STP. 

V.1.9 Tunneling 

Tunneling is a way to encapsulate data frames to allow them to pass networks with 
incompatible address spaces or even incompatible protocols. 

Generic Routing Encapsulation (GRE) tunnels are tunnels that can encapsulate 
unicast/multicast traffic. 

GRE creates a bidirectional tunnel between a pair of endpoints (network devices). The source 
point encapsulates the packets and redirects them to the destination point that will de-
encapsulate them, so the GRE tunnel will behave as a virtual point to point link. 

The source and destination point are configured via a GRE virtual interface on each side of 
the GRE tunnel. Each GRE interface contains the IP address of the other side of the tunnel. 

Packets that need to be encapsulated and delivered to some destination (payload packets) 
are encapsulated in GRE packets, then the GRE packet is encapsulated in some other protocol 
(the delivery protocol) and then forwarded. 

The protocol type of the payload packets can be one of ETHER TYPES (see RFC1700). 

WaveOS supports IPV4 as delivery protocol. 
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GRE tunnels are stateless, they cannot change the source endpoint interface to down, if the 
destination endpoint is unreachable. 

WaveOS supports layer 2 tunneling over GRE by bridging the physical interface with a GRE 
tunnel interface. 

 

Layer 2 tunneling over GRE can be configured with the VIRTUAL INTERFACES/L2 TUNNELS. 

Please see: VI.1.3.3 L2 Tunnels 
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V.1.10 Unicast Routing in IP networks 

Routing is the act of finding a path from one place to another, on which a packet can travel. 
It enables hosts that are not on the same local network to communicate with each other. 

A router receives packets not aimed at itself, and selects a path for forwarding it packet, based 
on its address to the next intermediate router or final destination. To achieve the path 
selection, the router, uses a routing table built either automatically or by the user. 

Routing is done at the layer 3 of the OSI model. 

IP is the part of the TCP/IP stack that manages computer addresses and routing. Within one 
computer, the IP protocol sees each network interface as a separate LAN. Each LAN must have 
ŀƴ Lt ŀŘŘǊŜǎǎΣ ǎƻƳŜǘƘƛƴƎ ƭƛƪŜ άмфнΦмсуΦмΦнέΣ ǘƻ ŜƴŀōƭŜ ƛǘ ǘƻ ōŜ ǳǎŜŘ ōȅ LP. A network interface 
is thus the piece of software that drives one network hardware interface. 

 
Picture V-8: Example of combined routing/bridging setup 

The set of all the LANs that can communicate together by means of routers is an 
άƛƴǘŜǊƴŜǘǿƻǊƪέΤ ǘƘŜ LƴǘŜǊƴŜǘ ƛǘǎŜƭŦ ƛǎ ŀƴ ŜȄŀƳǇƭŜ ƻŦ ǎǳŎƘ ŎƻƴŎŜǇǘΦ wƻǳǘŜǊǎ ǘƘŜƳǎŜƭǾŜǎ ŀǊŜ 
nothing more than a computer equipped with several network connections and used 
specifically to route packets. 

Here is the path followed by a data packet traversing 2 routers. The source and destination 
IP address never change during the transit, contrary to the MAC addresses which change at 
each routing point. 
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On WaveOS, routing is implied when several network interfaces are configured. It can be 
tuned further in the ROUTING/FIREWALL submenu. Please see: Routing / Firewall chapter. 

V.1.11 Addressing in the Data Link Layer (OSI layer 2) 

V.1.11.1 Ethernet Address 
The Ethernet address is also referred to as the hardware address or MAC address. The first 
three bytes identify the hardware manufacturer, e.g. Hex 00:09:90 for an ACKSYS product. 
The last three bytes change in each product. This address is assigned at the factory and 
should not be changed. 

An Ethernet LAN can be made of hubs, switches, bridges. These retransmit data packet 
without changes. You can think of hubs as mere electrical amplifiers, and you can think of 
switches as filtering hubs. They must not be confused with IP routers (see below). 

 

V.1.11.2 Wi-Fi MAC Address 
The Wi-Fi protocols use the Ethernet addresses format to identify radio cards and to 
distinguish various functions on the same card. These addresses are either factory assigned 
by the radio card maker, or dynamically computed, e.g. when the same radio card 
advertises two access point functions (two WLANs). 

A Wi-Fi MAC address can also be used as the BSSID, an identifier which delimits which 
stations can talk together using only Wi-Fi techniques (e.g. using an Access Point but not 
TCP/IP or Ethernet) 

V.1.12 Addressing in the IP layer (OSI layer 3) 

V.1.12.1 IP addresses IPv4 

The IP address is a 4 bytes (or 32 bits) number, unique to each device on the network, 
which hosts can use to communicate. ¢ƘŜ Lt ŀŘŘǊŜǎǎ ƛǎ ǳǎǳŀƭƭȅ ǊŜǇǊŜǎŜƴǘŜŘ ƛƴ ǘƘŜ άŘŜŎƛƳŀƭ 
ŘƻǘǘŜŘ ƴƻǘŀǘƛƻƴέ ǿƘƛŎƘ Ŏƻƴǎƛǎǘǎ ƻŦ ǘƘŜ ŘŜŎƛƳŀƭ ǾŀƭǳŜ ƻŦ ŜŀŎƘ ƻŦ ǘƘŜ ŦƻǳǊ ōȅǘŜǎΣ ǎŜǇŀǊŀǘŜŘ 
by dots. 

The IP address is divided into two parts: network and host. The main purpose of this 
division is to ease the routing process. The set of bits constitutive of the network part is 
ƛŘŜƴǘƛŦƛŜŘ ōȅ ŀ άƴŜǘǿƻǊƪ ƳŀǎƪέΦ CƻǊ example, the mask 255.255.255.0 selects the 24 upper 
bits of an address as the network address, and the lower 8 bits as the host address. 

  
Ethernet hub 

                

Twisted pair 
Ethernet cable 

chaining 

MAC: 00:01:02:af:19:01 

MAC: 00:01:02:af:19:01 

MAC: 00:01:02:af:19:01 

Ethernet LAN example 

No MAC address 

No MAC address 
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!ƴƻǘƘŜǊ ǿŀȅ ǘƻ ǎǇŜŎƛŦȅ ŀ ƴŜǘƳŀǎƪ ƛǎ ǘƻ ƛƴŘƛŎŀǘŜ ǘƘŜ ƴǳƳōŜǊ ƻŦ ΨмΩ ōƛǘǎΣ ŀǎǎǳƳƛƴƎ ǘƘŜȅ ŀƭƭ 
are the most significant. For example, in 192.168.1.0/24 the /24 part means netmask 
255.255.255.0 

Example: Class C network address and netmask 

1 1 0 0 0 0 0 1 1 0 1 0 1 0 0 0 0 0 0 0 0 0 0 1 1 1 0 0 1 0 0 0 

193 168 1 200 

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0 

255 255 255 0 

Historical usage has named Class A network the networks 1.x.x.x/8 to 127.x.x.x/8; Class B 
the networks 128.0.x.x/16 to 191.255.x.x/16; Class C the networks 192.0.0.x/24 to 
223.255.255.x/24. 

A host part with all bits set to 1 is the broadcast address, meaning άfor every deviceέ. A 
host part with all bits fixed to 0 addresses the network as a whole (for example, in routing 
entries). Addresses above 224.0.0.0 are used for multicast addressing. 

V.1.12.2 IP addresses IPv6  

WaveOs 4.22.0.1 Key new features of IPv6: 

¶ Iƻǎǘ ŀǳǘƻŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘƘǊƻǳƎƘ ά{ǘŀǘŜƭŜǎǎ !ŘŘǊŜǎǎ !ǳǘƻŎƻƴŦƛƎǳǊŀǘƛƻƴέ ό{[!!/ύ 

¶ SLAAC allows devices to generate their own IP address  a DHCPv6 server features 

¶ LOTS of addresses  

 

Similarly to IPv4, some of IPv6 address pool is reserved for specific services and use-cases. 
The table below will be useful when working with IPv6 addresses and assigning or simply 
trying to understand how each IPv6 address has been allocated or used in comparison to 
IPv4. 

 

IPv6 Address Types 

Prefix 
Address 

type 
IPv4 equivalent Designation and explanation 

2000::/3 
Global 
Unicast 

No equivalent single block 
Global unicast IPv6 prefixes that are 
being currently allocated by IANA 

fe80::/10 
Link-Local 
Addresses 

169.254.0.0/16 (RFC3927) 

These addresses are used on a single link 
or a non-routed common access 
network, such as an Ethernet LAN and 
used inside a private site or organization 

https://datatracker.ietf.org/doc/html/rfc3927


  Page 44 / 355 
 

DTUS070 rev A.17  ï June 2024  

IPv6 Address Types 

Prefix 
Address 

type 
IPv4 equivalent Designation and explanation 

ff00::/8 Multicast 224.0.0.0/4 
These addresses are used to identify 
multicast groups.  

fc00::/7 
Unique Local 

Addresses 
(ULAs) 

Private, or RFC1918 address 
space: 10.0.0.0/8 
172.16.0.0/12 192.168.0.0/16 

These addresses are reserved for local 
use in home and enterprise 
environments and are not public 
address space.  

 

V.1.12.1 IPv6 Autoconfiguration  

IPv6 nodes can use SLAAC to determine their 

¶ IP address 

¶ Default gateway 

¶ (Optionally) DNS resolver 

 

SLAAC works by routers sending link-local multicast Router Advertisement (RAs) 

 

An RA message contains information that may include: 

¶ On-link prefix(es), with preferred/valid lifetimes 

¶ The link Maximum Transmission Unit (MTU) ; typically 1500 for Ethernet 

¶ An indication of the availability of DHCPv6; M = stateful DHCPv6 available, O = 
stateless DHCPv6 available 

¶ A-flag; A = 1 means configure address with SLAAC; A = 0 means do not configure 
address with SLAAC 

 (Optional) DNS resolver information (RFC 8106) 

V.1.12.2 Public and private addresses 

IP addresses can be private or public. Public ones are reserved to devices that require 
sending data over a public network, such as internet. They are usually purchased or leased 
from a local ISP. 

Ideally each device in the world should have its own IP address so that they always can 
communicate together. In the real world, most organizations manage their own IP address 
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space independently, so there are duplicates from one organization to another. Two rules 
help avoiding conflicts: 

- Internally, organizations use only private addresses from a known set: 10.0.0.0/8, 
172.16.0.0/12, 192.168.0.0/16 

- Routers between private area and the Internet convert internal, private addresses to 
their own Internet public address, hence making the whole world believe that there 
ƛǎ ƻƴƭȅ ƻƴŜ ŎƻƳǇǳǘŜǊ ǘƘŜǊŜΣ ƘƻƭŘƛƴƎ ŀƭƭ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŎƻƳǇǳǘƛƴƎ ǊŜǎƻǳǊŎŜǎΦ ¢Ƙƛǎ 
conversion is called NAT (Network Addresses Translation). 

V.1.12.3 Routers (a.k.a. gateways) 
Each network device communicating through routers MUST know the IP address of the 
gateway nearest to it. It will use this gateway to forward data to farther LANs. If a device 
does not know its gateway, it may receive data but may not return an answer. For example, 
this can forbid answering a PING even if the PING request makes its way to the device. 

 

When several routers are available on a single LAN to access various remote LANs, the 
ƴŜǘǿƻǊƪ ŘŜǾƛŎŜǎ ƻƴ ǘƘŜ [!b ǎƘƻǳƭŘ ƪƴƻǿ ŀōƻǳǘ ŜŀŎƘ ǊƻǳǘŜǊΩǎ ƻǿƴ ŀŘŘǊŜǎǎ ŀƴŘ ǘƘŜ ǊŜƳƻǘŜ 
network addresses they lead to. Usually, ƻƴŜ ƻŦ ǘƘŜ ǊƻǳǘŜǊǎ ƛǎ ŘŜǎƛƎƴŀǘŜŘ ŀǎ άŘŜŦŀǳƭǘέΣ ǘƘŜ 
other ones are treated as exceptions to this default route. 

 

Network devices often use the DHCP protocol to get their IP address. The DHCP server may 
provide the address of the local router at the same time. To set your Acksys product as 
DHCP client, please refer to section VI.1.11.1 DHCP Server. 

 

Device #2 must know about 
address 192.168.1.25, to 

send to device #1 

Device #1 must know about 
address 10.1.2.1 to send to 
device #2 
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192.168.1.25 

L
A
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gateway 
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Internet 

Main LAN (Wi-Fi) 
10.x.x.x/24 
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V.1.13 Multicast routing 

Multicast traffic is used to distribute a single data packet to many receivers. Examples are 
video broadcasting (one sender, many receivers) or teleconferencing (many senders, many 
receivers). Multicast traffic normally uses the UDP transport protocol. 

Multicast routing aims to broadcast at minimal cost a data flow to selected receivers. To 
achieve this goal: 

ü Bridges must forward multicast frames only to networks segments bearing local 
receivers or requiring IP routers; 

ü IP Routers must forward multicast packets only to network interfaces bearing either 
local receivers or requiring IP routers; 

ü IP routers must select the best path from the data sender to all receivers. 
When it is known that the number of willing receivers is large against the total 
number of hosts in the network, multicast traffic can be flooded throughout the 
network. This so-ŎŀƭƭŜŘ άŘŜƴǎŜ ƳƻŘŜέ ƛǎ ǎƛƳǇƭŜ ōǳǘ ƛǘ ǘŀƪŜǎ ŀ ƭƻǘ ƻŦ ƴŜǘǿƻǊƪ ǊŜǎƻǳǊŎŜǎ 
and is not scalable. Usually, there are only a limited number of receivers, this is called 
άǎǇŀǊǎŜ ƳƻŘŜέ. Two features are required to limit the traffic: 

ü The receivers must advertise their will to receive 

ü The intermediate routers must build an optimal distribution tree, e.g. only one copy 
of the data is sent to a router on the same LAN than two receivers, and only one 
router distributes a multicast flow on one given LAN. 

V.1.13.1 Multicast addresses 

! ƳǳƭǘƛŎŀǎǘ ŀŘŘǊŜǎǎ ƛǎ ǳǎǳŀƭƭȅ ŎŀƭƭŜŘ ŀ άƎǊƻǳǇέ ǎƛƴŎŜ ƛǘ ŘƻŜǎ ƴƻǘ Ǉƻƛƴǘ ǘƻ ŀƴȅ ǎǇŜŎƛŦƛŎ ƭƻŎŀǘƛƻƴ 
in the network. 

a. Ethernet Data link layer 

On Ethernet compatible networks (which includes Wi-Fi), group addresses have the least 
significant bit of the first byte set to 1 (this is the first bit to be transmitted in a frame). 
In this sense the broadcast address is also a multicast. 

b. Network layer 

IPv4 reserves all 32-ōƛǘǎ ŀŘŘǊŜǎǎŜǎ ōŜƎƛƴƴƛƴƎ ǿƛǘƘ ōƛƴŀǊȅ άмммлέ ŦƻǊ ƳǳƭǘƛŎŀǎǘΦ ¢Ƙƛǎ 
covers the group range 224.0.0.0 to 239.255.255.255. 

Groups in the range 224.0.0.0 to 224.0.0.255 are reserved for LAN delivery, and cannot 
be routed outside a LAN. 

c. Conversion between layers 

When an IP multicast is sent out on an Ethernet network, in order for the Ethernet to 
multicast the frame, the IP group is converted to an Ethernet multicast address. 

IPv4 groups are converted ǘƻ άлмΥллΥр9Υέ Ҍ но ƭƻǿŜǊ ōƛǘǎ ƻŦ ǘƘŜ ƎǊƻǳǇΦ 

LtǾс ƎǊƻǳǇǎ ŀǊŜ ŎƻƴǾŜǊǘŜŘ ǘƻ άооΥооΥέ Ҍ он ƭƻǿŜǊ ōƛǘǎ ƻŦ ǘƘŜ ƎǊƻǳǇΦ 

Hence, two different groups may be received by a device expecting only one of them. 
The receiving network layer must filter out unexpected groups. 
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V.1.13.2 PIM-SM 

WaveOS implements the Protocol Independent Multicast ς Sparse Mode (PIM-SM) to 
establish the routing tables required for multicast traffic. PIM must run on all the 
intermediate routers between the data sources and their receivers. The main features 
of PIM-SM are: 

- aŀƴŀƎŜ άǊŜƴŘŜȊǾƻǳǎ Ǉƻƛƴǘǎέ (RP) routers, which are the central distribution points 
for any given multicast flow 

- Identify and manage local multicast sources 

- Identify local receivers 

- Find routes for multicast flows 

- Manage multicast routing tables 

- Handle rendezvous points redundancy 

- Handle routers redundancy 

a. Routers redundancy 

When several multicast routers are available on a local network, they automatically 
ƴŜƎƻǘƛŀǘŜ ŀƴŘ ŜƭŜŎǘ ǘƘŜ ά5ŜǎƛƎƴŀǘŜŘ wƻǳǘŜǊέ ό5wύ ǘƘŀǘ ǿƛƭƭ ǇǊƻŎŜǎǎ ƳǳƭǘƛŎŀǎǘ ŦƻǊ ǘƘƛǎ 
network. Periodical messages ensure the detection of the DR failure to trigger a new 
election. 

b. Local sources management 

Multicast sources need no protocols to trigger multicast distribution. They just send out 
their data. Switches and bridges forward multicast traffic to both the local self-
advertised receivers and local routers. 

c. Local receivers management 

Initially, routers do not deliver multicast traffic on local networks until a local receiver 
ŀŘǾŜǊǘƛǎŜǎ ƛǘǎŜƭŦ ōȅ ōǊƻŀŘŎŀǎǘƛƴƎ ŀƴ άLDat Ƨƻƛƴέ ƳŜǎǎŀƎŜΦ ¢Ƙƛǎ ǘǊƛƎƎŜǊǎ ǊƻǳǘƛƴƎ ƻŦ ǘƘŜ 
requested multicast flow from the outside world to the local network. 

To account for possible receiver failures and IGMP frames losses, the multicast router 
ǇŜǊƛƻŘƛŎŀƭƭȅ ǎŜƴŘǎ ŀƴ άLDat Ǝƭƻōŀƭ ǉǳŜǊȅέ ǘƻ ǊŜŦǊŜǎƘ ƛǘǎ ƪƴƻǿƭŜŘƎŜ ƻŦ ƭƻŎŀƭ ƳǳƭǘƛŎŀǎǘ 
receivers. 

Intermediate switches and bridges in the local network may optimize local multicast 
ǘǊŀŦŦƛŎ ōȅ ǳǎƛƴƎ άLDat ǎƴƻƻǇƛƴƎέΦ CƻǊ ǘƘƛǎ purpose, they may ƛǎǎǳŜ άLDat Ǝƭƻōŀƭ ǉǳŜǊȅέ 
themselves. These messages differ from the routersΩ in two points: 

- Their source IP address is 0.0.0.0 

- Based on this address, receiving bridges do not account the originator as a multicast 
router, and so will not forward multicast data to it. 

When all local receivers cease to respond to queries for a group, the router stops 
forwarding this group on the LAN. 

d. Rendezvous points functions 

To avoid configuring each router in the network with each possible source for a multicast 
flow, each multicast group is assigned one multicast router known as the άǊŜƴŘŜȊǾƻǳǎ 
Ǉƻƛƴǘέ for this group. 
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Data from a multicast source is encapsulated and sent (tunneled) by the local router (the 
ǎŜƴŘŜǊΩǎ 5wύ to the rendezvous point in unicast. 

Requests from receivers are routed by the multicast routers to the rendezvous point. 

After initial communication establishment, the rendezvous point may optimize the path, 
ensuring that the multicast traffic will flow directly from the source to the destinations. 

e. Rendezvous points selection 

Any multicast router can be designated by static configuration as a rendezvous point for 
a group. After that, other routers come to know its existence by either: 

- Static configuration in the other routers 

- Dynamic negotiation with the BSR (Bootstrap router). 

For redundancy, several rendezvous points may serve the same group. Priorities can be 
enforced, and in the event of equal priorities, an algorithm ensures that the same 
rendezvous point is used by all routers. 

f. BSR election 

When rendezvous points are set up dynamically, a Bootstrap Router (BSR) is designated 
to broadcast periodically the table of currently active rendezvous points. 

Any multicast router can be designated by static configuration as a BSR for the network. 
For redundancy, several BSR may be defined with various priorities. In this case they will 
elect a master BSR automatically. 

g. Multicast route selection 

When routing unicast, the router receives a packet, extracts its destination address and 
forward depending on the destination. On the contrary, when routing multicast, the 
router receives a request for a group which is converted to a source address (the one of 
the rendezvous point). The router must make the request travel in the reverse path 
toward the source. This is known as Reverse Path Forwarding (RPF). Routers which are 
on the path of the request set their forwarding tables so that multicast data will travel 
in the opposite direction. 

Several routers may exist on any given LAN; a Designated Router (DR) is elected so that 
the LAN will not receive duplicate packets for the same group. Also, PIM checks and 
prunes redundant routes between routers. 
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V.1.13.3 Multicast pitfalls and solutions 

Many details can make a seemingly good configuration fail at forwarding multicast traffic. 
Here we describe the most common and give directions to solve the issues. 

a. Router misconfiguration 

A multicast router makes full use of its local unicast routing tables in order to compute 
RPF and SSM paths, and to join other routers. So the IP tables and routes must be 
correctly set up for unicast operation as well. 

Solution: as a prerequisite, check that each router is correctly configured for unicast 
operation. 

b. Sender misconfiguration 

The sender must be correctly configured for unicast operation. First, 

LŦ ǘƘŜ ǎŜƴŘŜǊΩǎ ǎƻǳǊŎŜ Lt ƛǎ ǿǊƻƴƎΣ ǘƘŜ ƭƻŎŀƭ 5w ǿƛƭƭ ƴƻǘ ŀŎŎŜǇǘ 
its multicast traffic 

But the sender will nevertheless emit its multicast traffic since it is unacknowledged UDP 
traffic. Second, 

The sender must know the route to deliver multicasts 

Usually, ǘƘŜ ǎŜƴŘŜǊΩǎ ƴŜǘǿƻǊƪ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛƴŎƭǳŘŜǎ ŀ ŘŜŦŀǳƭǘ ǊƻǳǘŜ ŀƴŘ ƳǳƭǘƛŎŀǎǘǎ ǿƛƭƭ 
egress through the network interface bearing the default route.  

Solution: pay attention to set the sender IP address in the same subnet than the DR, and 
either to associate the group address with a local network interface, or to have a DR on 
the same LAN than the default unicast router. 

c. Small TTL 

Multicast traffic has the capability to flood the network. In order to limit the potential 
for mistake, 

Most standard multicast senders use a default TTL of 1 

This is specially the case with software commonly used for network tuning and testing, 
like Videolan VLC, IPERF and JPERF. 

According to the IP protocol, the TTL parameter constrains the number of local networks 
that a packet can cross.  Hence TTLҐ άмέ ƳŜŀƴǎ άƻƴƭȅ ƭƻŎŀƭ ŘŜƭƛǾŜǊȅέΦ 

Solution: configure the sending software so that it uses a larger TTL. 

The minimum value must take into account the shortest path between source and 
farthest destination, going either through the RP or directly. 

Setting incorrect values will result in packets silently dropped by a certain router along 
the distribution path. 

d. a¢¦ ŀƴŘ 5hbΩ¢ψCw!Da9b¢ option 

This one is not specific to multicast but is prominent is this case, because UDP is 
generally used. If a packet is larger than the MTU of any subnetwork in the distribution 
path, the relevant router must fragment it. However, 
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aƻǎǘ ǎŜƴŘŜǊǎ ŘŜŦŀǳƭǘ ǘƻ ǳǎƛƴƎ ǘƘŜ Lt 5ƻƴΩǘ CǊŀƎƳŜƴǘ ŦƭŀƎ 

This is specially the case with the Linux kernel, and consequently all application software 
running under Linux, if they do not provide a means to reset this IP option. 

Using large packet sizes will usually result in packets silently dropped by a certain router 
along the distribution path. hŦǘŜƴ ƛǘ ǿƛƭƭ ōŜ ǘƘŜ ǎŜƴŘŜǊΩǎ 5w ǎƛƴŎŜ ƛǘ Ƴǳǎǘ ŜƴŎŀǇǎǳƭŀǘŜ 
traffic to the RP, thus reducing the MTU. 

Solution: configure applications to use the maximum frame size that do not need 
fragmentation; or ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎŜƴŘŜǊ ǘƻ ŎƭŜŀǊ ǘƘŜ 5ƻƴΩǘ CǊŀƎƳŜƴǘ ŦƭŀƎΦ 

e. Wireless slow multicast traffic 

The 802.11 infrastructure mode is asymmetric by essence. When an Access Point sends 
data to a station, it uses a data rate appropriate for this station. When it sends to many 
stations as in multicast, 802.11 states that: 

the AP must send multicast using the lowest rate available, 

which is 1 or 6 Mbps depending on the radio band. 

When a station sends multicast frames to the AP, it uses the best rate, but in order to 
make the frame available to other stations, the AP immediately re-broadcasts the 
frames at the lowest rate. 

 

 

This results in 

- very slow multicast traffic over Wireless, 

- great waste of bandwidth for other traffic. 

Solution: Make multicast traffic pass the wireless link while encapsulated in a tunnel. 
This can be for example a GRE tunnel configured for this purpose, or you can take 
ŀŘǾŀƴǘŀƎŜ ƻŦ ǘƘŜ ŜƴŎŀǇǎǳƭŀǘƛƻƴ ōŜǘǿŜŜƴ ǘƘŜ ǎŜƴŘŜǊΩǎ 5w ŀƴŘ ǘƘŜ wt όƛƴ ǿƘƛŎƘ ŎŀǎŜ ȅƻǳ 
must forbid the RP to switch to the shortest path, which would bypass the tunnel). 

f. Wireless transmitting traffic permanently 

The radio channel is a sparse resource. On another hand,  

the multicast sender blindly sends to its DR, 

and this DR quite blindly sends to the RP (except that the RP can request a temporary 
suspension when it has no receivers). 

Solution: the path between the sender and its DR should not cross a wireless LAN. The 
path between the sender and its RP should not cross a wireless LAN, though this 
requirement is less stringent. If you refer to the previous pitfall item, an optimal system 
has the sender and the RP on the same side of the wireless LAN, and use a GRE tunnel 
to transfer multicast data to the other side. 

g. Wireless transmitting unwanted multicast traffic 

An Access Point connected to an Ethernet segment conceptually extends the Ethernet 
to the associated stations. 
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Unwanted multicasts reaching the AP from the Ethernet will be 
forwarded to the stations at very low speed, wasting bandwidth. 

In WaveOS this can occur if the AP is added to a bridge together with other interfaces. 

Solution: if you know in advance that no wireless station is interested in some multicast 
group, you can set bridge filters to forbid outgoing multicast traffic. See Bridge filter in 
the web interface chapter. 

h. Access points and multicast routers 

When the multicast router starts it enumerates the available network interfaces. 

If one of them is an access point, it may be that this AP is not yet started because it is 
configured to search for a channel (ACS function) or because the chosen channel is 
subject to DFS delays (CAC or NOP). In this case the multicast router cannot establish 
various negotiations, and this network interface will stay ignored forever. 

Access point are delayed by ACS and DFS 

Solution: Put the AP all alone in its own bridge. The multicast router will consider that 
the bridge itself is available, whatever the AP state. 

i. Long delays at startup 

While running, the multicast router reacts to various events in a timely manner. 
However, users will go through unexpectedly long delays when WaveOS starts up. 

This normal behavior comes from: 

- a number of protocols (IGMP, DR election, BSR election, RP election, RPF 
establishment), 

- starting simultaneously, 

- depending on each other, 

- each having large retry timers. 

The resolutions of the timers used in PIM (5 s) compound this effect. 

Solution: Only broad indications can be given here. Keep in mind that the problem is 
only at startup though. 

On one hand you must balance between a slightly faster startup by tweaking various 
timers (IGMP querier, HELLO and RD-Candidate messages), the extra load put on the 
network and compatibility with alien multicast routers; and on another hand, you must 
balance between static RP list configuration, and the extra administration burden. 

j. Associating VRRP and PIM 

When using a VRRP router as multicast router, VRRP will resume or suspend the PIM 
router depending on the VRRP state being master or backup. This behavior is 
configurable by linking VRRP to multicast routing in the VRRP configuration page, in 
case you do not use PIM on the same interfaces as VRRP.   

Several points must be kept in mind when dealing with complex configurations. 

1) The multicast router is all-or-nothing: either it runs and manages all configured 
interfaces, or it stops and manages none. If a part of the network interfaces is not 
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involved in VRRP, these interfaces will be unmanaged nevertheless when VRRP 
transitions to backup state. 

2) When the VRRP backup transitions to master state, PIM restarts. This means that 
the takeover delay is the same as for a startup, which means, much longer for the 
multicast traffic than for the unicast traffic. 

 

V.1.14 Firewall 

Network ƛƴǘŜǊŦŀŎŜǎ Ŏŀƴ ōŜ ŎƻƴŎŜǇǘǳŀƭƭȅ ƎǊƻǳǇŜŘ ƛƴǘƻ άȊƻƴŜǎέ ƛƴ ƻǊŘŜǊ ǘƻ ŀǎǎƛƎƴ ŎƻƳƳƻƴ 
administrative policies to them. Firewall 

The firewall permits to set rules that are applied to each packet, and that decides if a packet 
must be forwarded or blocked. 

In WaveOS, the firewall feature can be tuned in submenu: ROUTING/FIREWALL/NETWORK 
ZONES 

Please see: Firewall 
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V.1.15 Zones and Network Address Translation (NAT) 

In a router, you may need to selectively block or allow traffic between network interfaces. A 
zone is an administrative concept which groups several IP interfaces in order to specify 
common extra processing: 

¶ Firewall rules 

¶ IP address conversion rules (to implement NATs). 

V.1.15.1 NAT/PAT (Network/Port Addresses Translation) routers 

When a global network is composed of several networks managed by independent 
administrators and connected together, the same IP addresses could potentially be 
assigned inside the subnetworks. This is customarily seen in the Internet which serves as a 
backbone to connect together the private networks of many companies. This could be used 
also when many identical subnetworks must be set up and connected to a root backbone.  

In this kind of setup, each subnetwork has a router which is the gateway to and from the 
subnetwork. The routers are interconnected by the backbone. To avoid IP addresses 
duplicates, the routers convert the subnetwork IP addresses to backbone IP addresses, 
ƘŜƴŎŜ ǘƘŜ ƴŀƳŜ άb!¢έΦ 

 

 

In the case of a NAT/PAT router, the network is split ƛƴ ǘǿƻ άzonesέΥ ǘƘŜ public zone which 
is materialized by the backbone, and where a central administration gives ƻǳǘ άǇǳōƭƛŎέ Lt 
addresses; and the private zone where the administrator can assign IP addresses without 
the knowledge of IP addresses outside. 

Then the NAT/PAT router changes all outgoing (from private to public) IP datagrams to 
masquerade the source private IP address into its own unique, public IP address. It also 
changes the incoming (from public to private) IP datagrams replacing the destination 
address, whiŎƘ ƛǎ ǘƘŜ ǊƻǳǘŜǊΩǎ ǇǳōƭƛŎ ŀŘŘǊŜǎǎΣ ǘƻ ǘƘŜ ǇǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǎƻƳŜ ŘŜǾƛŎŜ ƛƴ 
the private network. In order to keep offering a wide address space as seen from the public 
side, the NAT/PAT router uses port numbers as extensions to the IP addresses. Hence, the 
NAT/PAT mainly works with UDP and TCP; it cannot handle generic ICMP routing, but only 
towards one private device at most. 

The NAT/PAT router must manage incoming connection calls as well as outgoing 
connection calls. It uses two main conversion tables: 

¶ A configurable table which assigns a private destination IP to selected destination 
ports in the incoming calls 

Private subnet 2 
192.168.1.0/24 

 
ñpublicò backbone 

10.0.0.0/8 

Private subnet 1 
192.168.1.0/24 

NAT router NAT router 

common server 
10.200.11.22 

10.100.0.1 10.100.0.2 

Same address 
space 
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¶ An internal conversion table which tracks which ports are assigned to which (private 
IP, private port) couple for outgoing datagrams. 

Due to the various processing involved, the performance of a NAT/PAT router is lower than 
the performance of a regular router, which is lower than the performance of a simple 
software bridge. 

 

V.1.15.2 NAT 1:1 

In the case of 1:1 NAT, the translations are still carried out by routing between different 
zones, but there is no longer any notion of private and public zones. The idea here is to 
create virtual subnets, associated with a given zone (Source zone), and to perform 
translations from these virtual subnets to the real subnets of another zone (Destination 
zone). We can thus translate either unique IP addresses or entire subnets. 

In the following example, we have a source network on subnet 128.10.0.0/16, and a 
destination network on subnet 192.168.0.0/24. 

From the source network, we want to access the 64 lower addresses of subnet 192.168.0.0 
of the destination network (192.68.0.0 to 192.168.0.63). 
To do this, we create a virtual subnet in Zone A (source zone), which will be defined in the 
source network by a static route. In the WaveOS product, we will then be able to define a 
rule for translating this virtual subnet to the physical addresses of the destination network. 
To restrict translation to the first 64 addresses of the subnet, the subnet mask on the virtual 
IP must be 255.255.255.192 (or /26 CIDR notation) 

 
 
 
 
 
 

 

Now if we want to add access to the whole 192.168.1.0 subnet and reach a unique 
192.168.2.0 subnet address, we just need to add the virtual addresses and define the 
proper translation rules. However, it will be necessary to create on the destination 
interface an alias of the IP address of the product for each of the subnets, in order to be 
able to define the return path, via static routes, or default gateways.  
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V.1.15.1 NAT 66 

NAT66 feature is available in WaveOS, an address translation technology based on IPv6 
networks, used to convert an IPv6 address prefix in an IPv6 message into another IPv6 
address prefix (Cellular Use case). 

In its simplest form, a NAT66 device will be attached to two network links, one of which is 
an "internal" network link attached to a leaf network within a single administrative domain, 
and the other of which is an "external" network with connectivity to the global Internet. 
All of the hosts on the internal network will use addresses from a single, locally-routed 
prefix, and those addresses will be translated to/from addresses in a globally-routable 
prefix as IP packets transit the NAT66 device. More info here  

  

V.2 Wireless concepts in 802.11 

V.2.1 Wireless architectures 

A wireless LAN (WLAN) is a group of Wi-Fi capable stations. They communicate with each other 
by following rules specified for a given architecture. 

The stations in the group have in common a wireless network name which identifies the WLAN. 
The IEEE802.11 norm defines three architectures to communicate between Wi-Fi stations: 

¶ Infrastructure (a client/server where the AP relays all traffic) 

¶ Ad-hoc (peer to peer multipoint communication, no relaying) 

¶ Mesh network (all stations are involved in relaying traffic) 

V.2.1.1 Infrastructure Mode 
In an infrastructure network there are 2 kinds of devices (called stations): 

¶ The access points (APs) 

¶ Client Wi-Fi devices (client stations) that connect to an access point to gain access to 
other Wi-Fi devices or LAN devices. 

 
 

 

Products A, B, C can communicate with each other. 
Product B relays data between products A and C. 
Product B relays data between the LAN and products A and C. 

https://www.ietf.org/archive/id/draft-mrw-nat66-00.html
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The infrastructure mode provides central connection points for WLAN clients and the AP 
may also bridge them to a wired network. Prior to any communication, the client must join 
the WLAN (wireless LAN) by selecting one access point, authenticating and possibly 
establishing encryption keys. 

 

The AP and its associated clients form a Basic Service Set (BSS) identified by a BSSID, in the 
form of a MAC address automatically forged by the AP. More APs can be added to the 
WLAN to increase the reach of the infrastructure and support any number of wireless 
clients. The whole WLAN is identified by the SSID, a string of 1 to 32 bytes, usually a human-
readable text. All wireless stations and APs in the same WLAN must be configured to use 
the same SSID. 

The APs in the WLAN are then cabled to a common wired LAN to allow wireless clients 
access, for example, to Internet connections or printers. 

Infrastructure mode networks offer the advantage of scalability, centralized security 
management and improved reach. 

Since the 1.4.2 revision, the firmware implements ǘƘŜ άŎƭƛŜƴǘǎ ƛǎƻƭŀǘƛƻƴέ ŦŜŀǘǳǊŜ ǿƘƛŎƘ 
allows the AP to block communication between clients. In this case product A will be able 
ǘƻ ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ ǇǊƻŘǳŎǘ . ŀƴŘ ǘƘŜ άƭƻŎŀƭ ƴŜǘǿƻǊƪέ ōǳǘ ƴƻǘ ǿƛǘƘ ǇǊƻŘǳŎǘ / όŀŎŎƻǊŘƛƴƎ 
to the figure below). Product C will also be able to communicate with product B and the 
άƭƻŎŀƭ ƴŜǘǿƻǊƪέ ōǳǘ ƴƻǘ ǿƛǘƘ ǇǊƻŘǳŎǘ !Φ ¢ƘŜ ǇƛŎǘǳǊŜ ǎƘƻǿǎ ǘƘŜ ŀŎŎŜǎǎ Ǉƻƛƴǘ ōŜƘŀǾƛƻǊ ǿƛǘƘ 
and without the Separation Client option. 

 

In the infrastructure mode concept, a client is supposed to be a single unit. However the 
wireless client can bridge several Ethernet devices to a BSS towards the AP, and it still 
appears as only one device, by converting MAC addresses on the fly (see section V.2.6 
Wired to wireless bridging in infrastructure mode). 
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Mesh (802.11s) Mode 
In a 802.11s mesh network there are 3 kinds of devices. They all participate in the process 
of packet relaying: 

¶ A mesh station has a functionality of its own (i.e. a laptop computer). 

¶ A mesh access point ǇǊƻǾƛŘŜǎ ōƻǘƘ άƳŜǎƘέ ŀƴŘ άōŀǎƛŎ ŀŎŎŜǎǎ Ǉƻƛƴǘέ ŦŀŎƛƭƛǘƛŜǎΣ bridging 
non-mesh Wi-Fi devices to the mesh network. 

¶ A mesh portal allows other network types to be bridged to the mesh network. For 
example, a portal would bridge Ethernet to Wi-Fi mesh. 

ACKSYS ǇǊƻŘǳŎǘǎ ŎǳǊǊŜƴǘƭȅ ƛƳǇƭŜƳŜƴǘ άǎǘŀǘƛƻƴέ ŀƴŘ άǇƻǊǘŀƭέ ŦǳƴŎǘƛƻƴǎΦ tǊƻŘǳŎǘǎ ŜǉǳƛǇǇŜŘ 
with two radio cards can be used as mesh access points. 

 

 

 
 

Products A to H can communicate with each other. 
Products A, B, D, E, G provide Mesh portal functionality. 
Products C, F, H provide Mesh AP functionality. 

Routing protocols 
To determine the transmission path between two mesh points, a routing protocol must 
analyze the network. 802.11s defines HWMP as a mandatory protocol, and it has provisions 
to plug in other third-party routing protocols. ACKSYS devices implement HWMP. 

Security protocols 
802.11s networks can use either no security, or the WPA3-PSK (SAE-Personnal) security 
described in section V.2.5.7 Mesh Secure Authentication of Equals (SAE). This security is 
roughly similar to infrastructure WPA/PSK. 
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V.2.1.2 Wireless Network Name 

This name is also referred to as the SSID and serves as a wireless network identifier. 

A service set identifier, or SSID, is a name used to identify the specific 802.11 wireless LAN 
to which a user wishes to access. A client device will receive broadcast messages from all 
access points within range, advertising their SSIDs, and can choose one to connect to, 
based on pre-configuration, or by displaying a list of SSIDs in range and asking the user to 
select one. 

Devices participating in a Wi-Fi communication must all use the same SSID. When you are 
browsing for available wireless networks, this name will appear in the list. For security 
purposes we highly recommend changing the pre-configured network name. 

The SSID used in 802.11s MŜǎƘ ƳƻŘŜ ƛǎ ŎŀƭƭŜŘ άƳŜǎƘ L5έΦ Lǘ ǘŀƪŜǎ ǘƘŜ ǎŀƳŜ ŦƻǊƳ ŀǎ ǘƘŜ 
infrastructure SSID, but is a separate parameter: if you use the same string for an 
infrastructure SSID and a mesh ID, they are considered as two distinct WLANs. 

V.2.1.3 Virtual AP (multi-SSID) and multifunction cards 

The products can handle several virtual functions (interfaces)) on a single radio card, within 
certain limits. For example, one radio device can be used to advertise several SSID, 
simulating several real APs at once, together with one mesh point. 

When one radio card supports simultaneous virtual interfaces, they must all be set to the 
same channel (hence the client scanning must be restricted to the channel you selected, 
and multichannel roaming is impossible). The channel bandwidth is therefore shared 
between all interfaces. 

The multifunction limits ŀǊŜ ƛƴŘƛŎŀǘŜŘ ƻƴ ǘƘŜ ǿŜō ƛƴǘŜǊŦŀŎŜΣ ǇŀƎŜ ά{ŜǘǳǇ κ tƘȅǎƛŎŀƭ 
ƛƴǘŜǊŦŀŎŜǎ hǾŜǊǾƛŜǿέΦ 

V.2.1.4 Wireless repeater 

When the distance between an Access point AP_X and a Wireless Station STA_X is too long 
for a direct connection, a wireless repeater is used to bridge the gap. 

The wireless repeater has 2 roles: 

Č Client Role to relay data from/to the Access point AP_X. 

Č Access point Role to relay data from/to the Wireless Station STA_X. 

These 2 roles will be bridged together in the same switch. Thereby, several configurations 
are possible for a repeater. 
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Special caution should be taken when configuring the Repeater to avoid the client repeater 
association with the Access point repeater (when they have the same SSID), which will then 
generate a network loop. 

There are two ways to avoid this network loop: 

Č Set the same SSID on client role and Access point role of the repeater, but enforce the 
client role to associate with the BSSID of the AP_XΦ ¦ǎŜ ǘƘŜ άƳǳƭǘƛǇƭŜ {{L5έ ŦŜŀǘǳǊŜ ƻŦ 
the client role to unlock BSSID configuration. 

Advantage:  
Service continuity: the repeater will extend the current network with the same SSID. 
So, the end user can keep the same SSID in all the network locations 

Drawback:  
When AP_X is replaced, the client role of the repeater must be reconfigured, so that it 
only associates with the new BSSID. 
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Č Set a different SSID on client role and Access point role of the repeater. 

Advantage: 
No need to reconfigure the repeater if we change the AP_X. 

Drawback: 
It requires the end users to use multiple SSIDs, as the network extension has now a 
different SSID.  
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Impact on Throughput: 

A repeater uses one radio card to perform the 2 roles, Client+Access point, and to 
perform the transmissions from AP_X to Repeater, and then Repeater to STA_X (and 
vice-versa). Since the repeater, having only one radio card, cannot receive and transmit 
at the same time, the throughput is reduced by at least 50%. 

 

High performance Repeater: 

To enhance throughput, a dual radio repeater can use one radio for the AP role and the 
other radio for the client role, using a different channel on each radio card, so it can 
transmit and receive at the same time. 

 
Advantage: 
Doubles the available bandwidth; also solves the loop problem. 

Drawback: 
The end users must search several channels for the SSID.  
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V.2.2 Hardware 

The cellular interface is functionally equivalent to the data service in a mobile phone. It 
replaces the secondary Wi-Fi interface. It requires one or two antennas; using the second one 
improves the quality of communication. 

When a third antenna connector is present, it is used for satellite positioning (see next section 
about GNSS). 

The cellular interface connects to public mobile networks. Doing so requires an account with 
an appropriate public operator. The account takes the form of a SIM card installed in the 
product. You can install two SIM cards (primary and secondary SIM) for SIM Switch 
management based on metric configured as event/alarm when data limit is reached.  

V.2.3 Modulation and coding 

There are 5 kinds of wireless transmission formats available: 802.11b, 802.11g, 802.11a, 
802.11n and 802.11ac. 

V.2.3.1 802.11b 

802.11b is supported for compatibility with old devices. Using it will lower the throughput 
for all devices in the radio range, because 802.11b uses a lot of bandwidth for little 
throughput. 

 

Op. Frequency Typical throughput Bit Rate (Max) 

2.4 GHz 4.5 Mbit/s 11 Mbit/s 

Note: actual throughput and bitrate depends on the distance 
between stations, antennas quality and radio conditions 

802.11b has a maximum raw data rate of 11 Mbit/s and uses the same media access 
method defined in the original standard. 802.11b devices suffer interference from other 
products operating in the 2.4 GHz band. Devices operating in the 2.4 GHz range include: 
microwave ovens, Bluetooth devices, baby monitors and old cordless telephones. 

V.2.3.2 802.11g 

This transmission standard works in the 2.4 GHz band (like 802.11b) but operates at a 
maximum raw data rate of 54 Mbit/s, or about 20 Mbit/s mean throughput. 802.11g 
hardware is fully backward compatible with 802.11b hardware. 

 

Op. Frequency Typical throughput Bit Rate (Max) 

2.4 GHz 20 Mbit/s 54 Mbit/s 

Note: actual throughput and bitrate depends on the distance 
between stations, antennas quality and radio conditions 

Like 802.11b, 802.11g devices suffer interference from other products operating in the 2.4 
GHz band. Devices operating in the 2.4 GHz range include: microwave ovens, Bluetooth 
devices, baby monitors and old cordless telephones. 
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V.2.3.3 802.11a 

The 802.11na operates in 5 GHz band with a maximum raw data rate of 54 Mbit/s, which 
yields a realistic mean throughput in the mid-20 Mbit/s. 

 

Op. Frequency Typical throughput Bit Rate (Max) 

5 GHz 20Mbit/s 54Mbit/s 

Note: actual throughput and bitrate depends on the distance 
between stations, antennas quality and radio conditions 

Since the 2.4 GHz band is often saturated, using the relatively unused 5 GHz band gives 
802.11a provides a significant advantage. However, this high carrier frequency also brings 
a slight disadvantage: The effective overall range of 802.11a is slightly less than that of 
802.11b/g; 802.11a signals cannot penetrate as far as those for 802.11b because they are 
absorbed more easily by walls and other solid objects in their path. 

 

V.2.3.4 802.11n 

802.11n can operate on either the 2.4 GHz or 5 GHz band. According to the chosen one, 
the above notes about range and band saturation also apply. 

802.11n also allows using a channel width of either 20 MHz or 40 MHz to double 
bandwidth. άI¢нлέ ǊŜŦŜǊǎ ǘƻ ǘƘŜ ǎǘŀƴŘŀǊŘ ǎƛƴƎƭŜ ŎƘŀƴƴŜƭ operation; άI¢плέ ǊŜŦŜǊǎ ǘƻ ǘƘŜ 
extended double channel operation. 

802.11n hardware may allow transmission of more than one data stream (so-ŎŀƭƭŜŘ άǎǇŀǘƛŀƭ 
ǎǘǊŜŀƳǎέύ simultaneously. In order for the streams not to interfere with each other, the 
radio signal must bounce on obstacles in various directions, or the antennas must be 
polarized. Both cases result in lower range due to power losses, but faster transmission. 

The number of spatial streams must not be confused for the number of antennas. 
Furthermore, antennas can be dedicated to emission or reception only. Hence an 802.11n 
radio specification must include three numbers: number of transmitters, number of 
receivers, and number of spatial streams. 

In order to automatically adapt to radio conditions, the 802.11n uses various transmission 
parameters: number of streams, modulation, channel width and so on. The resulting 
transmission format is named Modulation and Coding Scheme (MCS). ACKSYS products 
handle 1 to 3 streams depending on the model. Here are the physical bit rates achievable 
with one, two and three streams: 
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Maximum bit rate (Mbps) 

Channel width 20 MHz 40 MHz 

1 stream 

MCS 0 7.2 15 

MCS 1 14.4 30 

MCS 2 21.7 45 

MCS 3 28.9 60 

MCS 4 43.3 90 

MCS 5 57.8 120 

MCS 6 65.0 135 

MCS 7 72.2 150 

2 streams 

MCS 8 = 2xMSC0 14.4 30 

MCS 9 = 2xMCS1 28.9 60 

MCS 10 = 2xMCS2 43.3 90 

MCS 11 = 2xMCS3 57.8 120 

MCS 12 = 2xMCS4 86.7 180 

MCS 13 = 2xMCS5 115.6 240 

MCS 14 = 2xMCS6 130.0 270 

MCS 15 = 2xMCS7 144.4 300 

3 streams 

MCS 16 = 3xMCS0 21.7 45 

MCS 17 = 3xMCS1 43.3 90 

MCS 18 = 3xMCS2 65.00 135 

MCS 19 = 3xMCS3 86.7 180 

MCS 20 = 3xMCS4 130 270 

MCS 21 = 3xMCS5 173.3 360 

MCS 22 = 3xMCS6 195 405 

MCS 23 = 3xMCS7 216.7 450 

 
 

Note 1: When the peer station cannot handle short guard intervals, the bit rate is 
reduced by about 10%. Guard interval is an 802.11n feature allowing shortening 
some idle times during transmission. 
Note 2: As can be inferred from the above table, the bit rate is proportional to the 
number of streams. A 3 streams radio can transfer up to 450 Mbps. 
Note 3: Actual bitrate and throughput depend on the distance between stations, 
antennas quality and radio conditions 

For detailed information and relationship about MCS, bit rates, maximum 
transmit power and receiver sensitivity, refer to the quick start guide 
appropriate for each product. 
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V.2.3.5 802.11ac 

Compared to 802.11n, 802.11ac will add the 80 MHz channel size (wider channels increase 
speed), the 256-QAM modulation (and therefore 2 new MCS per stream), and will support 
5GHz band only. 

Here are the physical bit rates achievable with 1, 2 and 3 streams: 

Maximum bit rate (Mbps) 

Channel width 20 MHz 40 MHz 80 MHz 

1 stream 

MCS 0 7.2 15 32.5 

MCS 1 14.4 30 65 

MCS 2 21.7 45 97.5 

MCS 3 28.9 60 130 

MCS 4 43.3 90 195 

MCS 5 57.8 120 260 

MCS 6 65 135 292.5 

MCS 7 72.2 150 325 

MCS 8 86.7 180 390 

MCS 9 n/a 200 433.3 

2 streams 

MCS 0 14.4 30 65 

MCS 1 28.9 60 130 

MCS 2 43.3 90 195 

MCS 3 57.8 120 260 

MCS 4 86.7 180 390 

MCS 5 115.6 240 520 

MCS 6 130.3 270 585 

MCS 7 144.4 300 650 

MCS 8 173.3 360 780 

MCS 9 n/a 400 866.7 

3 streams 

MCS 0 21.7 45 97.5 

MCS 1 43.3 90 195 

MCS 2 65 135 292.5 

MCS 3 86.7 180 390 

MCS 4 130 270 585 

MCS 5 173.3 360 780 

MCS 6 195 405 n/a 

MCS 7 216.7 450 975 

MCS 8 260 540 1170 

MCS 9 288.9 600 1300 
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V.2.4 Radio channels and national regulation rules 

A wireless network uses specific channels on the 2.4 GHz or 5 GHz radio spectrum to handle 
communication between stations. Some channels in your area may suffer from interference 
from other electronic devices. Choose the clearest channel to help optimize the performance 
and coverage of your wireless network. 

Region/country 

Every country control and limit available radio frequencies. The broadly named 802.11 2.4 
GHz and 5 GHz bands are further limited to allow sharing with other radio devices (radars, 
weather devices). You must set the country where you will operate the product; then, the 
channels proposed in the menus will be limited to the ones available in the selected 
country. 

Lƴ ǘƘŜ ά!tέ ǊƻƭŜΣ ǘƘŜ ǇǊƻŘǳŎǘ ǿƛƭƭ insert the country rules in its beacons as required by the 
802.11d protocol. Lƴ ǘƘŜ άŎƭƛŜƴǘέ ǊƻƭŜΣ ǘƘŜ ǇǊƻŘǳŎǘ ǳǎŜǎ ǘƘŜ ŎƻǳƴǘǊȅ ǊǳƭŜǎ ǇǊƻǾƛŘŜŘ ōȅ ǘƘŜ 
AP using the 802.11d protocol. 

For further details about radio regulation areas, refer to chapters 802.11 regulatory 
domain rules, and Appendix ς 802.11 Radio channels 

 

Automatic channel selection 

In Access Point mode, the product can select the best channel among a list, or among all 
channels available in the country. At startup (note that this occurs only once), the AP 
chooses the best channel depending on the measured noise and occupancy of each 
possible channel. This noise analysis postpones the end of the product startup for around 
0.5 second per analyzed channel. 

Roles other than AP do not recognize this option. For repeater, mesh roles you must set 
one channel only. For the client role, all available channels are scanned except when 
proactive roaming mode is selected. 
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V.2.5 Wireless security 

There are many technologies available to counteract wireless network intrusion, but currently 
no method is absolutely secure. The best strategy may be to combine a number of security 
measures. 

Possible steps towards securing a wireless network include: 

1. All wireless LAN devices need to be secured 
2. All users of the wireless network need to be trained in wireless network security 
3. All wireless networks need to be actively monitored for weaknesses and breaches 

Available wireless security protections are: 
Not broadcasting the SSID (access point only feature) 
WEP encryption 
Enhanced Open (WPA3-OWE) 
WPA, WPA2 or WPA3 ς PSK (Pre-Shared Key) 
WPA, WPA2 or WPA3 ς Enterprise, also known as 802.1x or RADIUS. 
OSEN 

 
WEP encryption vs. WPA and WPA2 encryption 

In infrastructure mode, there is a point-to-point link between each station and its 
associated Access Point, and you can use WEP or WPA/WPA2.  

V.2.5.1 WEP encryption 

WEP is a method of encrypting data for wireless communication and is intended to provide 
the same level of privacy as a wired network. However, due to progress in crypto science, 
WEP is not considered secure anymore, and cannot be used altogether with 802.11N/AC 
modes. To gain access to a WEP network you must know the key. The key is a string of 
characters that you create. When using WEP you will need to determine the level of 
encryption. The type of encryption determines the key length. 128-bit encryption requires 
a longer key than 64-bit encryption.  

Keys are defined by entering a string in HEX (hexadecimal - using characters 0-9, A-F) or 
ASCII (American Standard Code for Information Interchange - alphanumeric characters) 
format.  

ASCII format is provided so that you can enter a string that is easier to remember. The ASCII 
string is converted into HEX for use over the network. Four keys can be defined so that you 
can change keys easily. A default key is selected for use on the network. 
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V.2.5.2 WEP authentication 

Two methods of authentication can be used with WEP: Open System authentication and 
Shared Key authentication. 

In Open System authentication, the WLAN client need not provide its credentials to the 
Access Point during authentication. Thus, any client, regardless of its WEP keys, can 
authenticate itself with the Access Point and then attempt to associate. In effect, no 
authentication (in the true sense of the term) occurs. After the authentication and 
association, WEP can be used for encrypting the data frames. At this point, the client needs 
to have the right keys. 

In Shared Key authentication, WEP is used for authentication. A four-way challenge-
response handshake is used: 

1) The client station sends an authentication request to the Access Point. 
2) The Access Point sends back a clear-text challenge. 

3) The client has to encrypt the challenge text using the configured WEP key and send it 
back in another authentication request. 

4) The Access Point decrypts the information and compares it with the clear-text it had 
sent. Depending on the result of this comparison, the Access Point sends back a 
positive or negative response. After the authentication and association, WEP can be 
used for encrypting the data frames. 

At first glance, it might seem as though Shared Key authentication is more secure than 
Open System authentication, since the latter offers no real authentication. However, it is 
quite the reverse. It is possible to derive the static WEP key by capturing the four 
handshake frames in Shared Key authentication. Hence, it is advisable to use Open System 
authentication for WEP authentication, rather than Shared Key authentication. Please note 
that both authentication mechanisms are weak and are now deprecated. 

V.2.5.3 Enhanced Open (WPA3-OWE) 

Wi-Fi Enhanced Open is a new security standard for public networks based on 
Opportunistic Wireless Encryption (OWE). It provides encryption and privacy over open, 
non-password protected networks in areas such as coffee shops, hotels, restaurants, and 
libraries. Enhanced Open does not provide authentication. 

V.2.5.4 WPA/WPA2/WPA3 encryption 

WPA/WPA2/WPA3 greatly increases the level of over-the-air data protection and access 
control on existing and future Wi-Fi networks. It addresses all known weaknesses of Wired 
Equivalent Privacy (WEP), the original native security mechanism in the 802.11 standard. 

WPA/WPA2/WP3 not only provides strong data encryption to correct the weaknesses of 
WEP, it adds user authentication that was largely missing in WEP. WPA2 is designed to 
secure all versions of 802.11 devices, including 802.11b, 802.11a, and 802.11g, multi-band 
and multi-mode. 

WPA is the older standard which, due to progress in crypto science, is not considered 
secure anymore. 

WPA2 is a more recent and more robust implementation of the stronger IEEE 802.11i 
security standard. 
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WPA3 is the latest implementation which brings better protections to individual users by 
providing more robust password-based authentication. This capability is enabled through 
Simultaneous Authentication of Equals (SAE), which replaces Pre-shared Key (PSK) in 
WPA2-Personal.  

Note that there are three versions of WPA3 which are incompatible with each other due 
to security vulnerabilities. WaveOS uses the most recent version after August 2019 

The cipher type is the encryption algorithm used to secure the data communication.  

TKIP (Temporal Key Integrity Protocol) provides per-packet key generation and is based on 
WEP.  

AES (Advanced Encryption Standard) is a very secure block-based encryption.  

You can choose from 3 security options (WPA not recommended): 

WPA Mode Cipher Type Security solution 

WPA RC4 RC4-TKIP 

WPA2 AES AES-CCMP 

WPA3 AES AES-GCMP-256 

a. Pre-shared key mode (PSK) 
In Pre-Shared Key mode (PSK, also known as personal mode), each Access Point client 
must provide a password to access the network. The password may be from 8 to 63 
printable ASCII characters. Most operating systems allow the password to be stored to 
avoid re-typing. The password must also remain stored in the Wi-Fi access point. 

All Wi-Fi devices on your Wi-Fi cell must have the same Pre-Shared Key. 

b. Enterprise mode (802.1x, RADIUS) 
WPA/WPA2-Enterprise, or 802.1x, provides authentication to devices trying to attach to 
a private network through a boundary Access Point, establishing the access point as the 
gateway to LAN resources, or preventing access from that device if authentication fails. 

NOTE: since in a chain of repeaters the farthest ones would depend on the nearest ones 
to access the 802.1X server, this security is not available in repeater mode. WPA/WPA2-
PSK can still be used. 

The authentication process is organized around several agents: 

- User, also called supplicant or Wireless Node (WN), 
- Wireless access point or authenticator, 
- Authentication server, most often a RADIUS (Remote Authentication Dial-In User 

Service) server, 
- Authentication modus operandi. 
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When a wireless node (WN) requests access to a LAN resource, the first step is the physical 
association between the client and the access point, defining a so-ŎŀƭƭŜŘ άŀŎŎŜǎǎ ǇƻǊǘέ 
(number 1 on the diagram). 

The access point (AP) asks for the WN's identity. Then it establishes a point-to-point EAP 
tunnel between the WN and the authentication server (number 2 on the diagram). No 
other traffic other than EAP is allowed until the WN is authenticated (the άǇƻǊǘέ is closed). 
Until authenticated the client cannot access the LAN. 

Once the authentication server informs the authenticator that the WN is authenticated, 
ǘƘŜ ǘǊŀŦŦƛŎ ǘƻ ǘƘŜ [!b ƛǎ ŀƭƭƻǿŜŘ όƴǳƳōŜǊ о ƻƴ ǘƘŜ ŘƛŀƎǊŀƳύΥ ǘƘŜ άǇƻǊǘέ ƛǎ ƻǇŜƴΦ hǘƘŜǊǿƛǎŜ 
ǘƘŜ άǇƻǊǘέ ǎǘŀȅǎ ŎƭƻǎŜŘΦ 

Note: 802.1x also offers a system to exchange keys which will be used to encrypt 
communications and to check integrity. 

Authentication modus operandi 
802.1x uses one of the EAP (Extensible Authentication Protocol) methods. The most 
commonly used ones are: 

- EAP-PEAP 
- EAP-TLS 
- EAP-TTLS 

The EAP method used is transparent to the access point. On another hand the access 
point clients, like bridges, must be aware of the authentication method. The choice of 
method must take into account the capabilities of the server/supplicant couple as well 
as the level of security needed. 

For example, a Windows 10 supplicant allows: 

- PEAP authentication with login and password (called MSCHAP V2) 
- Use of certificates. 

Preauthentication 
A client is said to preauthenticate when it is authenticating with a new AP through the 
currently associated AP. This aims to speed up the association time when the client 
decides to roam to the preauthenticated AP, because it will remove the important 
overhead of the 802.1x protocol. 

Preauthentication must be enabled in the AP to allow the client to use it. The Client role 
in these products always uses preauthentication when offered by the AP. 
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Pre-authentication makes the client store communication keys before it needs it. The 
client can keep many keys in advance, allowing roaming from one AP to another to 
ŀƴƻǘƘŜǊΧ ŀƴŘ ōŀŎƪ ǘƻ ǘƘŜ ŦƛǊǎǘΣ ǿƛǘƘƻǳǘ ǊŜ-executing the 802.1 x protocol. 

In the client, the keys are kept in a cache table whose lifetime is configurable. 

V.2.5.5 Protected management frame (802.11w) 

This feature protects your device from a hacker DoS (Deny of Service) attack. 

By default, the management frames are not protected. Anyone can send a DEAUTH 
frame to a client or to the AP. 

In this situation, a hacker can gather AP information using a Wi-Fi sniffer and then send 
to a legacy client a DEAUTH frame with the AP mac address. The client receives this 
frame, and then closes the connection with the AP. 

The 802.11w adds a field in the frame to authenticate the frame sender.  

If the Wi-Fi equipment receives a management frame from an incorrect sender, it will 
discard the frame. 

Please note that with WPA3, protected management frame is always enabled and 
required.  

If you choose a WPA2/WP3 mixed mode, WaveOS will automatically set Protected 
management to enabled/optional, to authorize the association with WPA2 peers which 
donΩt support this option. 

 

V.2.5.6 OSU Server-Only Authenticated L2 Encryption Network (OSEN) 

This security mode is reserved for Hotspot 2.0 r2 Passpoint. 

 

V.2.5.7 Mesh Secure Authentication of Equals (SAE) 

In 802.11s mesh mode, no mesh node has a special identification role, all nodes are 
considered equal in privileges. When SAE is used, all nodes must have a preset common 
key. Each time a node comes in reach of another node in the same mesh, it will verify 
that the peer node knows the key. The encryption uses the WPA2 protocols suite 
(AES/CCMP). 

The password key can be from 8 to 63 printable ASCII characters. The same password 
must remain stored in all the mesh nodes. 
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V.2.6 Wired to wireless bridging in infrastructure mode 

V.2.6.1 The problem 

As outlined in section V.2.1.1, in the 802.11 standard an infrastructure client is supposed 
to be a single unit with a single MAC address. The AP forwards data to/from the client, 
from/to other clients or wired devices. In this respect the AP is similar to an Ethernet 
switch. 

 

 
Bridging several devices with a single wireless client 

 

To allow the AP to forward data, each frame includes a source 
MAC and a destination MAC. 

 
Standard infrastructure data frames (3 addresses) 

 

When using a client station to bridge a wired network to an AP, the situation is different. 
What appears to the AP as a single device with a single MAC address (that of the radio 
card), is hiding several wired devices, each of them having its own MAC address. Since they 
do not participate in the association process to the AP, they did not authenticate, hence 
the AP will not accept frames containing their MAC address as a source. If the client 
changes the source MAC address to its own, other problems appear, see picture below. 
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Sample problem bridging several devices with a single wireless client 

V.2.6.2 The solutions 

There are four ways to overcome this limitation and allow bridging the devices behind the 
client station: 

¶ Routing. Let the wired LAN on the client side be an IP subnetwork, and let the client 
be a router or a NAT. This is a very clean solution but needs to manage the 
subnetwork. Strictly spoken, this is routing (layer 3 networking), not bridging (layer 2 
networking). 

¶ Masquerading. Let the client change the wired devices MAC address to its own and 
backΣ ŀƴ ŀǇǇǊƻŀŎƘ ŀƭǎƻ ƪƴƻǿƴ ŀǎ ά[ŜǾŜƭ нΦр b!¢έ ƻǊ ά!wtb!¢έ. This is the default 
operation in ǘƘŜ άclient (infrastructure)έ ƳƻŘŜ. It is described in more details in 
section Masquerading (ARPNAT) below. 

¶ Cloning. Let the client use the MAC address of the wired device. This is limited to one 
wired device. 

¶ Using ǘƘŜ άclient (infrastructure)έ ŀƴŘ ά4 addresses formatέ bridging mode, involving 
a more sophisticated frame format. The 802.11 standard provides a άп-ŀŘŘǊŜǎǎŜǎέ 
frame format to solve this kind of issues but it does not fully specify it; hence this 
mode is not always compatible between clients and APs from different vendors. The 
ACKSYS products, as well as several Linux-based clients and APs, support this mode 
described in section b below. 

Note that the mesh mode (not an infrastructure mode) also allows bridging. 

a. Masquerading (ARPNAT) 

In this solution to the bridging problem, the client bridge keeps a table to convert 
devices MAC addresses to and from their IP addresses. 

In frames sent to the AP, the bridge replaces the devices source MAC address with its 
own and remembers the MAC/IP correspondence of the frame. 

When a frame comes back from the AP its destination MAC address is the one of the 
bridge. The bridge finds the IP address in the frame, finds out the corresponding device 
MAC address, pokes it in the destination MAC of the frame, and sends it to the wired 
LAN side. 

This solution is compatible with any third-party AP since all processing is done on the 
client side. However, there are special behaviors to keep in mind: 
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1) The conversion table handles MAC/IP conversions only. This means that only the 
TCP/IP protocols suite (TCP, UDP, IP, ICMP, ARP, DHCP and so on) can be bridged. 

2) The conversion table is updated only by frames from the LAN to the Wi-Fi. This is 
usually not a problem because prior to any data transfer, a broadcast ARP 
request/reply exchange must take place. But if the client bridge is powered down, 
when it comes up again, the ARP exchange is not necessarily restarted by the devices 
on the backbone side. Then, when the bridge receives a data frame from the AP, its 
conversion table is empty and the frame is not forwarded. In this case, the bridge 
itself initiates an ARP for the destination IP address mentioned in the frame, 
triggering from the LAN device a response that will update the table, so that the next 
frame can be forwarded. 

3) Equipment on the backbone cannot use an IP gateway (a router or a NAT) located 
on the client LAN side, except if the product is the gateway and if the destination 
subnet is directly routable by the product. The reason is that the destination IP 
address in the frames received from the AP are not the one of the gateway, but the 
address of an equipment farther beyond the gateway; but the MAC address needed 
is that of the gateway. So, the address conversion is not possible. 

4) DHCP is a protocol used to set up IP addresses. The wired device MAC address is 
conveyed not only in the DHCP frame header, but also in the data payload. The 
address conversion causes an address mismatch at the DHCP server. To satisfy the 
DHCP server requirements, the bridge advertises itself as a DHCP relay agent, 
resolving the mismatch. For this to work, a DHCP server located on the AP side must 
be able to send unicast IP packets to the bridge. This means that the bridge must 
have an IP address reachable from the DHCP server prior to serving IP addresses to 
the devices behind the bridge. 

5) ARP is a protocol used to discover MAC addresses. The ARP frames contain MAC 
addresses both in their headers and in their data. Special processing is done in the 
bridge to convert these frames.  
CISCO ŀƴŘ ƻǘƘŜǊǎ Ŏŀƴ ǎŜǘ ǳǇ ŀ άǇǊƻȄȅ !wt ǎŜǊǾŜǊέ ƛƴ ǘƘŜƛǊ !tǎΦ ¢Ƙƛǎ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ 
AP itself converts IP to MAC addresses on behalf of the backbone equipment. The 
proxy ARP server can get confused because all devices on the bridged LAN appear 
to have the same MAC address (the one of the bridge radio card) but different IP 
addresses. The solution is to disable the proxy ARP server on the AP side. In the 
/L{/h ǇǊƻŘǳŎǘ ǘƘƛǎ ƛǎ ŎŀƭƭŜŘ άǇŀǎǎƛǾŜ ŎƭƛŜƴǘ ƳƻŘŜέΦ 

6) More generally, applications or protocols running on the backbone side and relying 
on MAC addresses to identify devices, will encounter problems in this mode. 
Fortunately, such software is hardly used. 

b. Infrastructure client using 4 addresses format (WDS) 
When the client is in 4 addresses format bridging mode, it uses a special frame header 
where both Wi-Cƛ ŀƴŘ [!b a!/ ŀŘŘǊŜǎǎŜǎ ŀǊŜ ƛƴŘƛŎŀǘŜŘΦ ¢Ƙƛǎ ƛǎ ŎŀƭƭŜŘ ǘƘŜ άп-addresses 
ŦǊŀƳŜ ŦƻǊƳŀǘέΦ By conveying both the client MAC and the wired device MAC in the 
wireless frame, the client can correctly route Wi-Fi frames to its LAN while the AP can 
know that it sends to an authenticated client. 
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4-addresses frame format 

 
In this solution to the bridging problem, the client bridge and the AP encapsulate both 
data and Ethernet MAC addresses in the Wi-fi frame, adding both the AP and the client 
Wi-Fi MAC addresses. So, the frame can reach its Wi-Fi destination, which removes the 
Wi-Fi addresses and retrieves the original frame unchanged. The same process takes 
place both ways. 

This solution is independent of the layer 3 IP addresses: 

1) This mode can bridge protocols other that TCP/IP. 
2) It transfers DHCP and ARP frames unchanged, avoiding most verification issues on 

the AP side, like proxy ARP or DHCP servers. 
3) It allows using an IP gateway either on the AP side or on the bridge side, accessible 

from either side. 

But since this solution relies on unspecified 802.11 features, is should be used only 
between products of the same brand or range, or when you know that the AP and client 
use compatible software. 

Please note that 4-addresses frame format is not compatible with the roaming feature. 

Final note: The 4-addresses frame format is sometimes called WDS (wireless distribution 
system). This acronym designates a frame format that can be used in a variety of ways. 
It does NOT designate a specific Wi-Fi architecture (like infrastructure or mesh). 

Configuration 
The access point role (AP) always supports both standard ARPNAT and 4-addresses 
clients simultaneously. The client bridges can be set up either in ARPNAT or 4-addresses 
format. 

 

c. Cloning 

The ARPNAT solution loses the MAC address information from the wired devices when 
bridging frames to the wireless interface. Most devices do not care about MAC address 
substitution because they use the IP protocol in Layer 3 and ARPNAT takes care of IP 
addresses. 

But some devices do not use IP in layer 3 (PROFINET equipment, LAN ǾƛŘŜƻ ŎŀƳŜǊŀΧύ 
and the MAC address is the unique ID identifying the equipment correctly. 

With the cloning feature, the product can use the MAC address of a wired equipment as 
the source MAC address on the wireless interface. The cloned address is used for all 
wireless transactions: association, authentication and data exchange. The original MAC 
address of the radio card is ignored. 
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To set up the wireless MAC address, the product clones the source MAC address from 
the first incoming frame after a reboot or the configured MAC address. So, there should 
be only one device connected to the LAN of the product. 

If you mix the non-IP device with other IP devices, you must ensure that the non-IP 
device will send the first frame after the product is turned on, to be sure the product 
will clone the correct MAC address. To avoid this problem with a PROFINET equipment 
you should use the άtwhCLb9¢ cloningέΣ ƛƴ ǿƘƛŎƘ ŎŀǎŜ ǘƘŜ ŦƛǊǎǘ twhCLb9¢ ŦǊŀƳŜ ǎƻǳǊŎŜ 
MAC address will be used for cloning. 

 

V.2.7 Fast roaming features 

In order to keep network connectivity when a client product is installed in a quickly moving 
vehicle, you can adjust some configuration parameters. Please note that the fast roaming 
feature is not compatible with 4-addresses format, and therefore not compatible with 
STP/RSTP. 

V.2.7.1 Mono-channel vs. multichannel roaming 
The client role can either look for APs on one channel only, or it can scan several channels. 
Each way has its ǇǊƻΩǎ ŀƴŘ ŎƻƴΩǎΦ 

Mono-channel 
All the APs compete for the air media, so that the available bandwidth is reduced for all 
clients and APs. But the client is informed of the APs presence and condition at all times, 
and can communicate with its current AP at all times. Also, if one of the APs is near a source 
of interference on the selected channel, all APs must be switched to another channel. 

Multi-channel 
You can arrange for APs which are in radio range of each other to use different channels. 
In this way they will not compete for air bandwidth. You should not choose channels which 
are too close to each other, since they might interfere. 
¢ƘŜ ŎƭƛŜƴǘ Ƴǳǎǘ ǎŎŀƴ ŜŀŎƘ ŎƘƻǎŜƴ ŎƘŀƴƴŜƭ ƛƴ ƛǘǎ ǘǳǊƴΦ CƻǊ ǘƘƛǎ ƛǘ Ƴǳǎǘ Ǝƻ άƻŦŦ-ŎƘŀƴƴŜƭέ ŦƻǊ ŀ 
small time, leaving the channel of its currently associated AP; during this time, it cannot 
exchange data. The data is then buffered under certain limits. This reduces data throughput 
for the client. 

Configuration 
After activating the proactive roaming feature, you must adjust the list of channels scanned 
by the client. You can select one or several channels. 
If proactive roaming is not activated, all channels allowed in the country are scanned; this 
maximizes the chance of finding a matching AP, but slows down data transfers. 

V.2.7.2 Proactive roaming vs. reactive roaming 
Reactive 
Reactive roaming takes place when the client can no longer communicate with its AP. 
When too many failures take place, the client disconnects from its current AP and begins 
to search a new one. Reactive roaming is the default mode, because there is nothing to 
configure in this case. In this mode, channel scanningΤ ŀƭǎƻ ŎŀƭƭŜŘ άŦƻǊŜƎǊƻǳƴŘ ǎŎŀƴέΣ does 
never take place during data transfers, leaving all the bandwidth available for data 
transfers. But the roaming process is slow (it must wait for the end of the scan) and data 
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cannot be transmitted during this time. Whenever a client cannot associate to any AP, it 
enters reactive roaming. 

Proactive 
Proactive roaming means that the client will search, select and switch to another AP before 
signal level is so low that a lot of errors can happen. By selecting appropriate parameters, 
the change from one AP to another will take place before data throughput is affected, and 
the reassociation process will be quick if the new AP is in sufficient radio range. Hence few 
data (if any) will be lost. 

To enable proactive roaming the client must search for APs while it is already associated 
ŀƴŘ ǇƻǘŜƴǘƛŀƭƭȅ ŜȄŎƘŀƴƎƛƴƎ ŘŀǘŀΦ ¢Ƙƛǎ ǇǊƻŎŜǎǎ ƛǎ ŎŀƭƭŜŘ άōŀŎƪƎǊƻǳƴŘ ǎŎŀƴέ ŀƴŘ ǎƻƳŜǿƘŀǘ 
reduces data throughput. 

Configuration 
You must configure the radio signal level threshold at which you consider that the link 
quality is insufficient for your throughput requirements. 

But radio signal reception level is not a stable measurement; it varies under many 
unforeseen parameters (moving ƻōƧŜŎǘǎΣ ƘǳƳƛŘƛǘȅΧ). When the AP signal is near the 
threshold, it can go back and forth around the limit. You do not want to switch from AP to 
AP too often, since this means you cannot transfer data during these reassociation periods. 
To account for this, crossing the limit is subject to a hysteresis ŎŀƭƭŜŘ άǊŜǉǳƛǊŜŘ ƭŜǾŜƭ ōƻƻǎǘέ 
(default: 6 dB). 

Finally, even when the threshold is crossed, you do not want to reassociate with a worse 
AP, but you do not want to lose the current bad AP either. The άǊŜǉǳƛǊŜŘ ƭŜǾŜƭ ōƻƻǎǘέ 
configuration parameter specifies how much better you want the new AP to be in order to 
begin reassociation. 

The effects of the various parameters are shown in this picture. 

 
NOTE: the threshold hysteresis is configurable in versions 2.2.7 and later. The 
άƭŜŀǾŜ ǘƘǊŜǎƘƻƭŘέ ƛǎ ŎŀƭƭŜŘ άƳƛƴƛƳǳƳ ƭŜǾŜƭέ ƛƴ ŜŀǊƭƛŜǊ ŦƛǊƳǿŀǊŜǎΦ 
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V.2.7.3 What happens when the current AP fails 

Contrary to wired LANs, the Wi-Fi medium is not limited in width, in sources of 
interferences or in obstacles. Hence the currently associated AP may abruptly disappear 
ŦǊƻƳ ǘƘŜ ŎƭƛŜƴǘΩǎ άǎƛƎƘǘέ ŘǳŜ ǘƻ ƳƻǾƛƴƎ ƻōƧŜŎǘǎ ƛƴ ǘƘŜ ŦƛŜƭŘΣ ŎƭƛƳŀǘƛŎ ŎƘŀƴƎŜǎΣ !t power 
down and so on. 

The client has four ways to know its AP is available: 

¶ Checking that beacons from the AP are regularly received, 

¶ Receiving data, 

¶ Receiving acknowledges for data sent, 

¶ Receiving responses to probes sent. 

If the failure is short-lived, data is retransmitted, and a few missing beacons is allowed. 
Conversely, long-lived absence of beacons or data acks triggers a disconnection. If another 
AP previously detected is still around, the client will switch to it; else the client will enter 
reactive roaming. To properly distinguish short-lived from long-lived failures, this process 
is reacting more slowly than proactive roaming, depending on your configuration. 

Configuration 
On the client side you can configure the number of missing beacons that will trigger the 
roaming process. The delay will depend on the beacon frequency that was configured in 
the AP. Please bear in mind that losing a frame or two is very common in Wi-Fi, and the 
missing beacons count should not be set below 3. 

On the AP side you can set the beacon interval. The smaller the interval, the faster failures 
are detected; but beacons are transmitted at the lowest allowed bit rate, and consume 
more bandwidth than data frames. 

V.2.7.4 Scanning 

Scanning is the process used by the client station to find the APs around, in order to 
associate with one of them. Scanning takes place periodically. During each period, the 
ŎƭƛŜƴǘ ǿƛƭƭ ǎǳŎŎŜǎǎƛǾŜƭȅ ǎǿƛǘŎƘ ǘƻ ŎƻƴŦƛƎǳǊŜŘ ǎŎŀƴ ŎƘŀƴƴŜƭǎΣ ǎŜƴŘ ŀ ōǊƻŀŘŎŀǎǘ άǇǊƻōŜ 
ǊŜǉǳŜǎǘέ ŦǊŀƳŜ ŀƴŘ ǿŀƛǘ ŦƻǊ ǊŜǎǇƻƴǎŜǎΦ 

The probe request contains the SSID among other data. Any AP capable of serving this SSID 
will answer. The signal quality at which the response is received is used to select the best 
AP. 

²ƘŜƴ ǘƘŜ ǎŎŀƴƴŜŘ ŎƘŀƴƴŜƭ ƛǎ ƴƻǘ ǘƘŜ ƻƴŜ ƻŦ ǘƘŜ ŎǳǊǊŜƴǘ !tΣ ǘƘŜ ŎƭƛŜƴǘ ƛǎ ǎŀƛŘ άƻŦŦ-ŎƘŀƴƴŜƭέ 
and it cannot transmit nor receive data during this time; the data is buffered meanwhile. 
¢ƻ ƛƴŦƻǊƳ ǘƘŜ !t ǘƘŀǘ ƛǘ Ŏŀƴƴƻǘ ǊŜŎŜƛǾŜΣ ǘƘŜ ŎƭƛŜƴǘ ǎŜƴŘǎ ŀ άǇƻǿŜǊ ǎŀǾŜ ƳƻŘŜέ ƛƴŘƛŎŀǘƛƻƴ 
to the AP before going off-channel, so that the AP can buffer frames in the meanwhile. 
Configuring too many scan channels will result in loss of throughput and/or loss of data. To 
allow sufficient time for buffered data to flow out, you can configure the delay between 
two scan periods. 

Configuration 
The two scan parameters are the list of scan channels and the delay between scans. 
Warning! This delay is not the scan period, but increases the scan period, as shown in the 
following diagram, showing the background scan (C parameter). 
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NOTE: when the client is not associated to any AP (after a client restart, or if the current 
AP suddenly disappears), there is no data to exchange, hence the breath ǘƛƳŜ άwέ ƛƴ ǘƘŜ 
diagram is shortened to 0, resulting in a slightly faster scan cycle. 

 

 

 

 

 

 

 
 
 

A: Initialization = a few ms    B: Channel scan = 56ms  
C: Padding = configurable by steps of 4 ms  R: Breathe time = 200ms 
(C is the ñDelay between two successive scan cyclesò in the web interface) 
The óRô delay is removed in reactive (foreground) scan cycles, thus shortening them while the client is not 
connected to an AP. 
NOTE: the óBô delay is configurable in versions 2.4.3 and later. See next section. 

Scanning itself normally takes place unconditionally. To gain extra throughput when the 
ǎƛƎƴŀƭ ƭŜǾŜƭ ƛǎ ƎƻƻŘΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ŀ άǎŎŀƴ ǘƘǊŜǎƘƻƭŘέΦ ¢Ƙƛǎ ǇŀǊŀƳŜǘŜǊ ǎŜǘǎ ǘƘŜ ǎƛƎƴŀƭ 
level above which you estimate that no roaming is ever necessary. {ŜǘǘƛƴƎ ǘƘŜ άǎŎŀƴ 
ǘƘǊŜǎƘƻƭŘέ ǘƻ ȊŜǊƻ ŘƛǎŀōƭŜǎ ǘƘƛǎ ŦŜŀǘǳǊŜ (default). 

When set, the scan threshold is compared to the power received from the current AP. 
When the power is greater than the threshold, the scan process is stopped at the next scan 
period. When the power received is lower than the threshold, the scan process is restarted. 

To avoid oscillation effects due to a received power rapidly changing around the threshold, 
a ƘȅǎǘŜǊŜǎƛǎ ƛǎ ƛƳǇƭŜƳŜƴǘŜŘΦ Lǘǎ ǾŀƭǳŜ ƛǎ ǘƘŜ ǎŀƳŜ ŀǎ ǘƘŜ ƘȅǎǘŜǊŜǎƛǎ ǳǎŜŘ ŦƻǊ ǘƘŜ άƭŜŀǾŜ 
ǘƘǊŜǎƘƻƭŘέΦ 

 
NOTE: the scan threshold is configurable in versions 2.2.7 and later. 
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V.2.7.5 Advanced Roaming settings 

In several situations the basic roaming settings are not sufficient. This includes directional 
antennas handling, fine tuning of the mean signal decay rate and fine tuning of the 
bandwidth used for scanning. 

a. Directional AP handling 

If the Wi-Fi client is, say, embedded on a train, and a directional antenna is fixed on the 
roof (see picture), a high signal level means that the AP will soon be on the other (bad) 
side of the directional antenna soon, hence it is a good time to roam to another AP 
farther ahead, with a lower reception level. 

 
Train soon loosing current AP despite good signal 

In this case when the AP is seen with a high signal level it is likely that the client will lose 
the association in the next few seconds. 

The Excessive signal detection threshold parameter drives the decision of dynamically 
leaving the current AP when its level becomes too high. The Maximum signal level 
parameter drives the static elimination of APs with high signal level as candidates for 
the next association; the check is performed after each scan. 

Good stability places some constraints on these parameters: 

¶ When both parameters are used, you must set the threshold level lower (less 
powerful) than the max level. 

¶ These parameters are incompatible with the Current AP scan threshold, which is 
another way of managing high signal level APs. 

¶ The excessive threshold also uses the Threshold hysteresis parameter 

¶ The max level is not checked during the first scan after association, to avoid 
leaving an AP which just became current. 

Good signal area Good signal area 

Train 
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Configuration 

 

At the end of scan process, the product chooses a candidate AP. The candidate AP is the 
AP where you will roam if the roaming is requested. 

wƻŀƳƛƴƎ ǿƻƴΩǘ ƻŎŎǳǊ ōŜŦƻǊŜ ǘƘŜ Minimum roaming interval has elapsed since the last 
association. In areas where several APs are received with about the same signal quality, 
this parameter helps avoid frequent roaming due to slight signal variations. 

wƻŀƳƛƴƎ ǿƻƴΩǘ ƻŎŎǳǊ ǘƻ ŀƴ !t ǘƘŀǘ ǿŀǎ ƭŜŦǘ ǊŜŎŜƴǘƭȅ ōŜŦƻǊŜ the No-return delay has 
elapsed. This parameter helps enforce roaming to a sequential succession of APs, even 
if signal bounces make a previous AP appear temporarily as more desirable. 

 

b. Smoothing factor (RSSI decay rate) 

Various parameters are meant to trigger events: 

¶ scan threshold 

¶ leave threshold 

¶ excessive signal detection threshold 

For the purpose of threshold crossing detection, all these parameters are compared to 
the RSSI of the current AP. 

The RSSI of the current AP is defined as an exponential moving average computed over 
the most recent beacons received from the current AP. So, the comparison is done, not 
against the current signal level, but against an average. Note that only the beacons signal 
levels are used, since they are transmitted at a stable bit rate and power level and they 
are received with homogenous receiver sensitivity. 

In order to favor more or less the recent beacons against the older ones in the computed 
RSSI average, you can set the exponential factor of the moving average. This factor is 
ŎŀƭƭŜŘ ǘƘŜ άw{{L ǎƳƻƻǘƘƛƴƎ ŦŀŎǘƻǊέΦ Lǘ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ ǇŜǊŎŜƴǘŀƎŜ ŀǘǘŀŎƘŜŘ ǘƻ ǘƘŜ most 
recent beacon in the computation. 
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The smoothing factor is a value between 0 and 1 in steps of 1/16th. For example, a value 
of 3/16 means that the signal power levels of the previous beacons are used like this: 

¶ for the most recent beacon,  18.75% of the signal value, 

¶ for the penultimate beacon,  15%, 

¶ for the antepenultimate beacon,  12%, 

¶ and so on. 

Configuration 
In the browser interface the factors are expressed as the percentage attached to the last 
beacon. As an extreme case, using 100% (or 16/16th) means that only the most recent 
beacon is used in the comparisons.  

 

c. Off-channel configuration 

You can shorten the duration of the off-channel probe request/response sequences (the 
ΨBΩ ǇŀǊŀƳŜǘŜǊ ƛƴ ǘƘŜ άǎŎŀƴ ǇŜǊƛƻŘέ ǇƛŎǘǳǊŜύΦ ¢Ƙƛǎ ǎƻƭǾŜǎ ǘƘŜ ǎƛǘǳŀǘƛƻƴ ǿƘŜǊŜ a large data 
flow is entering the AP which cannot forward it to the client because it is scanning 
another channel, ŀƴŘ ǘƘŜ !t Ƙŀǎ ƛƴǎǳŦŦƛŎƛŜƴǘ ōǳŦŦŜǊǎΦ ¢ƘŜ Ψ.Ω ŘŜƭŀȅ ƛǎ ǘƘŜ ǎǳƳ ƻŦ όB1) a 
switching delay (very quick), (B2) a synchronization delay (ensuring that our probe will 
not collide with another transmitter on the channel), (B3) probe request transmission 
(at the lowest rate available), (B4) response waiting delay. 

Also, the scanner can switch from channel to channel, without returning to the current 
channel. Lƴ ǘƘŜ ƴŜȄǘ ǇƛŎǘǳǊŜΣ р ŎƘŀƴƴŜƭǎ Ƴǳǎǘ ōŜ ǎŎŀƴƴŜŘΦ 5ǳǊƛƴƎ ƻƴŜ ǎŎŀƴ ǎŜǉǳŜƴŎŜ Ψ.ΩΣ 
the delays (B2)-(B3)-(B4) are repeated without returning to the data channel, until either 
ǘƘŜ ǇŀǊŀƳŜǘŜǊ άMaximum time off-channelέ ƻǊ ǘƘŜ ŎǳǊǊŜƴǘ !t ōŜŀŎƻƴ ƛƴǘŜǊǾŀƭ ƛǎ 
exhausted. This behavior saves some of the switching delays (B1) and improves mean 
throughput at the expense of the instant throughput. 
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Configuration 
You can configure items (B2) ǿƛǘƘ ǘƘŜ άOff channel adaptation ŘŜƭŀȅέ and (B4) ǿƛǘƘ άtŜǊ 
ŎƘŀƴƴŜƭ ǇǊƻōŜ ǊŜǎǇƻƴǎŜ ŘŜƭŀȅέ, and you can define the overall off-channel duration of 
ƻƴŜ Ψ.Ω ǎŎŀƴ ǎŜǉǳŜƴŎŜ ǿƛǘƘ ǘƘŜ άaŀȄƛƳǳƳ ǘƛƳŜ ƻŦŦ-ŎƘŀƴƴŜƭέ ǇŀǊŀƳŜǘŜǊ. All these 
parameters are defined ±4 ms. 

Default values 
The default parameters allow probing 2 channels per scan sequence, as displayed in the 
picture. ¢ƘŜ ŘŜŦŀǳƭǘ άƳŀȄƛƳǳƳ ǘƛƳŜ ƻŦŦ-ŎƘŀƴƴŜƭέ ƛǎ мнр ƳǎΣ ōǳǘ ǎƛƴŎŜ Ƴƻǎǘ !t ƘŀǾŜ ŀ 
beacon period of 100 ms, this parameter is usually automatically reduced to 100 ms. The 
two other default parameters are set to 30 ms, but are actually rounded down to 28 ms. 
 
If the channel list includes DFS channels, the delay indicated in "Maximum time off-
channel" must take into account the minimum value of "Per channel probe response 
delay" in the DFS case. 
 
For example, if we scan channel 36 (not DFS) and 52 (DFS): 
The "Maximum time off-channel" must be at least "Off channel adaptation delay" +108. 
Note that when we leave this parameter empty, it displays 125 in the background but it 
is automatically adjusted to: 125 + "Off channel adaptation delay" 
With "Off channel adaptation delay" = 30 (rounded to 28); "Per channel probe response 
delay" = 30 (rounded to 28); "Maximum time off-channel" = 150, the scan cycle is: 
channel 36 (approx. 56 ms) then return to the operating channel (200 ms.) then channel 
52 (approx. 138 ms) then "Delay between two successive scan cycles" and we start 
again. We see that the maximum delay of 150ms is never used to the maximum, the 
maximum interruption of service is 138 ms. 
Setting a value a little greater than 138 makes it possible to absorb the peaks of CPU 
usage of the router. For example if, at the same time, it does multicast routing, 
encrypted VPN, etc. In fact, in this example, up to 138 + 56 + (56-4) = 246 ms., the scan 
cycle will be identical. 
 
To scan the 2 channels consecutively, you can set "Off channel adaptation delay" = 30 
(rounded to 28); "Per channel probe response delay" = 30 (rounded to 28); "Maximum 
time off-channel" = 200 (i.e. 138 + 56 + 6 ms. of margin), the scan cycle will then be: 
channel 36 (approx. 56 ms.) then directly channel 52 (approx. 138 ms.) then "Delay 
between two successive scan cycles" and we start again. 
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V.2.7.6 Authentication speed up 

In the association task, the AP and the client must exchange several frames. The number 
of frames increases with the security level.  

In the WPA protocol, the PMK (Pairwise Master Key) is used to generate the temporally 
keys which will be used to encrypt the data. 

- WPA/WPA2-PSK: The PMK is derived from the Pre-Shared Key.  

- WPA/WPA2-EAP: The PMK is distributed by the radius server. 

 

The table below gives the number of frames vs the security level 

Security policy Number of frame 

Open (without security) 4 frames 
- 4 Authentication frames 

WEP 
4 frames 

- 4 Authentication frames 

WPA/WPA2-PSK 
8 frames 

- 4 Authentication frames 

- 4 Key exchange frames 

WPA/WPA2-EAP (with radius 
server) 

> 8 frames 
- 4 Authentication frames 
- Several radius authentication frames 
- 4 key exchange frames 

 

¢ƘŜ άп !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ŦǊŀƳŜǎέ ŀǊŜ ƳŀƴŘŀǘƻǊȅ ōȅ ǘƘŜ улнΦмм ǇǊƻǘƻŎƻƭΦ 

¢ƘŜ άп YŜȅ ŜȄŎƘŀƴƎŜ ŦǊŀƳŜǎέ ŀǊŜ ƴŜŎŜǎǎŀǊȅ ǘƻ ŜȄŎƘŀƴƎŜ ǘƘŜ ǘŜƳǇƻǊŀƭƭȅ ƪŜȅΦ 

¢ƘŜ άǎŜǾŜǊŀƭ ǊŀŘƛǳǎ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŦǊŀƳŜǎέ ŀǊŜ ƴŜŎŜǎǎŀǊȅ ǘƻ ŀǳǘƘŜƴǘƛŎŀǘŜ ǘƘŜ ²ƛ-Fi client 
with the radius server. The numbers of frame are depending of the authentication 
method. 

 
  



  Page 85 / 355 
 

DTUS070 rev A.17  ï June 2024  

a. Pre-authentication / PMK caching 

With this feature, the authentication with WPA/WPA2-EAP policy is reduced to 8 frames 
(as in PSK mode). 

The AP beacons convey its pre-authentication /  PMK caching capabilities. A client can 
choose between them the capabilities it supports and use them. 

The products support both features and automatically use them if the roaming is 
enabled. 

The picture below shows the 3 steps of the pre-authentication process: 

 
 

 

Step 1: The Wi-Fi client associates with AP1 for the first time. In this step the client does 
a full authentication. The radius server sends the PMK to both AP1 and the Wi-
Fi client. AP1 and the Wi-Fi client store the PMK in their local cache.  

At the end of this step, the Wi-Fi client is connected to AP1 

Step 2: The Wi-Fi client discovers AP2 by scan process. It uses the secured link with AP1 
to process a pre-authentication with AP2. During this step, the radius server 
sends the PMK to AP2 and the Wi-Fi client. They both store the PMK in their 
local cache. 

At the end of this step, the Wi-Fi client is still connected with AP1. 

Step 3: The Wi-Fi client roams to AP2. Both AP2 and the Wi-Fi client check if the PMK in 
their local cache is correct. 

If the PMK is correct, AP2 starts the WPA handshake with the Wi-Fi client. 

If the PMK is not correct, the AP starts a radius authentication. 

At the end of this step, the Wi-Fi client is connected with AP2. 
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b. Fast Transition Support (802.11r) 

With this feature, the authentication with all WPA/WPA2 policies is reduced to 4 frames 
(as in open mode). 

With the 802.11r, the temporal key is distributed through the back bone between the 
different APs. 

The products support the 802.11r only in client mode. 

The picture below shows the steps of an 802.11r authentication: 

 

Step 1: The Wi-Fi client does a full authentication with AP1. AP1 stores the PMK and 
temporally keys. This full authentication process produces data that will be stored by 
the Wi-Fi client for the next step. 

Step 2: The Wi-Fi client roams on AP2 and uses data stored in the previous step in its 
authentication request. With these data, AP2 knows that this Wi-Fi client is successfully 
authenticated with AP1. AP2 directly requests the temporally keys from AP1 (using the 
back bone). If AP1 gives all the needed keys to AP2, the Wi-Fi client is allowed to finish 
the association process with AP2. In the other case, the Wi-Fi client starts a full 
authentication with AP2. 
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V.2.7.7 Connect before break 

As we have seen previously, the roaming process, even when it relies on the use of two 
radio cards, always implies that the Wi-Fi client physically disconnects from the current AP 
before being able to reconnect to the next AP. This means that there is necessarily a time, 
even a very short one, during which the client is completely disconnected from the 
network, and the mechanisms put in place to stop packets transmission this period ŎŀƴΩǘ 
fully guarantee the absence of packet loss. 

To meet the needs of certain applications for which packet loss during handover is critical, 
Acksys has developed a particular roaming mode, called "Connect Before Break", which 
makes it possible to drastically reduce the packet loss rate, and this even with very data 
throughput. 

The operating principle of Connect Before Break is based on the use of a 'ghost' WiFi client, 
which is actually a clone of the effective client, operating in parallel with the latter by 
connecting to the same Access Point, but which, instead of ensuring data exchange, will be 
responsible for carrying out the function of detecting the surrounding Access Points 
(scanning). We therefore have at any times two perfectly identical clients, one that we will 
call the active client, which provides traffic with the AP, and the other, called passive client, 
which analyzes the environment in search of compatible Access Points. 

When the signal level of the current AP drops below the roaming threshold, as soon as the 
passive client has detected a new AP meeting the roaming criteria, it will leave the current 
AP and initiate the connection process to this new one. During this time, the active client 
remains connected to the current AP and can continue to exchange data packets. It will 
only disconnect from the current AP when the passive client has established the 
connection with the new AP, after advertising the handover request to the entire network, 
via ARP exchanges, and after checking that the buffers of the current AP and the active 
client are empty. 

When the active client has been disconnected, the two clients will swap their roles: the 
passive client becomes the active client and vice versa. 

Please note that, unless your product is configured as a NAT router, Connect Before Break 
requires the use of the 4 addresses format (WDS). This implies that the access points to 
which he can connect can only be WaveOS Acksys products 

Also note that Connect Before Break can operate on a single radio card, but in this case, 
you can only use one channel. 

For the implementation of Connect before Break, we strongly recommend that you consult 
the application note APNUS0016 Connect Before Break 
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V.2.7.8 Connect Before Break with Predictive Linear Handover 

The Predictive Linear Handover, or PLH, is a specific operating mode of the Connect Before 
Break roaming. The PLH algorithm is intended to be adapted to the case of mobiles 
equipment moving successively and linearly in front of new APs. It is suitable for the 
following case: 

o Vehicles that follow a linear route (a tram, a train, some bus lines) 

o Access Points placed at regular intervals on the route 

o None of the APs cover two sectors close to the path (the case of a bus that goes 
around a block is not suitable). 

o The arrangement of the antennas favors one direction (e.g. they are directional, or 
the vehicle obstructs propagation in one direction) 

The goal is to avoid the "back lobes" of the antennas pointing in one direction. PLH is 
intended for situations where we gradually approach, or we gradually move away, a series 
of AP antennas all oriented in the same direction. 

Description of the algorithm: 

There are 3 main rules: 

1. An AP is "candidate" (to be used as the next association) if its signal level is in a 
predefined range [min, max] and that it is increasing or decreasing. 

2. An AP used for the data link (active AP) is only dropped if it goes out of a predefined 
threshold range, and there is a candidate AP in range. 

3. If the active AP drops below a predefined "urgent" threshold and there is no 
candidate AP, a state of emergency is raised (but you have to consult it).  

There are 2 cases depending on whether the WiFi client (which runs PLH) is placed at the 
front or at the back of the vehicle. 

FRONT PLH 

 
 

The idea is to reject APs whose signal level decreases. They are supposed to be passed by 
the vehicle. More precisely, PLH rejects APs whose signal level is lower than one of the 
preceding values, without time limit as long as the AP remains visible. 

In addition, APs whose signal is too high are rejected, on the assumption that they are very 
close to them and that the overrun is imminent. 
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Rear PLH (REAR) 

It is assumed that the client's antenna is pointed in the opposite direction of movement, 
and the APs are pointed in the direction of movement: 

 

 

 

The idea is to reject APs whose signal increases. More precisely, PLH rejects APs whose 
signal is greater than one of the preceding values, without time limit as long as the AP 
remains visible. 

In addition, APs whose signal is too high are rejected, on the assumption that they are very 
close and potentially still on the rear lobe. 

"Emergency" state 

Here is the list of tests that condition the state of emergency: 

o There is no active interface yet OR 

o the active interface is not associated OR 

o the signal level of the active interface is lower than the emergency threshold OR 

o we are in a rear lobe condition: FRONT= active AP almost reached or exceeded; 
REAR= active AP is approaching. (Normally, in these cases we should have switched 
to the other radio. If this is not the case, the other radio does not have a satisfactory 
connection). 

The emergency state can be consulted using SNMP OID statusRoamingUrgent 
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V.2.8 WLAN Association Controller 

The WLAN Association Controller (WLB) feature is a WaveOS module that is in charge of load 
balancing, band steering, and client roaming control from Access point. 

V.2.8.1 Load balancing 

Load balancing allows to control WiFi Stations, or STAs, association in such a way that 
associates STAs fairly among possible APs within a WLAN with more than one AP. 

Each Access Point determines if it is the best AP, and if so, it responds to probe requests 
and accepts the association request. If the AP is not the best AP, it refrains from responding 
to probe requests and rejects association requests. 

WLB uses Channel Usage Rate (CUR) indicator along with RSSI to elect the best AP. The CUR 
of an AP refers to the ratio of its number of associated STAs to the maximum number of 
allowed STAs per AP. Thus, each AP calculates an association score for a STA based on its 
CUR and its RSSI. APs exchange their number of associated STAs and the RSSI per STA, and 
decide in a distributed schema which AP should accept a new STA. 

At each probe request, the WLB ŘŀŜƳƻƴ ƻŦ ǘƘŜ !t ǎŜƴŘǎ ŀ ƳǳƭǘƛŎŀǎǘ άǇǊƻōe 
ŀƴƴƻǳƴŎŜƳŜƴǘέ ƳŜǎǎŀƎŜ ǘƻ !tǎ ōŜƭƻƴƎƛƴƎ ǘƻ ǘƘŜ ƳǳƭǘƛŎŀǎǘ ƎǊƻǳǇΦ ¢ƘŜ ǇǊƻōe 
announcement contains the MAC address of the AP, the number of STAs associated, and 
the RSSI of a STA. At reception of probe announcement, the receiving AP updates the best 
AP for a given STA as shown in the following diagram. 

At the end, stations are associated to the AP with the best score. 

 

V.2.8.2 Band steering 
Band steering enables STAs that are dual-band capable to move to a less congested band 
of an AP, typically 5 GHz. 

With the advancement of "Dual-band" in Wi-Cƛ ŘŜǾƛŎŜǎΣ ŎǳǎǘƻƳŜǊǎΩ ŘŜǾƛŎŜǎ ƴƻǿ ƘŀǾŜ ŀ 
choice of connecting to either 2.4 or 5 GHz Wi-Fi networks. However, when connecting to 
most consumer routers and many access points, the client device determines which band 
it connects to. The result of letting the client device to connect can result in a very 
unproportioned distribution of Wi-Fi devices across the 2.4 GHz WiFi network and the 5 
GHz band. 
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Enabling Band steering will direct dual-band devices to connect to the 5 GHz WiFi network. 
By automatically directing 5 GHz capable devices to that band, we will reduce and improve 
overall connection quality in both bands. 

 
 

V.2.8.3 Roaming control 
In addition to load-balancing and band-steering, ACKSYS APs can be configured to monitor 
RSSI per associated station. Roaming control consists of disassociating a station if its RSSI 
falls below an acceptable threshold. Thus, association requests with RSSI below this 
threshold are rejected. Note, however, that a second association request from the same 
client will be accepted unconditionally, unless strict mode is enabled. 
 

 
 
 

 
  

http://www.engeniustech.com/blog/how-engenius-band-steering-keeps-work-flowing-in-office-environments.html
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V.2.9 Hotspot 2.0 

WaveOS now supports Hotspot 2.0, known as Passpoint. This is a new wireless standard 
designed to make it easier and more secure to connect to public Wi-Fi hotspots. 

The goal of Hotspot 2.0 networks is to provide cellular-ǘȅǇŜ άǊƻŀƳƛƴƎέ ŦƻǊ ²ƛ-Fi networks. As 
you travel the world, your device will automatically and transparently connect you to 
available public hotspots. There are a few advantages to this: 

o Greater ease of access to public hotspots, and better security. 
o Network providers have the option of grouping together and partnering with other 

providers. 
o While many current public Wi-Fi access points are open, insecure Wi-Fi networks, 

Hotspot 2.0 networks require enterprise-grade WPA2 encryption. 

WiFi clients can receive general information about the identity, location and network type of 
the Acksys Access Point. Clients can also request information from the Access Points about 
the type of IP address available on the network (IPv4 or IPv6), roaming partners and 
authentication methods supported, and receive this information in the Access Point 
information elements. 

V.2.9.1 Generic Advertisement Service (GAS) Queries 
An Organization Identifier (OI) is a unique identifier assigned to a service provider when it 
registers with the IEEE Registration Authority. An Acksys Access Point can include the OI of 
its service provider in beacons and probe the clients answers. If a client recognizes the OI 
of an AP, it will attempt to associate with this AP using the security credentials related to 
this service provider. 

If the client does not recognize the AP's OI, it can send a Generic Advertisement Service 
(GAS) request to the AP, to ask for more information about the network before associating. 

V.2.9.2 Access Network Query Protocol (ANQP) elements 
ANQP information elements (IE) are additional data that can be sent from the AP to the 
client to identify the AP network and service provider. If a client requests this information 
via a GAS request, the hotspot AP then sends the list of ANQP capabilities in the GAS initial 
frame indicating support for subsequent IEs. If the client responds with a request for a 
specific IE, the AP will send a GAS response frame with the configured ANQP IE information. 

o Venue Name: The place name IE defines the place group and the type of place 

o Domain Name: this IE specifies the domain name of the AP 

o Network Authentication Type: If the network has Additional Step Required for Access 
(ASRA), this profile defines the type of authentication used by the hotspot network 

o Roaming Consortium List: The IEs of the roaming consortium contain information 
identifying the network and the service provider, whose security credentials can then 
be used to authenticate with the AP that transmits this element 

o IP address Availability: This IE provides clients with information about the availability 
of versions and types of IP addresses that could be assigned to these clients after they 
have associated with the AP hotspot 
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o NAI Realm: The NAI Realm profile of an AP identifies and describes an NAI (Network 
Access Identifier) domain reachable using the AP, and the method that NAI domain 
uses for authentication 

o 3GPP Cellular Network Data: Defines information for a 3rd Generation Cellular 
Partnership Project (3GPP) network for hotspots that have roaming relationships with 
cellular operators 

o Connection Capability: Define the hotspot protocol and the port capabilities to send in 
an IE ANQP. 

o Operating Class: Use this profile to define the channels on which the hotspot is able to 
operate 

o Operator Friendly name: A free text field that can identify the operator and can also 
give information about the location 

o WAN Metrics: Provides hotspot clients with information about access network 
characteristics such as link status and the capacity and speed of the WAN link to the 
Internet 

V.2.9.3 Passpoint Profile Types 
In order to facilitate the configuration of a Passpoint, the configuration is stored separately 
and is (almost) independent of any wireless interface. The configuration consists of several 
Passpoint configuration profiles; the options in each Passpoint configuration profile share 
the same purpose. 

The Passpoint configuration profile can be summarized in 2 types: HS20 profile and ANQP 
profile. HS20 profiles configure hotspot 2.0 functionality while ANQP profiles configure 
ANQP 802.11u functionality. 

You will find the description of the different configuration profiles in the Setup menu 
section (Passpoint Config Profiles). Note that the information necessary to fill in these different 
profiles must be given by the service provider 

 

Profil Description 

HS20 Operator Friendly Name Use this profile to define the friendly name sent by 
devices using this profile 

HS20 Connection Capability Use this profile to specify the hotspot protocol and port 
capabilities 

HS20 WAN Metrics Use this profile to specify the WAN status and link 
metrics for your hotspot 

HS20 Operating Class Use this profile to specify the channels on which the 
hotspot is capable of operating 

HS20 OSU Provider, Passpoint Icon Use this profile to define an OSU provider 

ANQP Venue Use this profile to specify the location group and type of 
locations to send in an IE ANQP in a GAS request 
response. 

ANQP Roaming Consortium The IEs of the Roaming Consortium contain information 
identifying the network and the service provider, whose 
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security credentials can then be used to authenticate 
with the AP that transmits this element 

ANQP Network Authentication Type If the network has Additional Step Required for Access 
(ASRA), this profile defines the type of authentication 
used by the hotspot network 

ANQP IP Address Availability Use this profile to specify the types of IPv4 and IPv6 
addresses available in the access point network. 

ANQP Domain Name Use this profile to specify the domain name of the 
hotspot operator 

ANQP 3GPP Cell Net Use this profile to set priority information for a 3rd 
Generation Partnership Project (3GPP) cellular network 
used by access points that have roaming relationships 
with cellular operators 

ANQP NAI Realm The NAI Domain Profile for an AP identifies and 
describes a Network Access Identifier (NAI) domain 
accessible using the AP, and the method that NAI 
domain uses for authentication 

ANQP Override Element Additional ANQP elements with arbitrary values can be 
defined by specifying their content in raw format as a 
payload hexadecimal. Note that these values will 
override the contents of ANQP elements that may have 
been specified in higher layers of the configuration 
parameters. 
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V.3 Cellular interface option 

V.3.1 Networking model 

When enabled, the cellular interface automatically connects to the provider specified in the 
selected SIM. The operator is responsible for allocating an IP address to the cellular interface. 
So, the cellular interface cannot be hand-configured with link-layer details like a specific IP 
address, VLANS, inclusion in layer 2 bridges, radio channel selection, radio protocol and so on. 

!ŦǘŜǊ ŎƻƴƴŜŎǘƛƻƴ ǘƘŜ ǇǊƻŘǳŎǘ Ǝŀƛƴǎ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ƻǇŜǊŀǘƻǊΩǎ ǇǊƛǾŀǘŜ ƴŜǘǿƻǊƪ ǿƘƛŎƘ ƛǎ ǘƘŜƴ ǊŜ-
routed to a remote IP network: 

Á When using a regular personal account, the remote IP network is the Internet. The 
Internet access is usually provided through an operator-managed NAT gateway, so that 
the cellular interface of the product cannot be called directly from remote nodes. 

Á When using a company-level negotiated account, the operator could directly route the 
ŀŎŎŜǎǎ ǘƻ ǘƘŜ ŎƻƳǇŀƴȅΩǎ Řŀǘŀ ŎŜƴǘŜǊ ŦŀŎƛƭƛǘƛŜǎΣ ŜƛǘƘŜǊ ǘƘǊƻǳƎƘ ŀ ŘŜŘƛŎŀǘŜŘ ƭƛƴƪΣ ƻǊ 
through a VPN. 

 

Two important features must be dealt with when using cellular communication: 

Á Privacy: communication between the products and your data center goes in a first step 
through the air (with very light privacy) and/or through the Internet in a second step, 
with equivalent issues. To achieve acceptable privacy, we recommend to set up an 
encrypting VPN between the product and the data center (even if the operator 
provides privacy on a part of the path). 

Á tǊƻǾƛŘƛƴƎ ŀŎŎŜǎǎ ǘƻ ƭƻŎŀƭ ŘŜǾƛŎŜǎΥ ƛŦ ƻǘƘŜǊ ŘŜǾƛŎŜǎ ƻƴ ǘƘŜ ǇǊƻŘǳŎǘΩǎ [!b ŀǊŜ ǘƻ ǳǎŜ ǘƘŜ 
ǇǊƻŘǳŎǘ ŀǎ ŀ ǊƻǳǘŜǊ ǘƻ LƴǘŜǊƴŜǘ ƻǊ ǘƘŜ Řŀǘŀ ŎŜƴǘŜǊΣ ȅƻǳ Ƴǳǎǘ ŎƻǇŜ ǿƛǘƘ ǘƘŜ ƻǇŜǊŀǘƻǊΩǎ 
intermediate NAT. Indeed, ǘƘŜ ƻǇŜǊŀǘƻǊΩǎ b!¢ ŘƻŜǎ ƴƻǘ ƪƴƻǿ Ƙƻǿ ǘƻ ǊƻǳǘŜ ǘƘŜ ƭƻŎŀƭ 
devices addresses received from remote sources. You must set up a NAT on the cellular 
(public) interface of the product to get around this issue. 

  

 

hǇŜǊŀǘƻǊΩǎ ƛƴǘŜǊƴŀƭ ƴŜǘǿƻǊƪ 

Internet 

¦ǎŜǊΩǎ private 
network 

Data Center 

Dedicated 
router 
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V.3.2 Configuration 

In order to enhance security at installation time, the cellular interface is disabled by default, 
so you must remember to enable it. Most of the low-level configuration is provided by the 
SIM module. 

Other than that, you must decide if you need to set up a NAT and/or a VPN. 

Without a VPN, you probably need a NAT to allow the devices on the Ethernet or the Wi-Fi 
link to gain access to the Internet. If you use a VPN, having a NAT or not depends on the 
addressing scheme you use at both the local and the remote ends of the VPN. 

You can put the cellular interface into a network zone in order to set extra firewall rules. 

Normally the cellular interface becomes the default route when the connection is established, 
and the configured DNS servers are replaced by the operator-provided ones. These behaviors 
are generally required but can be disabled. 

V.4 Satellite positioning (GNSS) option 
The GNSS component which comes with the cellular interface automatically makes use of the 
four existing satellite systems: GPS (American), Galileo (European), GLONASS (Russian), 
Beidou (Chinese). 

!ŎǉǳƛǊƛƴƎ όάŦƛȄƛƴƎέύ ǘƘŜ Ǉƻǎƛǘƛƻƴ ƴŜŜŘǎ ŀ ƎƻƻŘ ǊŜŎŜǇǘƛƻƴ ŦǊƻƳ ǎŀǘŜƭƭƛǘŜǎΦ ¢ƘŜ Db{{ ŀƴǘŜƴƴŀ 
must be plugged and oriented toward an unobstructed sky. After a restart or after losing the 
position, the device needs around 30 seconds to recover, provided at least 4 satellites are in 
sight of the GNSS antenna. 

You can retrieve the current position by four means: 

¶ 5ƛǎǇƭŀȅƛƴƎ ƻƴ ǘƘŜ ǿŜō ƛƴǘŜǊŦŀŎŜ ά5ŜǾƛŎŜ LƴŦƻǊƳŀǘƛƻƴέ ǇŀƎŜ 

¶ Reading from the Acksys SNMP MIB (service Status section). The position data is 
refreshed automatically every 2 seconds, and when reading either position Valid or 
gnssAllPositions. Please note that The GNSS device acquires the position only once per 
second, so there is no need to read the value at a higher frequency  

¶ If enabled, reading the system log at periodic intervals 

¶ LŦ ŜƴŀōƭŜŘΣ ŎƻƴƴŜŎǘƛƴƎ ǘƻ ǘƘŜ ŜƳōŜŘŘŜŘ άƎǇǎŘέ ǎŜǊǾŜǊΦ For information about the 
protocol used, see http://www.catb.org/gpsd/gpsd_json.html. 

  

http://www.catb.org/gpsd/gpsd_json.html
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¢ƘŜ ǎǘǊƛƴƎ ŘƛǎǇƭŀȅŜŘ ƛƴ ǘƘŜ ǎȅǎǘŜƳ ƭƻƎ ŀƴŘ ǘƘŜ ǎǘǊƛƴƎ ƻōǘŀƛƴŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ΨƎƴǎǎ!ƭƭtƻǎƛǘƛƻƴǎΩ 
SNMP OID have the same format. It consists in a series of column-separated values in the 
following order: 

Valid flag 1 if position is undefined, 2 if the following data is valid 

Dimension 2 if only latitude/longitude are known, 3 if elevation 
(altitude) is also valid, 0 or 1 if position unknown 

Date Last fix date. 

YYMMDD (year, month, day) or empty if invalid 

Time Last fix time. If time is available: 

HHMMSS.ddd (hour, minute, second, dot, milliseconds). 

If time is unavailable: 

ssssssssss (integer number of seconds since 1/1/1970) as 
known to the product. Always greater than 1000000. 

Latitude ±DD.dddddd degrees from equator, 6 decimal places, a 
minus sign means south of equator 

Longitude ±DD.dddddd degrees from Greenwich, 6 decimal places, 
a minus sign means west of Greenwich 

Altitude HHH.hhhhhh Height above mean see level, in meters 

Speed kkk.vvvvvv Horizontal displacement speed in kilometers 
per hour, 6 decimal places 

Direction DDD.dddddd degrees from true north, 6 decimal places, 
DDD ranges from 0 to 359 

The above list may be expanded in the future, by adding to its end. 

Example: 

2:2:180131:095959. 000:48.817204:2.007647:0.000000:0.000000  
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V.5 High availability features 

V.5.1 Router redundancy with VRRP 

Lƴ ƴŜǘǿƻǊƪǎ ǎǳŎƘ ŀǎ ŀ ǘǊŀƴǎǇƻǊǘŀǘƛƻƴ ǎȅǎǘŜƳ όǘǊŀƛƴΣ ǘǊŀƳǿŀȅΧύ ǿƘƛŎƘ ǳǎŜǎ ²ƛ-Fi links to 
communicate with the ground, redundant routing allows setting up a double route, main and 
secondary, and to detect failures of the main route in order to activate the secondary one. 
During normal operation of the main route, the secondary route can also be used to transfer 
data of lesser importance or to implement static load balancing. 

When a product is used in IP router mode, you can set up a secondary product to serve as a 
backup router. This feature uses the VRRP protocol to decide on which product is routing 
traffic at any given time. ¢ƘŜ άƳŀǎǘŜǊέ όƻǊ άǇǊƛƳŀǊȅέύ router is ƴƻǊƳŀƭƭȅ ǳǎŜŘΣ ŀƴŘ ǘƘŜ άǎƭŀǾŜέ 
όƻǊ άōŀŎƪǳǇέΣ ƻǊ άǎŜŎƻƴŘŀǊȅέύ ǊƻǳǘŜǊ ƛǎ ǳǎŜŘ ǿƘŜƴ ǘƘŜ ƳŀǎǘŜǊ ŦŀƛƭǎΦ 

In the devices around, only one gateway address is set. Depending on availability, this 
gateway IP address will address either the master or the slave router. Together they form a 
ŎƭǳǎǘŜǊ ŎŀƭƭŜŘ άǾƛǊǘǳŀƭ ǊƻǳǘŜǊέΦ 

You can also set up two virtual routers, corresponding to two gateway addresses A and B, and 
designate one router as master for A and backup for B, and conversely set the other router as 
master for B and backup for A, thus providing high-availability load-sharing. 

Detected failures include Ethernet cable wrenching, Ethernet coupler burnout, Wireless card 
failure, remote access point failure (in client mode), and of course, power failure of the 
master. Network breakages between two remote nodes (e.g. two remote switches indirectly 
connected to the products) are not detected: hence the rest of the network must be 
redundant as well. 

Any detected failure makes the backup router: 

¶ Take over the existing connections 

¶ Advertise the remote devices around that the MAC address of the IP gateway has 
changed. 

When the default is fixed in the master, it resumes, taking back the routing from the backup 
router. 

Three services cooperate to support failover: VRRP detects failures and switches the 
addressing; connection tracking synchronizes TCP connections between the primary and 
backup routers; the event manager reports failures. 

V.5.1.1 VRRP 

The VRRP service handles hardware failures detection and route switching. It implements 
RFC3768 with slight changes. The VRRP protocol is straightforward: a VRRP master 
multicasts periodic advertisement frames which inhibit the VRRP backup(s). When the 
backup ceases to receive the advertisement, it uses gratuitous ARP to inform the network 
of the new location for the gateway IP address. ¢ƘŜƴΣ ŀǎ ǘƘŜ ƴŜǿ άƳŀǎǘŜǊέΣ ƛǘ ǎŜƴŘǎ 
άŀŘǾŜǊǘƛǎŜƳŜƴǘέ ŦǊŀƳŜǎ ǇŜǊƛƻŘƛŎŀƭƭȅΦ 

When the master recovers, it negotiates with the backup through the advertisement 
frames and the real master takes back the routing function. 
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So, in the master router, the VRRP service detects hardware failures, in the slave, it also 
monitors the masterΩǎ ƘŜŀƭǘƘ. 

Note that the backup can detect the presence of the master, but the master cannot detect 
the presence of an inactive backup. This is very important because, if the network 
hardware is only half-functioning (for example the Ethernet link of the master can receive 
frames but not send them), the system could end up with two active routers at the same 
address (the master sees no default, and the backup becomes active since it receives no 
advertisements from the master). The solution to this is instance grouping. 

The duration between failure and take-over by the backup depends on many parameters: 

o Time to detect the failure (1 to 2 seconds for an Ethernet link down, depend on 
roaming parameters for Wi-Fi failure) 

o Advertisement interval. The backup waits up to 4 times the interval before taking 
over 

o Time to reload the connections in the backup (a few ms.) 
o ¢ƛƳŜ ǘƻ ōǊƻŀŘŎŀǎǘ ǘƘŜ άƎǊŀǘǳƛǘƻǳǎ !wtέ ŦǊŀƳŜ ǘƻ ǘƘŜ ƴŜǘǿƻǊƪ ǎƻ ǘƘŀǘ ǎǿƛǘŎƘŜǎ ŀƴŘ 

hosts know the new MAC address associated to the gateway IP address 
o Traffic load. A high network traffic may slow down noticeably the take-over. 

 

VRRP Instances 

A VRRP instance is the entity that manages one gateway IP address in one router. It is 
bound to one subnet.  

By this definition, a VRRP instance has the following properties: 

¶ ID a virtual address identification number, common to the 
master and the backup. The ID associated to an IP must be 
unique on the subnet (in case you have several distinct 
gateways using VRRP) 

¶ Virtual IP address The address managed by the instance. It must be different 
from any other IP address assigned to the device, either 
static or DHCP-provided 

¶ Netmask Routing information for the virtual IP address 

¶ Network interface ¢ƘŜ ǇƘȅǎƛŎŀƭ ό9ǘƘŜǊƴŜǘΧύ ƻǊ ƭƻƎƛŎŀƭ όōǊƛŘƎŜΧύ ǎǳōƴŜǘ to 
which the virtual IP address is bound 

Several other properties are inherited from the group the instance belongs to: the 
priority (in backup state), the master advertisement period (in master state) and the 
initial state. 

A network interface can be bound to several IP addresses. Typically, one is static and is 
used for management purposes (to configure and monitor the router) and the other is 
the virtual gateway address, used by hosts to route packets to other subnets. 
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VRRP Groups 

An IP router interconnects several subnets (LANs). A failure on one subnet must be 
reported to the other subnets as well, so that remote hosts on all attached subnets stop 
using the router. To achieve this, the VRRP service manages groups of interdependent 
subnets. When one subnet fails in the group, it acts as if all subnets had failed and stops 
advertising on all grouped subnets. 

In order to ease configuration, some instances properties are defined at the group level.  

¶ Name a gateway identification string, can differ from the same 
group name used in the backup (but using different 
names is discouraged since it leads to human errors). 

¶ Initial state The state of all instances at service start, this speeds up 
the initial state stabilization. Normally the master is 
initially master and the backup is initially backup, but this 
is not mandatory. 

¶ Advertisement period This VRRP parameter is given to the VRRP instances in the 
group 

¶ VRRP instances list The instances which are part of the group. 

¶ Connection tracking If the router is NAT/PAT, VRRP should synchronize 
connections when the backup becomes active. The 
connection tracking service should be enabled and 
configured separately. 

The group properties must be identical in the master and in the backup, except maybe 
for the initial state. 

RFC changes 

Three enhancements are added to RFC3768: 

¶ Timers are in centiseconds instead of seconds; this feature is taken from VRRP V3 
(RFC5798). 

¶ ! ƴŜǿ άŦŀǳƭǘέ ǎǘŀǘŜ ŀƭƭƻǿǎ ǘǊŀŎƪƛƴƎ of partial hardware failures. The genuine VRRP 
protocol only handles complete router shutdowns. 

¶ The master and backup routers have different MAC addresses, i.e. virtual MAC 
addresses are not supported. Hence, devices using the virtual router must handle 
the ARP protocol, which is the vast majority, if not all, of IP network devices. 
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V.5.1.2 Connection tracking 

¢ƘŜ άŎƻƴƴŜŎǘƛƻƴ ǘǊŀŎƪƛƴƎέ ǎŜǊǾƛŎŜ ƛǎ ǊŀǘƘŜǊ ŀ άŎƻƴƴŜŎǘƛƻƴ ǘǊŀŎƪƛƴƎ ŀƴŘ ǊŜǇƭƛŎŀǘƛƻƴέ ǎŜǊǾƛŎŜΦ 
When the router is in NAT/PAT mode, the connection tracking service synchronizes 
connection knowledge between the master and the slave. The connection information is 
sent from the master to the slaves as soon as possible (the order of magnitude is tens of 
milliseconds but the actual figure depends on the product and network load); there is a 
slight possibility that a connection which was open just before failure, is not transmitted 
ǘƻ ǘƘŜ ōŀŎƪǳǇ ǊƻǳǘŜǊΦ ¢ƘŜ ǳǎŜǊΩǎ ŀǇǇƭƛŎŀǘƛƻƴ ǎƻŦǘǿŀǊŜ ǎƘƻǳƭŘ ōŜ ǇǊŜǇŀǊŜŘ ǘƻ ǘƘƛǎ ŀƴŘ ǎƘƻǳƭŘ 
retry the connection. 

A dedicated network link can, and should, be used to transfer connection data: for 
example, the secondary Ethernet available on some products. 

The service is awakened each time a TCP connection is set or torn down, or when an UDP 
Ŧƭƻǿ ƛǎ ǎǘŀōƛƭƛȊŜŘΦ 5ŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ŀǇǇƭƛŎŀǘƛƻƴ ǘƘŜǊŜ Ŏŀƴ ōŜ ŀ ƭƻǘ ƻŦ ǎǳŎƘ ŜǾŜƴǘǎΦ 
They are grouped together and sent (replicated) in an UDP multicast packet to the backup 
system that replicates the connection list. The grouping avoids overflowing the network 
when many connections are present, but induces some delay in the replication. 

V.5.1.3 Failures reporting 

When the routers change state, an internal event is generated, and you can set the event 
ǘƻ ƎŜƴŜǊŀǘŜ ǾŀǊƛƻǳǎ ŀŎǘƛƻƴǎ ǿƛǘƘ ǘƘŜ ƎŜƴŜǊƛŎ άŀƭŀǊƳǎκŜǾŜƴǘǎέ ǎŜǊǾƛŎŜΦ ¸ƻǳ Ŏŀƴ ǘǊƛƎƎŜǊ ŀƴ 
action when any given instance or group enter or leaves any given state. When you 
associate events and actions, you must remember that SNMP actions need a working 
subnet to propagate. 

V.5.1.4 Force routing via the BACKUP 

In some cases, it may be useful to deliberately switch from the MASTER to the BACKUP, for 
example if an on-the-fly reconfiguration of the master is necessary. To do this, we can play 
on the priority level of the groups: by default, the priority of the MASTER group is fixed at 
230 and the priority of the BACKUP group at 200. Using an SNMP command, it is possible 
to temporarily reduce the priority of the MASTER to zero, and thus force the BACKUP to 
take over. To do this, you must program the event trigger SNMP Trigger, with the Alter 
VRRP action (see section Alarms/events), and as argument, the name of the MASTER group 
and the offset to be applied to the value of its priority (i.e. -230 if we kept the default value). 

Sending OID adminEventEnable by SNMP, with the name of our trigger as an argument, 
will then allow the defined offset to be applied to the priority of the MASTER group (i.e. 
230 -230 = 0), which will immediately trigger the switchover to BACKUP, which therefore 
has a higher priority. 

Sending OID adminEventDisable will then have the effect of canceling the offset, and 
consequently will allow to restore the priority of the MASTER group, so the MASTER will 
take over again. 
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V.5.1.5 Miscellaneous questions 

a. Access points configuration 

The access points must allow clients to use several IP addresses and to change them 
from time to time. This requirement rules out some forms of proxy ARP. 

b. Throughput 

In load sharing, you must consider the possibility of a failure, where, after takeover, all 
the data will be routed by one router only. In such a configuration it is therefore 
advisable to restrain the throughput to half the acceptable throughput. Note that 
reducing the timeouts make the system faster to react, but reduces the useful 
throughput, because of the additional load placed upon the CPU and the network. 

c. Wi-Fi bandwidth occupation 

VRRP and Connection tracking rely on MULTICAST frames. You must consider how this 
affects air bandwidth: 

1. All VRRP frames are transmitted 3 times on the air. In the Master (Wi-Fi client)ĄAP 
direction, they are transmitted twice: once in UNICAST to the AP which rebroadcasts 
them (at low bitrate) to the other potential clients of this AP; 

2. in the APĄBackup (Wi-Fi client) direction they are broadcast once at low bitrate. 

3. Multicast / broadcast frames from an AP are transmitted at the lowest modulation 
rate available (1 Mbps in the 2,4 GHz band, or 6 Mbps in the 5 GHz band). You can 
speed up multicasts by disabling the lowest bitrates (see documentation). 

4. As noticed earlier, it is not advisable to use Wi-Fi for connection tracking and 
replication. The bandwidth is one more reason to avoid this. 

The shorter the VRRP period, the more the bandwidth is occupied, the less it is 
available for useful data exchange. 

d. Influence of Wi-Fi handover (roaming) on VRRP takeover delay 

Lƴ ǘƘŜ άŎƭƛŜƴǘέ ²ƛ-Fi function, when the roaming mode is enabled, two kinds of short 
interruptions of the transmission will occur. The duration of these interruptions must 
ōŜ ǘŀƪŜƴ ƛƴǘƻ ŀŎŎƻǳƴǘ ǿƘŜƴ ŎƻƴŦƛƎǳǊƛƴƎ ǘƘŜ ±wwt ά!ŘǾŜǊǘƛǎŜƳŜƴǘ ǇŜǊƛƻŘǎέΣ ǎƻ ǘƘŀǘ ƴƻ 
unwanted takeover will take place due, not to a breakdown, but merely to roaming 
latency. 

1. Interruptions due to multichannel scan 
They are periodic and systematic. They are configurable within some limits, using 
ǘƘǊŜŜ ǇŀǊŀƳŜǘŜǊǎ ƛƴ ǘƘŜ άŀŘǾŀƴŎŜŘ ǊƻŀƳƛƴƎέ ǘŀōΥ Maximum time off-channel, 
Maximum time off-channel, Per channel probe response delay. With a standard AP 
and the default parameters, the interruption will not exceed 65 ms. 

2. Interruptions due to handover from one AP to another 
The interruption duration in this case depends on a large number of factors, such as 
the kind of security parameters, AP capacity and AP swiftness. Depending on various 
factors, the duration can vary from 14 ms (no security, fast AP) to more than 300 ms 
(Wt!Σ w!5L¦{ ŘƛŀƭƻƎΣ ŎŜǊǘƛŦƛŎŀǘŜǎ ŎƻƴǘǊƻƭΣ ǎƭƻǿ !tΧύ 
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The handover process inhibits the detection of Wi-Fi disconnections by the VRRP 
service: when another AP is available for fast roaming, disconnection detection is 
disabled, in the assumption that a reconnection to the other AP will quickly follow. 
If the quick reconnection fails, a timer expires and makes VRRP handle the 
disconnection. The timer, which represents the maximum time between the loss of 
the current AP and VRRP failover decision, is computed as follows: 

- If the scan cycle period is greater than 2 seconds : 

Timer = (scan interval parameter) + 2s. 

- Else, on the assumption the timer is : 

Timer = 2 × (scan interval parameter) 

e. Influence of the priority field on VRRP takeover delay 

±wwt ƛǎ ŘŜǎƛƎƴŜŘ ǘƻ ƘŀƴŘƭŜ ƳƻǊŜ ǘƘŀƴ ƻƴŜ ōŀŎƪǳǇΦ ¢ƘŜ άǇǊƛƻǊƛǘȅέ ŦƛŜƭŘ ŀŘƧǳǎǘǎ ǘƘŜ 
priority between the potentially many backups. The timers which detect a failure of 
the master depend on this priority field. The higher the priority, the faster the 
takeover; but for reliability reasons in the priority negotiation, you are advised to use 
large intervals between values assigned to each device of the VRRP instance (i.e., 
between the master and the backup). The waiting time ŦƻǊ ǘƘŜ άŀŘǾŜǊǘƛǎŜƳŜƴǘέ ŦǊŀƳŜǎ 
from the master is computed as: 

Timeout (in ms) = ((256 ς priority) / 256) × 1000   +   3 x AdvertisementPeriod 

For example, if the initial role of the product is άbackupέ and Advertisement period = 
100 ms, the default timeout will be 

(256 ς 200)/256 × 1000 + 3 x 100 = 519 ms (±4 ms) 

f. Takeover caused by a Ethernet link loss 

Due to limitations in the software and hardware components used, detection of an 
Ethernet link loss may take up to 2 seconds. Obviously in this case the takeover cannot 
take place before that delay. 

g. Packets are not routed from wireless to wired interfaces! What is wrong? 

The advanced settings/bridging mode setting was left to ARPNAT mode. As explained 
in section V.2.6.2a, only a non-bridged wireless interface can route incoming data. The 
άƴŜǘǿƻǊƪέ ƘƻƭŘƛƴƎ ǘƘŜ ǿƛǊŜƭŜǎǎ ƛƴǘŜǊŦŀŎŜ Ƴǳǎǘ ōŜ ǎŜǘ ǘƻ ƴƻƴ-bridging, or the client 
bridging mode must be 4-addresses. 

h. SNMP 

SNMP OIDs are not yet defined for VRRP configuration. Therefore, it is not possible to 
configure VRRP using SNMP. However, SNMP traps are defined and can be configured 
and sent. 

V.5.1.6 Link layer redundancy with RSTP 

WaveOS features the STP and RSTP protocols. As link layer protocols they are handled by 
the bridge component. See section V.1.8.3  Spanning Tree Protocols (STP, RSTP) 
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V.6 SNMP agent and ACKSYS MIB 
The SNMP protocol defines the dialogue between a management station and a SNMP agent. 
An SNMP agent runs on each managed system and reports information via SNMP to the 
managing systems. 

With SNMP you can: 

o Get the device state 

o Change the product configuration 

o Manage events 

V.6.1 SNMP security 

V.6.1.1 SNMP V1 and V2c 

Under SNMP V1 and V2c, the security relies on an IP-based access control, mapped to a 
Community String.  Authentication of clients is performed with the community string, in 
effect a type of password, which is transmitted in clear text. 

The SNMP V1/V2c Communities can be configured in the SNMP AGENT submenu. Please 
see: SNMP Agent 

V.6.1.2 SNMP V3 

The SNMP v3 protocol provides more sophisticated security mechanisms than SNMP v1 
and SNMP v2c. SNMP v3 implements a user-based security model (USM) that 
authenticates and encrypts the requests sent between agents and their managers, and 
provides user-based access control. 

SNMP V3 splits the security into 2 pieces, the authentication /  encryption and the 
authorization. 

a. The User based Security Model (USM): 

USM provides authentication and privacy (encryption) functions and operates at the 
message level. 

In USM, the administrator can create a list of users: 

ü Each user has a name (called a Security Name), an authentication type (NONE, 
MD5 or SHA) and a privacy protocol (NONE, DES or AES) for data encryption. 

WAVEOS supports AES128 as AES encryption. 

For more details on USMΣ ǇƭŜŀǎŜ ǎŜŜ άwC/ опмрέΦ 

The SNMP V3 users can be configured in SNMP AGENT submenu. 

Please see: SNMP Agent 
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b. The View based Access Control Model (VACM): 

VACM determines whether a given user is allowed to access a particular MIB object to 
perform specific functions and operates at the PDU level. 

In VACM, the administrator can:  

ü Assign for each user (or SNMPv1/v2c communities) a security model: 

× V1  community based security model 

× V2c  community based security model 

× USM  

and will then attribute for each pair of ά{ŜŎǳǊƛǘȅ aƻŘŜƭΣ {ŜŎǳǊƛǘȅ bŀƳŜέ  a Group 
Name. 

ü 5ŜŦƛƴŜ άViewsέ Ŏƻƴǘŀƛƴing a set of MIB objects, where MIB sub trees can be 
included or excluded. 

ü Set the Access Policy for each Group: Read/write permissions for a given View: 

× Each tuple άDǊƻǳp Name, Context Name, Security ModelΣ {ŜŎǳǊƛǘȅ [ŜǾŜƭέ can 
be assigned a Read/Write permission for a given View. 

× Security Level can be: 

¶ No authentication. 

¶ Authentication and no privacy (data encryption). 

¶ Authentication and privacy (data encryption). 

For security model Vм ŀƴŘ ±нŎΣ ǎŜŎǳǊƛǘȅ ƭŜǾŜƭ Ƴǳǎǘ ōŜ άbƻ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴέΦ 

The Context Name used by WAVEOS inside the agent is always the default context 
name, which is an empty string (For more details on SNMP context please see RFC 
5343). 

For more details on VACMΣ ǇƭŜŀǎŜ ǎŜŜ άwC/ опмрέΦ 

¢ƘŜ ǳǎŜǊǎΩ ŀŎŎŜǎǎ ǊƛƎƘǘǎ Ŏŀƴ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƛƴ {bat !D9b¢ submenu. 

Please see: SNMP Agent 
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V.6.2 Access methods 

Requests to SNMP agent can use SNMP V1, V2c or V3, depending on which SNMP security 
rules have been configured on WAVEOS 
For SNMP V1 and V2C, the άǇǳōƭƛŎέ community is configured per default as read/write, and 
you can manage communities via the Web interface. 

Recommended tools 
o Net-SNMP, available at http://www.net-snmp.org/ 
o IReasoningϰ MIB browser, available at http://ireasoning.com/mibbrowser.shtml (requires 

JAVA) 

V.6.3 Using the Acksys MIB 

Obtaining the MIB 

The Acksys MIB is included in the firmware update package available in the download 
section of www.acksys.com. The ACKSYS MIB file is self-documented. To read the OIDs 
documentation please use a text file editor or MIB browser. 

Relevant OIDs 

The Acksys MIB covers a large range of devices. Hence all OIDs are not relevant to WaveOS. 
Every OID description contains a firmware tag identifying the firmware which is relevant to 
this OID. Firmware type and minimum version required are included in the tag, like 
άώ²ŀǾŜh{ CƛǊƳǿŀǊŜ ±ŜǊǎƛƻƴ нΦуΦлΦмϐέ. 

All the OIDs described below are relative to the Acksys MIB root: 

o .1.3.6.1.4.1.28097 

o iso.org.dod.internet.private.enterprises.acksys 

The following OIDs are meaningful for WaveOS. Please refer to the MIB to find out numeric 
OID values and specific description for each item. 

acksysProductID a code identifying product model. 

acksysProductSerialNumber unique identifier assigned to a product. 
network-product.administration core administration functions: 

 adminReset, adminSave, adminApply, adminResetFactory 
c-key-management management functions to erase, save/  restore configuration 

from/to the C-Key, turn off the C-KEY status led permanently 
and ignore C-KEY settings. This part also provides a test utility 
reserved for Acksys production. 

networkStatus current (running) network states, please see section V.6.4 
networkConfiguration next-to-be-applied network parameters of the product, see 

section V.6.5 
serviceStatus current (running) state of services. 
servicesConfiguration next-to-be-applied services configuration of the product, see 

section V.6.6  
 

  

http://www.net-snmp.org/
http://ireasoning.com/mibbrowser.shtml
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Changing the configuration 

When items in networkConfiguration or servicesConfiguration are changed, changes are not saved 
to permanent memory. Reading the adminSave OID let you know if there are any pending 
(unsaved) changes: saveNotRequired means no unsaved changes; saveRequired means pending 
changes exists, you can save them to permanent ƳŜƳƻǊȅ ōȅ ǿǊƛǘƛƴƎ ΨмΩ ǘƻ adminSave. 

On another hand, setting adminResetFactory ǘƻ ΨмΩ ŎƭŜŀǊǎ ŀƴȅ ǇǊŜǾƛƻǳǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ŜƛǘƘŜǊ 
saved or not, and reboots the product, thus resetting it to factory settings. The firmware 
version is kept unchanged, however. 

 

Applying the configuration 

To apply the current saved changes, you can either set adminApply ǘƻ ΨŜƴŀōƭŜΩ όǘƘƛǎ ǿƛƭƭ ƴƻǘ 
reboot the product), or set adminReset ǘƻ ΨмΩ όǿƘƛŎƘ ǊŜōƻƻǘǎ ǘƘŜ ǇǊƻŘǳŎǘύΦ Warning: applying 
a network configuration change may not get an answer from the agent, since the product 
networking subsystem is stopped and restarted. If the new modified network is not 
reachable by the SNMP client, you cannot get an answer from the agent. This is not 
considered an error. 

V.6.4 Understanding network status tables 

Current network states of the product are summarized in the tables described below: 

¶ statusIfWlanTable: lists running wireless interface states, like BSSID, channel, security 
information, connection state, signal level, etc.  
statusIfWlanChannel OID displays the current channel used by the wireless interface. 
/ƘŀƴƴŜƭ ά-мέ ƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘŜ ǇǊƻŎŜǎǎ ƻŦ ŎƘŀƴƴŜƭ ǎŜƭŜŎǘƛƻƴ ƛǎ ƛƴ ǇǊƻƎǊŜǎǎΦ LǘΩǎ ǘƘŜ ǎŀƳŜ 
with 0 (in MHz) as frequency in the statusIfWlanFrequency OID. 
By default, the statusIfWlanPreSharedKey OID is under protection of SNMP V3, only 
admin_acksys_group can see its result. And, of course, you can modify this configuration 
in the SNMP AGENT submenu. Please see: SNMP Agent 

¶ statusPhyWifiTable: displays the current state of the radio card, like radio card label, 
enable/disable state, cluster mode, etc. 

¶ statusPhyWifiScanTable: Acksys MIB provides wireless ǎŎŀƴ ǎŜǊǾƛŎŜ ōȅ ǿǊƛǘƛƴƎ ΨмΩ ǘƻ the 
statusPhyWifiScanTableStart OID. After starting a scan, you can read the 
statusPhyWifiScanUpdateTbl OID to know if current scan is finished: inprogress means the 
ǎŎŀƴ ƛǎƴΩǘ ŦƛƴƛǎƘŜŘ yet; available means the scan is stopped, and then you can see the 
result in the statusPhyWifiScanTable. 
The statusPhyWifiScanTable summarizes all available wireless devices in range, on all 
wireless channels, like access points, mesh points. In this table you can find some useful 
information like SSID, BSSID, signal level, frequency (in MHz), security, etc. The 
statusPhyWifiScanSignal OID displays the signal level in dBm taken from probe and beacon 
frames only, which are sent at the lowest available rate. In general, the signal level found 
for these frames is better than the one from data frames. 

¶ statusSpanningTreeTable: it displays current states of the STP/RSTP bridges, if there are 
bridges with STP/RSTP enabled in the product. 

¶ statusSpanningTreePortTable: 
This table includes the statusSpanningTreeTable and extra information about spanning tree 
port. 
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V.6.5 Managing network configuration tables 

Network configuration management contains 3 parts which represent 3 layers of OSI model: 
IP layer (tcpip), Data Link layer (netif) and Physical layer (netphy). You can find out relevant 
OIDs at each layer. 

bƻǘŜ ǘƘŀǘ ǘƘŜǊŜ ƛǎ ƴƻ άrepeaterέ ǘŀōƭŜ ǎƛƴŎŜ ǘƘƛǎ ŦŜŀǘǳǊŜ ƛǎ ŀ ŎƻƳōƛƴŀǘƛƻƴ ƻŦ ŀƴ !t ŀƴŘ ŀ {¢! 
(client) with common parameters. 

¢ƻ ƛƴǎŜǊǘ ŀ Ǌƻǿ ƛƴ ƻƴŜ ƻŦ ǘƘŜ ǊŜƭŜǾŀƴǘ ǘŀōƭŜǎΣ ȅƻǳ Ƴǳǎǘ ǎŜǘ ǘƻ ΨcreateAndGoΩ ǘƘŜ ΨrowStatusΩ ƛǘŜƳ 
indexed by the index to be created. ¢ƻ ǊŜƳƻǾŜ ŀ ǊƻǿΣ ȅƻǳ Ƴǳǎǘ ǎŜǘ ǘƻ ΨdestroyΩ ǘƘŜ ΨrowStatusΩ 
item indexed by the index to be deleted. 

CAVEATS: 

¶ It is not recommended to make configuration changes simultaneously with SNMP and 
the web interface. Changes may take several seconds to propagate from one of these 
two services to the other. 

¶ SNMP agent does not recognize repeaters created with the web interface. A 
workaround is shown in the examples below. 

¶ WEB interface does not support WPA-mixed (mixed WPA/WPA2) except mixed 
WPA/WPA2 PSK for APΦ Lǘ ŀƭǎƻ ŘƻŜǎƴΩǘ ǎǳǇǇƻǊǘ WPA cipher modes tkip, aes or tkip+aes. 
Be aware that if you configure one of these modes via SNMP, the WEB interface will 
ŘƛǎǇƭŀȅ άbƻ ŜƴŎǊȅǇǘƛƻƴέ. 

¶ The default WPA cipher of AP is AES for WPA2-PSK and WPA2-EAP modes, and TKIP+AES 
for WPA-PSK and WPA-EAP modes. In the case of client, default cipher is AES for 
WPA/WPA2-EAP-TLS modes, and TKIP+AES for the other modes. You can also configure 
other WPA cipher but be aware of WEB interface. 

V.6.6 OIDs relevant to IP layer 

The OIDs that concern IP layer are about IP settings, routing and firewall management. In the 
OID tables described below, user can insert or delete rows using the SNMPV2c procedure. 

¶ configIpSubnetTable: lists configurable network interfaces with an IP setting. By default, 
a network interface can specify only one interface among wireless interface, Ethernet 
interface, virtual interface, or L2 tunnel GRE interface by using configIpSubnetInterface. 
In order to add multi interfaces in a network, you have to set the network as bridge by 
ǿǊƛǘƛƴƎ ΨнΩ ǘƻ ǘƘŜ configIpSubnetBridgeEnable OID, and then add interfaces by managing 
configInterfaceTable (see configInterfaceDepends in section OIDs relevant to Data Link Kayer). 

¶ configIpZonesTable: general settings of user defined network zones. In this table, you 
can also enable NAT/PAT (IP Masquerading) then go to configIpNatIpForwardTable for 
further configuration. 

¶ configIpNatIpForwardTable: allows to redirect the input traffic on one zone to a device 
on private zone when the configIpZoneNAT is enabled. 

¶ configIpFirewallTable: used to manage integrated firewall rules on specified zone. The 
firewall can drop, reject or forward the input traffic from one chosen zone to another 
device or zone. 

¶ configIpRoutesTable: list of static routes. The static routes indicate over which interface 
and gateway certain host or network can be reached. 
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¶ configIpZoneForwardTable: list of inter-zone forwarding rules. It allows to set the 
forwarding policies between one zone and other zones. This table is used only for the 
zone which disables IP Masquerading. 

¶ configIpDscpTaggingTable: list of DSCP tagging rules applied on each incoming frame. 
The incoming frames matching all the rules in this table will be tagged on DSCP tag. Only 
routed frames forwarded from one IP network to another can be tagged. 

Acksys MIB provides also management of DOS protection: enabled par default 

¶ synfloodprotection: enable/disable SYN-flood protection 

¶ dropinvalidpacket: drop/accept invalid frames or frames without active connection 

V.6.7 OIDs relevant to Data Link layer 

Configuration details about wireless interface, virtual interface and bridge are relevant to 
Data Link layer. In the following described OID tables except configInterfaceTable, user can insert 
or delete rows using the SNMPV2c procedure. 

¶ configFilterGroupTable: allows to manage layer 2 bridge filter group, see 
configFilterGroupRuleTable for more filter rule details. 

¶ configFilterGroupRuleTable: lists filter rules of all filter groups. Each filter group may 
contain one or several filter rules. The frames which match at least one rule will be 
dropped. 

¶ configInterfaceTable: All logical interfaces are listed in this table. The rows are fixed by 
agent, depend on the following tables. User cannot insert or delete rows. You can 
manage the network relationship between these interfaces by using 
configInterfaceDepends OID. The network relationship is a dependency between one bridge 
interface and one or several non-bridge interfaces. In configInterfaceDepends OID, you can 
specify a bridge under one or several non-bridge type interface interfaces like wireless 
interface, Ethernet interface, L2 tunnel GRE interface or VLAN interface. If you dƻƴΩt 
respect this rule, the SNMP agent will reject your configuration by sending an error 
message. 
And also, you can configure the filter group in each interface by setting 
configInterfaceFilterGroupIndex and configInterfaceFilterGroupDir OIDs. 
All the interfaces listed in configInterfaceTable come from the following tables. You can find 
further configurations there. 

¶ configIfMeshTable: List of configurable Mesh points. Mesh point supports only SAE as 
security mode for now. 

¶ configIfBridgeTable: List of MAC bridge networks. You can configure STP/RSTP for your 
bridges with STP/RSTP activated. 

¶ configIfVlanTable: List of configurable VLAN interfaces. 

¶ configIfStaTable: List of infrastructure clients. In this table you can find the general 
configurations of client, advanced configurations of security and roaming. 
Each security mode has exclusive configurations. When you define a security mode, 
you must not forget to set these configurations and you must ignore the configurations 
of other security modes. Here is a summary about specified security configurations: 
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SECURITY SPECIFIED CONFIGURATION DESCRIPTION 

WEP configIfStaWepKey1 - 4 WEP KEY #1- #4 defined in HEX (characters 0-
9, A-F) or ASCII format string. 

configIfStaWepKey Indicates which one of the 4 WEP keys is 
currently selected 

WPA(2)-PSK configIfStaKey Pre-Shared Key with a length from 8 to 63 
characters. If its length is 64 characters it will 
be used directly as hexadecimal format 

configIfStaFastBSSTransitionActivated Fast transition support (802.11r) 

WPA(2)-EAP configIfStaKey Password 

In TLS mode: password associated to the 
chosen Private Key 

configIfStaEapType EAP method: TLS, PEAP, LEAP 

configIfStaFastBSSTransitionActivated Fast transition support (802.11r) 

configIfStaIdentity Identify only for LEAP/PEAP mode 

configIfStaPrivateKey You can upload the content of Private key file 
in PEM format (only in TLS mode) by SNMP-
SET. 

The result is shown by SNMP-GET: 

0 : key not set 

1 : key is uploaded 

configIfStaCACert You can upload the content of CA-Certificate 
file in PEM format (only in TLS mode) by 
SNMP-SET. 

The result is shown by SNMP-GET: 

0 : key not set 

1 : key is uploaded 

configIfStaUserCert You can upload the content of uploaded 
User-Certificate file in PEM format (only in 
TLS mode) by SNMP-SET. 

The result is shown by SNMP-GET: 

0 : key not set 

1 : key is uploaded 

configIfStaAuthentication Authentication type for phase 2 only in PEAP 
mode 

configIfStaWpaKeyCacheLifeTime how long the conversation keys are retained 
in case the client roams back to an already 
authenticated AP. (in second) 
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The following OIDs cover configurations exclusive to roaming mode, they can help you 
ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǊƻŀƳƛƴƎ ŎƭƛŜƴǘ ŦǳǊǘƘŜǊΦ LƎƴƻǊŜ ǘƘŜƳ ƛŦ ǘƘŜ ŎƭƛŜƴǘ ŘƻŜǎƴΩǘ ŜƴŀōƭŜ ǊƻŀƳƛƴƎΦ 

 

OID NAME DESCRIPTION 

configIfStaRoamingEnable Client roaming mode activation 

[All OIDs below are ǘŀƪŜƴ ƛƴǘƻ ŀŎŎƻǳƴǘ ǿƘŜƴ ǘƘƛǎ hL5 ƛǎ ǎŜǘ ǘƻ ΨнΩΦϐ 

configIfStaRoamingEnableDBM If the RSSI of the current AP falls below this value (in dBm), the client 
will try leaving the current AP and roaming to another AP. 

configIfStaRoamingRequiredBoost Roaming occurs only if the potential AP signal is above the current 
!tΩǎ Ǉƭǳǎ ǘƘƛǎ ǾŀƭǳŜ όƛƴ Ř.ƳύΦ 

configIfStaRoamingScanPeriod Delay between two successive scan cycle (in millisecond) 

configIfStaRoamingRssiSmoothingFactor The RSSI of the current AP is computed over the last few beacons 
received.   Select the importance of the last beacon relative to older 
ones: the RSSI smoothing factor is a value between 1 and 16 that 
indicates the step of 1/16 (e.g. 3/16, 5/16, 16/16) 

In WEB interface it is in percentage format: 6%(1), 13%(2), 19%(3), 25%(4), 
31%(5), 38%(6), 44%(7), 50%(8), 56%(9), 63%(10), 69%(11), 75%(12), 81%(13), 
88%(14), 94%(15), 100%(16)                                                        Default:19%(3) 

configIfStaRoamingBeaconTimeout Beacon interval unit 

configIfStaRoamingCurrentApScanThreshold When the current AP signal is above this level (in dBm), the client 
ceases to scan. Set to 0 to scan unconditionally. 

Incompatible with configIfStaRoamingMaxSignalLevel. 

configIfStaRoamingMinimumStaLevel ¢ƘŜ !tΩǎ ǎƛƎƴŀƭ ƛǎ ōŜƭƻǿ ǘƘƛǎ ƭŜǾŜƭ όƛƴ Ř.ƳύΣ ƛǘ ǿƛƭƭ ƴƻǘ ōŜ ǊƻŀƳƛƴƎ 
candidate, but it will still be used if there is no current AP nor better 
!tΦ ΨлΩ ǘƻ ŘƛǎŀōƭŜ ǘƘƛǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 

configIfStaRoamingAboveLevelThreshold When the perceived signal level of the current AP passes above this 
ƭƛƳƛǘ όƛƴ Ř.ƳύΣ ǘƘŜ ŎƭƛŜƴǘ ǿƛƭƭ ǘǊȅ ǘƻ ǊƻŀƳ ǘƻ ŀƴƻǘƘŜǊ !tΦ ΨлΩ ǘƻ ŘƛǎŀōƭŜ 
this configuration 

configIfStaRoamingMaxSignalLevel APs which are above this level (in dBm) have less priority when 
choosing the next AP to roam to. 

configIfStaRoamingMinRoamDelay Roaming won't occur before this delay (in ms) has elapsed since the 
last association. 

configIfStaRoamingNoReturnDelay Roaming won't occur to an AP that was left recently.       (in ms, max 
180000 ms) 

configIfStaRoamingThresholdHysteresis This value (in dBm) will be added and subtracted to each threshold to 
set the corresponding threshold hysteresis interval. 

configIfStaRoamingOffChanMaxDelay Maximum delay offchannel during which data must be buffered by 
the associated AP (in ms) 

configIfStaRoamingOffChanProbeDelay Delay (in ms) for collision avoidance after a channel switch, before 
sending the probe request 

configIfStaRoamingPerChanProbeDelay Time (in ms) to wait for an answer from the AP. 
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¶ configIfAPTable: List of configurable access points. You can find all configurations about 
general AP settings, securities, MAC filter and frames filter in the table. 
As in the configIfStaTable, each security has specified configurations. Focus on the 
configuration of the security you selected and ignore the other security configurations. 

SECURITY SPECIFIED CONFIGURATION DESCRIPTION 

WEP configIfAPWepKey1 - 4 WEP KEY #1- #4 defined in HEX (characters 0-9, A-F) or 
ASCII format string. 

configIfAPWepAuthentication WEP type: open, share 

configIfAPWepKey currently used WEP key, a value between 1 and 4 that 
indicates select one of four WEP keys 

WPA(2)-PSK configIfAPKey Pre-Shared Key with a length from 8 to 63 characters. If 
its length is 64 characters it will be used directly as 
hexadecimal format 

configIfAPPreAuthentication 802.11w security feature activation 

configIfAPWpaGroupRekey Time interval for rekeying the GTK (broadcast/multicast 
encryption keys) in seconds. 

configIfAPWpaPairRekey Time interval for rekeying the PTK (unicast encryption 
keys) in seconds. 

configIfAPWpaMasterRekey Time interval for rekeying the GMK (master key used 
internally to generate the GTK) in seconds. 

WPA(2)-EAP configIfAPKey Shared Secret with a length from 8 to 63 characters. 

configIfAPPreAuthentication 802.11w security feature activation 

configIfAPWpaGroupRekey Time interval for rekeying the GTK (broadcast/multicast 
encryption keys) in seconds. 

configIfAPWpaPairRekey Time interval for rekeying the PTK (unicast encryption 
keys) in seconds. 

configIfAPWpaMasterRekey Time interval for rekeying the GMK (master key used 
internally to generate the GTK) in seconds. 

configIfAPRadiusIndex Selected index of configRadiusTable entry 

¶ configRadiusTable: sub-table of Radius server prepared for AP security configuration. It 
can cover several Radius servers. You can select one Radius server for your AP. 

The selection of the Radius server for an AP is different between the web interface and 
the SNMP agent. If you change the Radius server in both services, the web interface will 
prevail. To recover the Radius configuration set by SNMP, first use the web interface to 
change the AP to a non-Radius mode. 

¶ configDetailsNasId: NAS common identifier for radius servers. It is used for AP in WPA-
EAP mode. 
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V.6.7.1 OIDs relevant to Physical layer 

configPhyWifiTable gathers all the physical parameters about a radio card. User cannot 
insert or delete rows. Number of rows depends on radio card installed in the product. 

Ψ0Ω ƛƴ configPhyWifiChannel indicates that the radio card is configured for multiple channels or 
automatic channel selection. Please see configPhyWifiChannelList for more channel details. 
configPhyWifiChannelList can contain one or several channels, separated by spaces. 'auto' or 
'0' in configPhyWifiChannelList indicates automatic channel selection. 

If the radio card is configured in client roaming mode, configPhyWifiChannel and 
configPhyWifiChannelList are ignored, see configIfStaScanChannels instead. 

 

V.6.8 Integrity check management 

The "Integrity check" service can be used by SNMP. The MIB contains two elements to do this. 

serviceConfiguration/configMD5SUMstatus 

A set of the OID configMD5SUMstatus triggers an integrity calculation on all the files that 
make up the product.  A get will return the number of files modified on the machine 
compared to the original microcode provided by Acksys. The list of modified files can be 
obtained using configMD5SUMfiles OID. 

serviceConfiguration/configMD5SUMfiles 

The OID confiMD5SUM files returns the list of files that have been modified compared to 
the original micro-code provided by Acksys, the modified files are separated by semicolons. 
Eg: /usr/bin/ls;/usr/bin/cat;/usr/bin/ssh 

 

 

V.6.9 Managing service configuration tables 

Service configuration management gathers the service parameters about web server, DHCP 
server, DNS relay. 

Web server: this part allows you to activate and configure HTTP and HTTPS servers. 

DHCP: DHCP service is provided separately by network. One DHCP server independent and 
ready to setup is prepared for each network interface. Static leases table allows to assign 
always the same predefined IP address according to the client MAC address. 

DNS relay: it is about activation of DNS protection attack. 
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V.6.10 Using SNMP notifications (traps) 

Your product supports the SNMP V2c traps (also called notifications). 

The Acksys MIB lists the available SNMP traps under the OID .1.3.6.1.4.1.28097.11 
(notification). 

To use a trap, you need to configure the trap settings of an event (see section άAlarms/eventsέ 
in the Web interface). 

The table below shows the mapping between events and traps. 

Event name Notification name OID 

LAN link linkAlarm .1.3.6.1.4.1.28097.11.1 

Wireless link linkAlarm .1.3.6.1.4.1.28097.11.1 

Input power powerAlarm .1.3.6.1.4.1.28097.11.3 

Digital input digitalInput .1.3.6.1.4.1.28097.11.4 

Temperature limit tempExceededAlarm .1.3.6.1.4.1.28097.11.5 

Wireless client assoc. clientLinkAlarm .1.3.6.1.4.1.28097.11.6 

VRRP state change vrrpAlarm .1.3.6.1.4.1.28097.11.7 

Variables may be bound in the notification to provide detailed information about the event. 
Available variables are listed in the MIB for each affected event. You can find these variables 
under OID .1.3.6.1.4.1.28097.11.255 (notificationBindings). 
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V.6.11 Examples 

These example scripts use SNMP-SET (provided in the Linux net-snmp package). They are 
meant to run under Linux. Use them as a guideline for other cases. 

This script changes the product IP address, and applies the changes: 
# define a shell macro for snmpset  

alias CFGSET="snmpset - m ACKSYS- WLG- MIB - c public - v2c"  

# configure it with a new address and netmask  

CFGSET 192.168.1.253 configIpSubnetIPv4Addr. \ "lan \ " a 10.0.1.2  

CFGSET 192.168.1.253 configIpSubnetIPv4Mask. \ "lan \ " a 255.0.0.0  

# save and apply without rebooting  

CFGSET 192.168.1.253 adminSave.0 i 1  

CFGSET 192.168.1.253 adminApply.0 i 2  

The following script replaces the factory-defined AP interface on radio A, by a Wi-Fi client 
bridged to the internal bridge, and sets a WPA-PSK key: 

# define a shell macro for snmpset  

alias CFGSET="snmpset - m ACKSYS- WLG- MIB - c public - v2c"  

# delete existing AP interface  

CFGSET 192.168.1.253 configIfAPRowStatus. \ "radio0w0 \ " i 6  

# add a client interface  

CFGSET 192.168.1.253 configIfStaRowStatus . \ "radio0w0 \ " i 4  

# configure it with WPA/WPA2 - PSK 

CFGSET 192.168.1.253 configIfStaSsid. \ "radio0w0 \ " s myNewSsid  

CFGSET 192.168.1.253 configIfStaSecurityMode. \ "radio0w0 \ " i 3  

CFGSET 192.168.1.253 configIfStaWpaVersion. \ "radio0w0 \ " i 1  

CFGSET 192.168.1.253 configIfStaWpaCipher. \ "radio0w0 \ " i aestkip  

CFGSET 192.168.1.253 configIfStaKey. \ "radio0w0 \ " s "shared psk key"  

# set bridge type to L25NAT ( therefore, not WDS)  

CFGSET 192.168.1.253 configIfStaWds. \ "radio0w0 \ " i disable  

# save and apply without rebooting  

CFGSET 192.168.1.253 adminSave.0 i 1  

CFGSET 192.168.1.253 adminApply.0 i enable  

The following creates the equivalent of a repeater, starting with the already factory-defined 
AP: 

# define a shell macro for snmpset  

alias CFGSET="snmpset - m ACKSYS- WLG- MIB - c public - v2c"  

# configure the existing AP interface  

CFGSET 192.168.1.253 configIfStaWds. \ "radio0w0 \ " i enable  

# add a client interface  

CFGSET 192.168.1.253 configIfStaRowStatus. \ "radio0w1 \ " i 4  

# configure it  

CFGSET 192.168.1.253 configIfStaSsid. \ "radio0w1 \ " s "acksys"  

CFGSET 192.168.1.253 configIfStaSecurityMode. \ "radio0w1 \ " i none  

CFGSET 192.168.1.253 configIfStaWds. \ "radio0w1 \ " i enable  

# set MAC address of next AP  

CFGSET 192.168.1.253 configIfStaBssid. \ "radio0w1 \ " x 90a4de214f85  

# save and apply without rebooting  

CFGSET 192.168.1.253 adminSave.0 i 1  

CFGSET 192.168.1.253 adminApply.0 i enable  
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V.7 C-KEY handling 
Some products of the product line can be equipped with a C-KEY. 

 

WarningΥ ¦ƴƭƛƪŜ ǘƘŜ ά²[Ǝέ ǇǊƻŘǳŎǘǎ ǎŜǊƛŜǎΣ ǘƘŜ /-KEY is never saved or updated automatically 
in these products. 

V.7.1 Factory settings 

In this state (Factory state) the C-KEY LED is turned off and the C-KEY contain not useable 
data. 
After the C-KEY is initialized, there is no way to put back the C-KEY in this state. 

V.7.2 Understanding configurations and their signature 

A C-Key contains: 

- a product model identifier; 

- an archive of the appropriate configuration files for the model; 

- a signature for the archive (the C-Key signature, a MD5 sum). 

The product keeps an internal copy of the configuration files, so that it can work with the C-
Key removed. The internal copy also has a signature (the internal signature), which is updated 
in 3 cases: 

- when the product is reset to factory settings, the internal signature is cleared before 
rebooting; 

- when the user copies the internal configuration to the C-Key, the internal signature is 
recomputed so that it is the same as the newly created C-Key signature; 

- at boot time, when the C-Key signature is found different from the internal signature, the 
C-Key configuration and its signature are copied to the internal configuration (you can 
disable this copy using either the web interface or SNMP). 

This procedure has several consequences. 

- After a reset-to-factory-settings action, the product reboots and copies the C-Key 
contents, if valid; to its internal configuration, and uses it immediately; this is a sure path 
to ensure that the product is using the C-Key configuration; 

- if you change the internal configuration, since the internal signature is unchanged, the 
next reboot will not load from the C-Key; instead, it will use the changed configuration; 
this situation is shown with a warning in the web interface; it is useful for lab testing; 

- if you replace the C-Key with another one containing a different configuration (hence a 
different signature), it will clear and replace your internal configuration at next power-
on. This will not happen if you have previously disabled the C-Key function. 

V.7.3 Not using the C-Key 

To make sure that the C-YŜȅ ƛǎ ƴŜǾŜǊ ǳǎŜŘΣ ȅƻǳ ǎƘƻǳƭŘ ōƭŀƴƪ ƛǘ ƻǳǘ όάŜǊŀǎŜέ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 
function). The C-Key LED will then light up in red; you can configure it to disable it. 
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V.7.4 Replacing a product on the field 

[ŜǘΩǎ ƛƳŀƎƛƴŜ ŀ ǇǊƻŘǳŎǘ ǿƘƛŎƘ ƛǎ ƛƴǎǘŀƭƭŜŘΣ ƛƴ ǳǎŜ ŀƴŘ ƛǘǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ Ƙŀǎ ōŜŜƴ ōŀŎƪŜŘ ǳǇ 
on its C-YŜȅΦ bƻǿ ƭŜǘΩǎ ƛƳŀƎƛƴŜ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǿŀǎ ŘŀƳŀƎŜŘ ŀƴŘ ƴŜŜŘǎ ǊŜǇƭŀŎŜƳŜƴǘΦ IŜǊŜ 
is the procedure that will transfer the configuration from the damaged product άDPέ ǘƻ ǘƘŜ 
new one άNPέΦ 

Requirements: a small screwdriver to unplug and plug back the C-Key. 

1) Remove the C-Key on NP όƛŦ ŀƴȅύ ŀƴŘ ƪŜŜǇ ƛǘ ŀǇŀǊǘΤ ƛǘ ǿƻƴΩǘ ōŜ ǳǎŜŘΦ 

2) Power off DP, disconnect cables and unscrew from its support. 

3) Dismount the C-Key from DP. 

4) Plug the C-Key into NP and screw it. 

5) Mount NP in its location, reconnect the cables. 

If NP has been used previously, and you are unsure whether its configuration disables 
the C-Key: 

6) Power up NPΣ ǿŀƛǘ ŦƻǊ ǘƘŜ ά5ƛŀƎέ [95 ǘƻ ǘǳǊƴ ƎǊŜŜƴΦ 

7) tǳǎƘ ǘƘŜ ǊŜǎŜǘ ōǳǘǘƻƴ ǎǘŜŀŘƛƭȅ ŦƻǊ ŀǘ ƭŜŀǎǘ о ǎŜŎƻƴŘǎΣ ǳƴǘƛƭ ǘƘŜ ά5ƛŀƎέ [95 ǘǳǊƴǎ ōŀŎƪ ǊŜŘΤ 
ǘƘƛǎ ǊŜǎŜǘǎ ǘƘŜ ǇǊƻŘǳŎǘ ǘƻ ŦŀŎǘƻǊȅ ǎŜǘǘƛƴƎǎΦ ²ŀƛǘ ǳƴǘƛƭ ōƻǘƘ ά5ƛŀƎέ ŀƴŘ ά/-YŜȅέ [95ǎ ǘǳǊƴ 
green. 

V.7.5 Working with the C-Key in the lab 

In the lab you may not know exactly the internal configuration or the C-Key contents. 

You can use the product with the C-Key plugged or unplugged. Always power off the product 
before plugging or unplugging the C-Key. 

We suggest that you disable the C-Key, but let it mounted, while testing various 
configurations. When you are satisfied with your configuration you can save it to the C-Key. 
¢ƘŜ ά/-YŜȅ ŘƛǎŀōƭŜέ ŦƭŀƎ ƛǘǎŜƭŦ ƛǎ ƴƻǘ ǎŀǾŜŘ ǘƻ ǘƘŜ /-Key. 

wŜƳŜƳōŜǊ ǘƘŀǘ ŀ ǊŜǎŜǘ ǘƻ ŦŀŎǘƻǊȅ ǎŜǘǘƛƴƎǎ ǿƛƭƭ ŎƭŜŀǊ ǘƘŜ ά/-YŜȅ ŘƛǎŀōƭŜέ ŦƭŀƎΦ 

Only a configuration action (saving or erasing) will change a C-Key contents. 

V.7.6 Programming a set of identical C-Keys 

Dedicate a product to prepare the configuration and program the C-Keys. 

1) Remove the C-Key from the powered-off product. 

2) Reboot and configure the product as needed. 

3) In ά¢ƻƻƭǎκ{Ŝǘ ŎƻƴŦƛƎκ/-YŜȅ ƳŀƴŀƎŜƳŜƴǘέ, select άLƎƴƻǊŜ /-YŜȅ ǎŜǘǘƛƴƎǎέ ŀƴŘ άǎŀǾŜ 
ƻǇǘƛƻƴέΦ 

4) Save and power off 

5) Install a C-Key and turn power on. Wait until the diag LED turns green. Remember that 
after reboot the product will use its new IP address. 

6) Lƴ ά¢ƻƻƭǎκ{Ŝǘ ŎƻƴŦƛƎκ/-YŜȅ ƳŀƴŀƎŜƳŜƴǘέ ƳŜƴǳΣ ŎƭƛŎƪ ά/ƻǇȅέ 

7) Power off the product, remove the programmed C-Key, return to step 5. 
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V.8 QOS Traffic Class Management 

V.8.1 Traffic Classification 

Traffic classification corresponds to the categorization of a traffic by a network layer into a 
number of traffic classes. Each resulting traffic class can be treated differently in order to 
differentiate the service implied for the user. 

The product will act as a network scheduler that will classify packets in a traffic stream based 
on the content of some portion of the packet header of a particular protocol, into separated 
individual flows and queues that have different priorities in term of packet egressing. 

The product will manage the traffic classes defined in the standard IEEE 802.1p (for Vlan 
priority) at the Ethernet layer, in the DiffServ standard at the IP layer, and in WMM of IEEE 
802.11e standard for IEEE 802.11 networks (WLAN). 

V.8.2 802.1p traffic classes 

The IEEE 802.1p standard defines the class of service (CoS) as a 3-bits field called the Priority 
Code Point (PCP) within an Ethernet frame header when using VLAN tagged frames as defined 
by the IEEE 802.1Q standard. It specifies a priority value of between 0 and 7 inclusive that can 
be used by QoS disciplines to differentiate traffic. 

 

PCP Traffic Types Product Internal Traffic classes 

0 Best Effort 
Depends on Diffserv 

(see below) 

1 Background 1 

2 Spare 2 

3 Excellent Effort 3 

4 Controlled Load 4 

5 Video 5 

6 Voice 6 

7 Network Control 7 

 

The product will map the IEEE 802.1p priorities 1 ­ 7 to the internal traffic classes 1 ­ 7. 

The IEEE 802.1p priority 0 will be considered as no priority set, and then the Diffserv priority 
will be used instead. 
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V.8.3 DiffServ traffic classes 

DiffServ uses a 6-bit differentiated services code point (DSCP) in the 8-bit Differentiated 
services Field (DS field) in the IP header for packet classification purposes. The DS field and 
ECN field replace the outdated IPv4 TOS field. 

The product will only use the first 3 bits of DS field which represent the Class selector of 

DiffServ, to map to the internal traffic classes 0 ­ 7. 

In case that IEEE 802.1p priority > 0 is present, the Diffserv priority will not be used. 

 

Class Selector Values 
Product Internal Traffic classes 

DS field Class 

000XXXXX CS0 0 

001XXXXX CS1 1 

010XXXXX CS2 2 

011XXXXX CS3 3 

100XXXXX CS4 4 

101XXXXX CS5 5 

110XXXXX CS6 6 

111XXXXX CS7 7 

V.8.4 WMM Traffic Classes 

WMM defines 4 Access Categories for 802.11 networks (WLAN) to handle the QoS data traffic, 

with 4 levels of priorities 0­3 (with 0 being the highest priority and 3 the lowest one): 

WMM Access Categories Priority 

AC_BK (background) 3 

AC_BE (best effort) 2 

AC_VI (video) 1 

AC_VO (voice) 0 

WMM also specifies a mapping between the LAN's Layer 2 (802.1d) Class of Service and the 
WLAN's WMM access categories. 

 

802.1p PCP WMM Access Categories 

WMM Access Categories Priority 

0 AC_BE (best effort) 2 

1 BK (background) 3 

2 BK (background) 3 

3 AC_BE (best effort) 2 

4 AC_VI (video) 1 

5 AC_VI (video) 1 

6 AC_VO (voice) 0 

7 AC_VO (voice) 0 
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The product adds ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƳŀǇǇƛƴƎ ōŜǘǿŜŜƴ ǘƘŜ [!bΩǎ [ŀȅŜǊ о 5ƛŦŦǎŜǊǾ ŦƛŜƭŘ ŀƴŘ ǘƘŜ 
WLAN's WMM access categories, that will be used when 802.1p priority = 0, and when there 
is no VLAN but there is Diffserv field. 

 

Diffserv Class WMM Access Categories 

WMM Access Categories Priority 

CS0 AC_BE (best effort) 2 

CS1 BK (background) 3 

CS2 BK (background) 3 

CS3 AC_BE (best effort) 2 

CS4 AC_VI (video) 1 

CS5 AC_VI (video) 1 

CS6 AC_VO (voice) 0 

CS7 AC_VO (voice) 0 

V.8.5 Traffic Class to Queue Mapping 

V.8.5.1 Queue definition 

When the network scheduler wants to classify a packet that cannot egress due to traffic 
congestion, it puts it in a queue. 

Each interface on the product has it owns queues where packets are stored before egressing. 

Each queue has its own priority  in term of packet egressing: 

Packets in a Queue with a better priority will be sent first. 

V.8.5.2 Queues of Ethernet Interfaces 

Ethernet Interfaces manage 8 queues in parallel, Queue 0­7 with priorities 0­7, with 0 the 
highest priority and 7 the smallest one. 

V.8.5.3 Queues of Wireless interfaces 

Wireless Interfaces manage 4 queues in parallel, Queue 0­3 with priorities 0­3, with 0 the 
highest priority and 3 the smallest one. 

V.8.5.4 Queue mapping 

The queue mapping defines the association between a traffic class and a queue priority. 

The queue priority will permit to the network scheduler to know the order in which the 
packets are sent to the network.  

For Wireless interfaces, WMM imposes the traffic class to queue mapping. The queue 
priority corresponds to the WMM access categories priorities. 
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V.8.6 Queue Management 

As in a same queue, we can have several traffic classes, and in a traffic class we can have 
several streams of different origins, we may also need to deal with the bandwidth sharing 
inside a same queue. 

The queue management corresponds to how to deal with traffic in the same queue. 

The product offers 2 types of queue management: 

ü FIFO Queue: the packets exit the queue in the same order they entered it, without 
worrying about bandwidth sharing. 

ü FAIR Queue: the traffic inside a queue is divided in multiple flows, and then all flows 
are fairly served for egress. 

V.8.7 GRE Tunnels 

The product manages the traffic class inheritance of the packets encapsulated by the GRE 
Tunnels. 

If a GRE tunnel encapsulates VLAN with a VLAN priority (PCP) > 0, it will convert the 
encapsulated VLAN priority to a DiffServ Class for its own enclosing IP packets. 

IF the VLAN priority (PCP) = 0, or if the encapsulated packet is not a VLAN, it will inherit the 
encapsulated Diffserv field. 
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V.9 Train Communication Network (TCN) 
Train communication network (TCN) defines a complete network for digital communication on-
board in trains. 

NOTE: in ǘƘƛǎ ǎŜŎǘƛƻƴ ǘƘŜ ǿƻǊŘǎ άŎƻŀŎƘέ ŀƴŘ άŎŀǊǊƛŀƎŜέ ƘŀǾŜ ǘƘŜ ǎŀƳŜ ƳŜŀƴƛƴƎΦ 

V.9.1 Train backbone 

The train communication network consists of a train backbone network represented by a 
sequence of nodes (switches) arranged in a linear topology. 

Each switch node connects a subnetwork (a Consist network) to the train backbone. 

 

 

V.9.2 Link failure in linear topology 

A link failure in a linear topology will break the communication between the 2 sides of the train. 
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V.9.3 Ring topology 

A ring topology allows building a redundant network by providing alternative paths in case of 
a link failure. 

 

V.9.4 Carriage coupling 

The carriage coupling is the mechanism for connecting rolling stock in the train. 

 

 

Since network wiring between carriages may be difficult or often impossible, particularly in 
case of refurbishment operations because of aging or poor-quality connectors, WiFi has 
naturally established itself as the most efficient solution by allowing redundancy, reliability and 
high-speed networking. 

V.9.5 Wireless carriage coupling 

The wireless carriage coupling will consist on the discovery and association with the 
neighboring carriage. 
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V.9.6 Neighbor discovery 

The Neighbor discovery over wireless channels is made difficult by the broadcast nature of the 
wireless medium, as wireless broadcasting causes a frame to be received also by nodes that 
are not physical neighbors. 

 

In order to avoid bad coupling, we have to make sure that each switch node only receives signal 
from the closest valid switch node.  

The following methods are available to make sure to comply with the above rule: 

- Use a directional antenna in order to focus radiations on the desired coach 

- Use as possible low gain antenna and/or RF attenuators 

- Increase space between two trains 

- Use the Link establishment threshold to exclude undesired switch nodes (see SRCC 
parameters). 

 

All these methods allow to get rid of bad coupling problems. Nevertheless, since there are 
many different coach types, it is mandatory to perform a system calibration, to find out the 
combination of methods and the optimal parameter values, in order to get the best results. 

In order to avoid bad couplings from the same coach, every switch node must be aware of its 
own internal topology to avoid association with the internal nodes of the carriage. 
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V.9.7 Topology discovery 

The topology discovery will consist of the detection by each node of all the other internal nodes 
of its carriage, and must precede the neighbor discovery step. 

V.9.8 !/Y{¸{Ωǎ {ƳŀǊǘ wŜŘǳƴŘŀƴǘ /ŀǊǊƛŀƎŜ /ƻǳǇƭƛƴƎ (SRCC) 

Smart Redundant Carriage Coupling (SRCC) is a service that automates the wireless coupling of 
adjacent carriages to establish a redundant link-layer backbone, using secured Wi-Fi 
connections and Ethernet links. 

 
Picture V-9: Example of redundant Ethernet backbone configured with SRCC 

 

For SRCC configuration, please see: SRCC configuration 

 

V.9.9 Operating mode 

SRCC starts by the discovery of the internal topology of each carriage, then in a second step 
the discovery of the neighboring carriage. It will automatically choose the right partner for 
coupling among all the potential devices around. 

Once the partner is elected, SRCC will automatically establish a secured link between both 
devices linking the internal network of both carriages. 

If coaches are separated later, SRCC detects the drop of RF link, closes the link on both sides 
and restarts the detection process. 

If 2 wireless links are possible between adjacent coaches, SRCC will set one for communication 
and the second one for backup to achieve a redundant link between the carriages. 

 

 

 



  Page 126 / 355 
 

DTUS070 rev A.17  ï June 2024  

V.9.10 Redundant mixed mode 

This mode is another popular architecture. In this case, an Ethernet connection is available 
between coaches. This Ethernet link is secured by a wireless link. 

 

 
Picture V-10: SRCC Redundant Mixed Mode 

The redundancy is not as full as in the ring topology but it allows an inter-carriage link failure 
or a wireless failure. 

Moreover, this architecture is especially relevant when switch nodes embed the Ethernet 
bypass feature. This allows not breaking the architecture when a switch node fails. 

The weakness is the internal Ethernet link. This link requires a very low failure rate in order for 
the system to be resilient to failure. 

 

V.9.10.1 Prerequisites 

SRCC requires some pre-configuration in order to work correctly. Basically, the user must 
create a bridge and add Ethernet interfaces to it. In a redundant or ring topology, it is 
mandatory to activate RSTP for this bridge. 

 

Picture V-11: Internal structure of the SRCC switch 

 

If the product is equipped with two radio cards, the second one can implement some roles 
(APs or client) and then add them to the bridge in order to connect them to the backbone. 
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This allows, for example, on-board service access points (with or without VLAN) on the 
second radio while the first one is dedicated to the backbone (thanks to SRCC). The diagram 
below shows this possibility. 

 
Picture V-12: Internal structure with service APs 

V.9.10.2 Topology discovery 

At startup, the SRCC service present in each switch node will perform, for a configurable 
duration, a topology discovery of the other switch nodes internal to the coach. Each SRCC 
product will then be aware of the coach structure. Any non-existent or faulty unit will be 
detected at this stage. 

To perform a successful mapping of the coach, SRCC will rely on a pre-configured Coach end 
type: type End A and type End B, to know if 2 switches nodes are on the same side or not of 
a given coach. 

Two devices on the same end of a coach must have the same Coach end type, and two devices 
ƻƴ ƻǇǇƻǎƛǘŜ ŎƻŀŎƘΩǎ ŜƴŘ Ƴǳǎǘ ƘŀǾŜ ƻǇǇƻǎƛǘŜ Coach end type: 

 

 

 

In case of Redundant Mixed Mode, the Coach end type becomes irrelevant. In this mode, the 
inter-carriage Ethernet link provides a way to discover all the devices of the train in one time. 
At the end of the topology discovery each product will have a list of all devices of the train. 
Knowing products of his own train allows SRCC to exclude products not listed (i.e.: products 
from another train) when setting up the wireless link. 

LǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ƴƻǘƛŎŜ ǘƘŀǘ all the products of the coach must be powered up on at the 
same time. If not, some lately powered up products might be considered non-existent by 
theirs partners. The topology discovery phase duration can be reduced or extended in order 
to accommodate with specific power up sequences. 

During this step, no wireless interface is created nor allowed on the SRCC associated radio 
card. 
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Terminal product 

The Ethernet topology discovery process expects to find at least one product at the other 
end of the coach. Else it will automatically believe to be installed in the last carriage of the 
train. This may provide an additional level of redundancy if customer routing/control 
devices are redundantly installed at each end of the train and two SRCC products fail at the 
same end of a coach. 

V.9.10.3 Neighbor discovery 

Once the topology discovery is complete, SRCC starts the wireless detection process. At the 
end of the detection, a final partner is chosen among all valid potential partners. 

A partner is considered valid if its signal level is stronger than a given threshold (Link 
establishment threshold) during more than a given duration (Link establishment duration). 

 
 Picture V-13: Partner validation process 

The choice between all available partners is based to a large extent on signal level between 
all stations and devices information (i.e.: not only based on direct signal level). 

In case of Redundant Mixed Mode, if the product is in the list established by the topology 
discovery, a "boost" coefficient is applied. This way, products in the list are boosted and are 
more likely to be chosen1 (excluding devices from trains on other railtracks). 

If the inter carriage link is faulty during the topology discovery, devices not discovered will 
only not take advantage of the boost. 

 
  

 
 
1 But this is not systematic. So, if the product in the other carriage was missed during the topology discovery, it 
still has an opportunity to be the chosen wireless partner, due to a good RF signal level, in preference to another 
detected product farther in the train. 
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V.9.10.4 Link establishment 

Once all partners are identified, each of the switches nodes is assigned a wireless role (access 
point or client). These devices will create up to two wireless AP-Client links with a unique SSID 
and a strong, unique, key to ensure privacy. 

The user must provide 2 channels (first link channel and second link channel), one for each of 
the potential links. They will be used by SRCC in an arbitrary order. The channel allocation 
ŀƳƻƴƎ ƭƛƴƪǎ Ŏŀƴƴƻǘ ōŜ ǇǊŜŘƛŎǘŜŘ ŀƴŘ ƛǎ ǘƘŜ ǊŜǎǳƭǘ ƻŦ {w//Ωǎ ƛƴǘŜǊƴŀƭ computation. 

 

 
Picture V-14: Example of channel allocation among wireless links 

 

Inside the device, the wireless link is then bridged with the Ethernet network and allows data 
to transit from one coach to another. 

The devices remain in this state as long as the link is not lost (see below). As long as the devices 
stay in this mode, the link is established and data can flow across the coaches. 
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V.9.10.5 Summary: initialization outline 

In the SRCC initialization sequence, the main stream (i.e. processing when the setup is stable 
and choices are obvious) is as follows. Steps below are numbered as they appear in the system 
log. 

Both products of the wireless link (one in each coach) check its own wired network to find its 
partners in the coach (step A). 

Then both products broadcast wireless beacons to advertise its wired network to the products 
in the other coach (step S0). Each product learns its peer wireless product in the other coach, 
and its role in the pair: master (access point) or slave (client). 

The master waits for a confirmation from the slave and then sends a startup message (step 
S1). Then it waits for the slave to start (step S3) and starts itself in AP role (step S5). 

On its side, following S0, the slave acknowledges the waits for a startup message from the 
master (step S4). When it arrives, the slave starts itself in client role (step S5). 

There are various reasons to abort this initialization process, due to weak signal, peer 
mismatch or timeouts (steps S2 and S6); in these cases, the initialization is restarted at step 
S0 or S1. 

 

 
  

Wired discovery 
A ς 120s ς Ethernet discover scan duration 

Wait for slave Ack 
S1 ς 120s 

Peer acknowledge timeout 
 

Master 

Wait for loss of master 
S4 ς no limiting delay 

Slave 

Wait for startup 
S4 ς 120s 

Peer acknowledge timeout 

Wait for slave ready 
S3 ς 200s 

Peer reconfiguration timeout 
 

Wireless link ready 
S5 ς no limiting delay 

Legend State purpose 
State number ς default timeout 
Configuration parameter name 

Wireless discovery 
S0 ς 60s ς link establishment duration 

V-1 smooth initialization outline 
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V.9.10.6 Partner loss 

If the train is split, the signal between both sides will fall as the carriages move away from 
each other. SRCC will track this signal level and if it drops below a given threshold (Broken link 
threshold) during more than a given duration (Broken link duration), the link will be 
considered broken. The following diagram illustrates this phase. 

 
Picture V-15: Example of channel allocation among wireless links 

As soon as the link is marked broken, the device restarts the neighbor discovery phase and 
tries to find a potential new partner again. 
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V.10 Security Management 
You should ensure that the network access to your product is secured and so avoid 
unauthorized access of a hacker. To achieve this, you should configure your product to restrict 
access to your product to a network segment or a group of authorized users. 

V.10.1 HTTP/HTTPS server 

You have the possibility to protect the access to the web interface with a password: 

ü Username: root 

ü Password: Per default there is no password set 

You can also activate the HTTPS server so that the data exchange with the server is encrypted. 

A default low security self-signed certificate is used if you do not provide one. 

We strongly recommend to upload your own certificate (It must be a PEM file containing both 
the certificate and its unencrypted private key). 

Please see Web Server  for product configuration. 

 

V.10.2 Password policy 

Since WaveOs Release 4.22.0.1, the authentication module was enhanced to secure the 
GUI/CLI authentication. It gives lots of ways to create complexity in passwords that include a 
lot more than just length, such as mixing upper- and lower-case letters with numerals and 
punctuation marks along with other restrictions: 

At first authentication in GUI, the user root is forced to change its default password: 

ü Username: root 

ü Password: you are inviting to change the default password 

ü Click Login and you are inviting to change the default password at this first 
authentication 

 

 
Redirection to configure the secure password with a minimum of 8 characters by paying 
attention to avoid dictionary password. 
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NOTE: We lock and unlock SSH accounts after reaching a certain failed number of login attempts 
with unlock_time=1200 seconds to respect the standard 62443. 

V.10.3 Password Quality 

Password quality is based on password strength. 
Password strength meters looked for certain parameters, such as length, special characters, 
requiring a number...  

 
 

V.10.3.1 What are some example passwords for each level? 

In Password Strength Settings plugin, password strength is rated from low to Strongest. Some 
sample passwords example for each level: 
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V.10.4 Bridge  mode 

 
In bridge mode, you can control the access to the product with the bridge vlan management: 

Use a Vlan for the configuration management of the product in the network segments that 
contain the authorized users. 

Allow this Vlan only on the port connected to this network segment, and on the bridge upper 
layer interface. 

Please see Enable the Bridging VLAN for product configuration. 

V.10.5 Router mode 

In router mode, you can control the access to the product with: 

The acceptance policy for local services. You should set it to disabled for Network zones that 
ŘƻƴΩǘ Ŏƻƴǘŀƛƴ ŀǳǘƘƻǊƛȊŜŘ ǳǎŜǊǎΦ 

Firewall to block the input traffic that is destined to your product. 

Please see Routing/Firewall for product configuration. 

V.10.6 SNMP access 

Per default, there is no security activated on the SNMP agent, and every SNMP v1/v2c user 
can access all the public and private OIDs. 

To protect the SNMP access, you have to change the SNMP access configuration, for example 
ōȅ ƭƛƳƛǘƛƴƎ ǘƘŜ άǾƛŜǿέ ǊŜŀŘκǿǊƛǘŜ ǊƛƎƘǘǎ ǘƻ ŎŜǊǘŀƛƴ hL5ǎΦ 

You can also create a SNMP v3 secured user. 

Please see SNMP Agent  for product configuration.   
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V.11 Rogue AP detector 

V.11.1 Rogue Access Point concept 

A rogue access point is a wireless access point that has been installed on a secure network 
without explicit authorization from a local network administrator, whether added by a well-
meaning employee or by a malicious attacker. 

Rogue access points and their clients undermine the security of an enterprise network by 
potentially allowing unchallenged access to the network by any user or client in the nearby 
area. Rogue access points can also interfere with the operation of your enterprise network. 

Rogue access points can impact your wireless network in many ways: 

¶ They can create security holes in your network: 

o By allowing a hacker to conduct a "man-in-the-middle" attack, where the attacker 

makes independent connections with the victims and relays messages between 

them, making them believe that they are talking directly to each other over a 

private connection, when in fact the entire conversation is controlled by the 

attacker. 

o Send fake SSIDs advertising attractive features such as free Internet connectivity. 

hƴŎŜ ŀ ǳǎŜǊ ŎƻƴƴŜŎǘǎΣ ǘƘŜ ŦŀƪŜ {{L5 ƛǎ ŀŘŘŜŘ ǘƻ ǘƘŜ ŎƭƛŜƴǘΩǎ ǿƛǊŜƭŜǎǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 

and the client begins to broadcast the fake SSID, thereby infecting other clients. 

o Provide a conduit for the theft of company information. 

¶ They can negatively impact your WiFi performance: 

o By imposing unmanaged RF contention or interference. 

o By flooding the network with useless data, creating a denial of service. 

o If plugged in with a LAN instead of a WAN port, they can inject DHCP to the 

network which can cause problems. 

o When users try to connect to them thinking they are not valid access points and 

they cannot get to the proper resources due to VLAN differences, which can also 

generate a lot of help desk calls to your IT department. 

V.11.2 Rogue Access Point attack 

The Rogue Access Point is installed on a secure network without explicit authorization from a 
local network administrator, whether added by a well-meaning employee or by a malicious 
attacker. 

Rogue Access tƻƛƴǘǎ ŀǊŜ ƻŦǘŜƴ ƴŀƳŜŘ ά9Ǿƛƭ ¢ǿƛƴέΦ Lƴ ǘƘŜ L999 улнΦмм ǎǘŀƴŘŀǊŘ ŦƻǊ ²ƛ-Fi, there 
are only two identifiers that allow users to recognize an AP: the Service Set Identifier (SSID) 
and the Basic Service Set Identifier (BSSID). However, these identifiers can be easily spoofed. 
Cloning a legitimate AP generates an Evil Twin AP. 

¢ƘŜ ά9Ǿƛƭ ¢ǿƛƴǎέ ƻǊ w!t Ŏŀƴ ŜȄƛǎǘ ƛƴ ǘǿƻ ŦƻǊƳǎΥ 

¶ coexistence 

¶ replacement. 

In both cases the RAPs use the same SSID as the allowed APs. 
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In the first case (coexistence), the legitimate AP and the Evil Twin coexist in the same place. 
The attacker increases the signal strength of the RAP to force users to connect to it, as the 
IEEE 802.11 standard states that WLAN clients must connect to the AP with the strongest 
signal. 

Lƴ ǘƘŜ άwŜǇƭŀŎŜƳŜƴǘέ ǘȅǇŜΣ ǘƘŜ 9Ǿƛƭ ¢ǿƛƴ ǊŜǇƭŀŎŜǎ ǘƘŜ ƭŜƎƛǘƛƳŀǘŜ ŀŎŎŜǎǎ Ǉƻƛƴǘ ōȅ ǎƘǳǘǘƛƴƎ ƛǘ 
down, thanks to an active attack on it. To remain undetectable by its victims, the RAP must 
have a valid Internet connection (or connectivity to the same network as the access point) 
while in the former case, it could relay packets through the legitimate AP, as long as it can 
connect to the latter. 

V.11.3 Rogue Access Point Detector 

Rogue access point detection is an important component in securing your wireless network. 
Rogue access point detection does two things: detection and alert. Whatever you decide to 
install on your network, it has to have the ability (from the beginning of your RF design) to be 
able to detect rogue access points and alert the network administrators. 

The RAP detection module uses the classic whitelist approach, where we use information 
from the configuration profile regarding SSIDs and their expected BSSIDs. 

The parameters scanned by the RAP Detector are:  

¶ SSID,  

¶ BSSIDs,  

¶ Channel, 

¶ Encryption,  

¶ Signal strength. 

Since SSID or BSSID are likely to be bypassed (BSSID spoofing: RAP emitting the same SSID and 
MAC address as legitimate ap), we also compare the type of encryption used by the access 
point. (OPEN = Open, WEP = Wired Equivalent Privacy, WPA = Wi-Fi Protected Access version 
1, 2 and 3). 

Another heuristic implemented by the detection module is the variation in signal strength. 
The algorithm uses a user-expected authorized RSSI (auth_rssi) for the authorized AP, and the 
RSSI value read must fall within the allowable range of [auth_rssi - delta; auth_rssi + delta]. 
(The value of the delta is 15db.) An alert is triggered when the RSSI read leaves this interval. 
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V.12 Internet Protocol V6 ς IPv6 

V.12.1 What is IPv4? 

IPv4 stands for Internet Protocol version 4. It is the underlying technology that makes it 
possible for us to connect our devices to the web. Whenever a device accesses the Internet, 
it is assigned a unique, numerical IP address such as 99.48.227.227. To send data from one 
computer to another through the web, a data packet must be transferred across the network 
containing the IP addresses of both devices. 

V.12.2 What is IPv6? 

IPv6 is the next generation Internet Protocol (IP) address standard intended to supplement 
and eventually replace IPv4, the protocol many Internet services still use today. Every 
computer, mobile phone, home automation component, IoT sensor and any other device 
connected to the Internet needs a numerical IP address to communicate between other 
devices.  

 

V.12.3 IPv6 address type 

There are two general classes of IPv6 addresses: 

¶ Unicast 

o Same as IPv4, but with the addition of link-local addresses, an identifier for a single 
interface, on a single node. A packet that is sent to a unicast address is delivered 
to the interface identified by that address 

 

¶ Multicast 

o Inherent to the IPv6 protocols, in particular Neighbour Discovery (ND) (RFC 4861) 

o All multicast addresses fall under ff00::/8 

o IPv6 does not have an IP subnet broadcast addresses 

o It uses link-local multicast within subnets instead 

V.12.4 IPv6 unicast address scope 

¶ Global addresses 

o Unique globally, routed globally. Just like IPv4. 

¶ Unique Local Addresses (ULAs) (RFC 4193) 

o Used within a site, not routed externally 

o Uses reserved prefix under fc00::/7 

o The other prefix bits are random to make a /48 prefix that is probabilistically 
unique for the site 

o A bit like IPv4 RFC1918 private addresses 

¶ Link-local addresses 
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o Unique on a subnet, not forwarded by routers   

o Uses reserved prefix under fe80::/10 

o A bit like IPv4 169.254.0.0/16 space (RFC 3927) 

 

V.12.5 IPv6 neighbour discovery protocol 

¶ LtǾс ŜƳǇƭƻȅǎ ŀ ǎǳƛǘŜ ƻŦ ǇǊƻǘƻŎƻƭǎ ƪƴƻǿƴ ŀǎ ΨbŜƛƎƘōƻǳǊ 5ƛǎŎƻǾŜǊȅΩΣ ǿƘƛŎƘ ǘŀƪŜ ǘƘŜ ŦƻǊƳ 
of either link-local unicast or link-local multicast ICMPv6 messages 

¶ Nodes can send Router Advertisement (RA) messages, to let hosts know about various 
properties of the link they serve 

¶ Nodes can send Router Solicitations to request any routers to send an RA 

¶ Neighbour Solicitation (NS) and Neighbour Advertisement (NA) messages provide the 
equivalent of the IPv4 ARP function (i.e., IP to MAC address lookup) 

¶ Router Redirects can be sent to a host to tell it about a better first-hop router to get to a 
destination 

 

V.12.6 Why Support IPv6?  

IPv4 does have one significant difference: it utilizes a 128-bit IP address. Due to this limited 
size its widespread usage from the proliferation of so many connected devices IPv4 is running 
out of addresses. 

IPv4 uses a 32-bit address for its Internet addresses. That means it can provide support for 
2^32 IP addresses in total of around 4.29 billion. That may seem like a lot, but all 4.29 billion 
IP addresses have now been assigned, leading to the address shortage issues we face today. 

IPv6 utilizes 128-bit Internet addresses. Therefore, it can support 2^128 Internet addressesτ
340,282,366,920,938,463,463,374,607,431,768,211,456 of them to be exact. The number of 
IPv6 addresses is 1028 times larger than the number of IPv4 addresses. So, there are more 
than enough IPv6 addresses to allow for Internet devices to expand for a very long time. 

Key benefits to IPv6 also include: 

¶ No more NAT (Network Address Translation) 

¶ Auto-configuration  

¶ No more private address collisions 

¶ Better multicast routing 

¶ Simpler header format 

¶ Simplified, more efficient routing 

¶ True quality of service (QoS), also called "flow labeling" 

¶ Built-in authentication and privacy support 

¶ Flexible options and extensions 

¶ No more broadcast  
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To summarize the main benefits: 

Benefits of IPv6 IPv4 IPv6 

IPv6 has massive 
address abundance 

4.29 x 109 = 4.3 billion addresses - 
far less than even a single IP 
address per person on the planet. 

3.4 x 1038 = 340 trillion addresses - 
about 670 quadrillion addresses per 
square millimeter of the Earth's 
surface. 

IPv6 networks are 

easier and cheaper to 

manage 

Networks must be configured 

manually or with DHCP. IPv4 has 

had many overlays to handle 

Internet growth, which demand 

increasing maintenance efforts. 

IPv6 networks provide 

autoconfiguration capabilities. They 

are simpler, flatter and more 

manageable, especially for large 

installations. 

IPv6 restores end-to-

end transparency 

Widespread use of NAT devices 

means that a single NAT address 

can mask thousands of non-

routable addresses, making end-

to-end integrity unachievable. 

Direct addressing is possible due to 

vast address space - the need for 

network address translation devices 

is effectively eliminated. 

IPv6 has improved 

security features 

Security is dependent on 

applications - IPv4 was not 

designed with security in mind. 

IPSEC is built into the IPv6 protocol, 

usable with a suitable key 

infrastructure. 

IPv6 has improved 

mobility capabilities 

Relatively constrained network 

topologies restrict mobility and 

interoperability capabilities in the 

IPv4 Internet. 

IPv6 provides interoperability and 

mobility capabilities which are 

already widely embedded in network 

devices. 

IPv6 encourages 

innovation 

IPv4 was designed as a transport 

and communications medium, and 

increasingly any work on IPv4 is to 

find ways around the constraints. 

Given the numbers of addresses, 

scalability and flexibility of IPv6, its 

potential for triggering innovation 

and assisting collaboration is 

unbounded. 
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V.12.7 IPv6 address format introduction 

The text form of the IPv6 address is aaaa:bbbb:cccc:dddd:eeee:ffff:gggg:hhhh, where each 
character is a hexadecimal digit, representing 4 bits. Leading zeros can be omitted. The double 
colon (::) can be used once in the text form of an address, to designate any number of 0 bits. 

 

In this example: 

Å aaaa:bbbb:cccc is the site prefix: Public topology, allocated to your site by an ISP or RIR 

Å dddd is the subnet ID: Private topology (site topology: internal to your site). 

Same concept as IPv4, subnet associated with a single HW link 

Å eeee:ffff:gggg:hhhh is the interface IDΥ !ǳǘƻƳŀǘƛŎŀƭƭȅ ŎƻƴŦƛƎǳǊŜŘ ŦǊƻƳ ƛƴǘŜǊŦŀŎŜΩǎ a!/ 

address or in EUI-64 format (Extended Unique Identifier).  

To simplify the address the 00 can be omitted: 

2001:0db8:3c4d:0015:0000:0000:1a2f:1a2b ė 2001:db8:3c4d:15::1a2f:1a2b 

Note: only leading zeros are omitted. Trailing zeros are not omitted 

2001:0db8:0012::/48 = 2001:db8:12::/48 

2001:db8:1200::/48 ґ 2001:db8:12::/48 

Note: Some special IPv6 prefixes are reserved: 

Å 2002:: /16Ą IPv6 to IPv4 routing  

Å fe80:: /10 Ą link-local address  

Å ff00:: /8  Ą multicast address 

To summarize we can compare the respective IP v4 and v6 datagrams: 

 IPv4 

 

 

 

 

 

 

 

 

 

 IPv6 
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V.12.8  Class of IPv6 address 

There are two general classes of IPv6 addresses: 

¶ Unicast 

o Same as IPv4, but with the addition of link-local addresses  

 

¶ Multicast 

o Inherent to the IPv6 protocols, in particular Neighbour Discovery (ND) (RFC 4861) 

o All multicast addresses fall under ff00::/8 

o IPv6 does not have an IP subnet broadcast addresses 

o It uses link-local multicast within subnets instead 

V.12.9 IPv6 address types 

V.12.9.1 Unicast Address 

Link-Local address (ė LAN): 

 

         

Only in the local network, not valid outside 

Example: Link-local address, Acksys MAC address 00:09:90:00:5a:db 

¶  FE80::290:E8FF:FE00:5ADB 

Global Unicast address: Unique in the Internet. 

¶ Example: [2001:db8::1]:80  or URL: http://[2001:db8::1]:80 

Example: Calculate Global Unicast with site prefix = aaaa:bbbb:cccc: 

Subnet ID=0   and IPv4 = 10.11.16.1 (=0x0A0B1001) 

¶ AAAA:BBBB:CCCC::A0B:1001 

 

V.12.9.2 Multicast Address 

Reminder: FF00:: /8 is a multicast address 

8 bits 4 bits 4 bits 122 bits 

11111111 Lifetime Scope Network prefix  ..  Group ID 

ff00 0 or 1 1,2,5,8,e Multicast ID 

               1 ς Node (interface local scope) 

              2 ς Link local scope  

               5 ς Site local scope 

               8 ς Organisation local scope 

               e ς Global scope 

     0 ς Permanently, globally assigned, well-known IANA 

     1 ς Non-permanently assigned muticast address (dynamically assigned) 

 

¶ Permanent IPv6 Multicast Addresses (FLGS = 0) 

¶ Group IDs in the range of 0x00000001 to 0x3FFFFFFF 

¶ Permanent IPv6 Multicast Group Identifiers (FLGS = 0) 

¶ Range 0x40000000 to 0x7FFFFFFF 

http://[2001:db8::1]/
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Example:  

Network Time Protocol (NTP) being assigned the group ID 0x40404040 

¶ Dynamic IPv6 Multicast Addresses (FLGS = 3) 

Examples: refer to RFC 3307 

FF02::1 = all hosts multicast address (local network), FF05::1 (site) 

FF02::2 = all routers multicast address (local network)  

 

V.12.10 Services supporting IPV6 addressing 

o HTTP/HTTPS for products web interface 

o Syslog pushes 

o NTP in Client mode 

o SNMP 

o RADIUS authentication by making it possible to address a remote authentication 
server in IPv6 

o Static routing 

o Firewalling 

o Routing 

o Bridge 

o Bridge WIFI (ARPNAT & WDS) 
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V.13 Asynchronous System Upgrade 
Customers need sometimes to upgrade the firmware of routers at time where operation teams 
are off duty (e.g. trains must be stopped to upgrade the routers)Φ !ŘŘƛǘƛƻƴŀƭƭȅΣ ƛǘΩǎ ǾŜǊȅ ŘƛŦŦƛŎǳƭǘ 
to schedule hundreds of upgrades (so of file uploads) at the same time to avoid bandwidth 
overload. 
With the Asynchronous Upgrade feature the operator can: 

¶ Upload the FW when the train is driving or in depot, so long it has an internet access, 

¶ Upgrade the FW only when the train is no more driving so the router can be restated. 
 
The objective is to separate the transfer of the firmware and the upgrade itself. The user can 
download the firmware and perform a system upgrade later. There are several options for the 
system upgrade:  

¶ Program to run immediately, 

¶ Schedule the upgrade at a specific date and time. 
 

Firmware transfer from files server toward router is independent of the system upgrade 
function. Regardless of the method used for transmission, the upgrade function checks whether 
the file is a valid firmware.  
 
Note:  

With Railbox V2, when a system update is scheduled, the firmware is immediately saved in the 

eMMC, which allows data to be preserved when the product is not powered. 

With other products, since the firmware can only be saved to RAM, once a restart is 

performed, the scheduled or pending update will be lost. 
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V.14 System Integrity Check 
As part of the security improvements WaveOS integrates an integrity verification system. It is a 
technical component of the operating system which makes it possible to check the integrity of 
the files which compose it. This feature allows the customer to know if the product has not been 
damaged or modified intentionally or accidentally.  

The integrity check of the file system is based on the calculation of the checksum or "fingerprint" 
of each file that composes it. During the compilation of WaveOS, all the checksums were stored 
in a reference file, and the integrity verification process compares the fingerprints of each file 
against the reference:  

¶ If the checksums are identical, the integrity of the product is guaranteed to be identical 
to that produced by ACKSYS.  

¶ If the result is different then the product may be corrupted.  

To calculate the hash of a file (condensate), a hash function is applied to its contents: this is a 
function that calculates a unique digital hash based on the MD5 calculation algorithm (compliant 
with RFC 1321 of 1992). This integrity check is one of the many features requested by a machine 
intrusion detection system (HIDS) and allows you to know if a file has not been maliciously 
modified by a malicious individual. 

The integrity check functionality is available via an SNMP interface to allow customers to 
perform this check remotely. 

Note: a command line check is also possible via SSH or the serial port. 
 
The verification includes 3 tasks: 

¶ Keep current file analysis by md5sum.  

¶ Definition of an Object Identifier (OID) in the SNMPD interface allowing:  

o launch the analysis on demand  

o to know if an analysis is in progress.  

¶ Result in the system log file in the form:  

o One message per modified file, the message must contain the beginning of a 
characteristic string as well as the name of the modified file with its condensate;  

o A message giving the result of the analysis, with a characteristic chain start and the 
result. 

 
The typical use case is to allow the user - via an SNMP command - to verify that WaveOS files 
have not been modified on the target platform.  
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VI ²9. Lb¢9wC!/9 w9C9w9b/9 

VI.1 Setup Menu 
With this menu you can configure the wireless interface(s) and the networking properties. At 
the bottom of most SETUP pages, there are two or three buttons: 

 

After changing parameters, press Save to record in permanent memory the parameters 
changed in this page. In this case the changes will not be applied immediately, but only after 
a restart, or after a subsequent Save & Apply. 
 
Press Save & Apply to record the parameters, and then apply all configuration changes made 
in any page up to now. 
 
Press Reset (if available) to revert the data in the form to previous values (the values displayed 
after the last save) 

VI.1.1 Physical interfaces 

Wireless overview section: 
This page lists the most significant properties of the radio cards, organized by SSID. In the 
bottom of the page you can change global Wi-Fi properties. 
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The WIFI INTERFACE frame summarizes the main settings of each WiFi interface 

 
 
By default (factory settings), the radio cards are disabled. 
It's your responsibility to activate them with this button: 
 
 
Enabling or disabling a radio card will only be applied after a Save & apply 
 
Click the Remove button to delete this SSID. Click the Edit button to open the radio window 
and edit this SSID properties. 

 
Global parameters section: 

 

Country: 
The regulation rules of the selected country will determine the channels and transmission 
powers you can use. Additionally, in client role the product will use the country provided 
by the AP in its beacons. 

Cluster mode:  
You can cluster the radio cards so that one radio is used to scan multiple channels while 
ǘƘŜ ƻǘƘŜǊ ŎƻƴƴŜŎǘǎ ǘƻ !tΩǎ ŀƴŘ ǘǊŀƴǎŦŜǊǎ ŘŀǘŀΦ Lƴ ǘƘƛǎ ƳƻŘŜΣ ǘƘŜ ǎŎŀƴƴƛƴƎ ǇǊƻŎŜǎǎ ŘƻŜǎ 
not disturb data transfers, but the scanner radio is reserved for this use. 

When Group for scanning is selected, the scan for APs occurs on one radio card. The 
results are given to the other radio card so that it can select the best AP for roaming 
purposes. This implies that the AP signal levels must be the same for both cards; hence 
their antennas positions, polarities and cabling must be very close to each other. The 
roaming trigger level boost should not be set too small, to account for residual 
differences. 

In this mode, the roaming parameters are taken from the configuration of the radio card 
used for data transfers. 

  

Create a new SSID 

Edit 

Remove 
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When Group for scanning is selected, you can choose the card that will be used for 
scanning with the Scanner card radio buttons.  

 

When Group for connect before break is selected, the behavior of the two radio cards is 
quite similar to that of Group for scanning mode, but the functions of the two cards will 
be swapped, completely transparently, each time a roaming occurs. This operating mode 
is detailed in section Connect before break. 

The WiFi 1 interface is selected by default as the primary card, but since itΩs a temporary 
state, this has, in most cases, no incidence on the operation. 

 

In this mode, it is possible to ask the same radio card to perform both functions, but note 
that in this case, you can only roam on a single radio channel. 

For dual radio products, simply select the 
same radio card for both functions:  

 

Configuration for single radio products: 

 
 

Case of 802.11ac Wave 2 products: 

 

For products such as the Railbox/6xA0, equipped with 802.11ac Wave 2 radio, you must 
select the frequency band (5GHz or 2.4GHz) before proceeding with the Wireless 
configuration. 
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VI.1.1.1 Wireless/Radio 

a. SETUP/PHYSICAL INTERFACES/WIRELESS SETTINGS/DEVICE CONFIGURATION 

General Setup tab: 
This section gathers all the settings common to each SSID you may create on a radio card. 

 

Enable device:  

If this checkbox is checked, the radio card is enabled and is able to communicate. Uncheck 
it to disable the radio card. 

802.11 mode: 

Á The 802.11g+n mode operates in the 2.4GHz band (802.11g) and is compatible with 
802.11g and 802.11n devices. 

Á The 802.11a+n mode operates in the 5GHz band (802.11a/h) and is compatible with 
802.11a/h and 802.11n devices. 

Á The 802.11ac+n mode operates in the 5GHz band and is compatible with 802.11ac, 
802.11a/h and 802.11n devices. 

Note: a product configured in 802.11a+n/ac+n cannot communicate with another one 
configured in 802.11g+n because they are using different frequency ranges. 

 
HT (High Throughput) mode: 

In 802.11n and 802.11ac mode, you can use the default HT20 mode, which uses a single 
20MHz channel, just like the legacy 802.11a & 802.11g modes. But to increase the 
bandwidth, you have the possibility to aggregate two or four consecutive 20MHz 
channels, to work respectively on a 40MHz (HT40) or 80MHz (HT80) channel.   

In 802.11ac mode, you can aggregate two or four 20MHz 
channels. The primary channel, which is the channel on which 
the AP sends its beacons to signal itself is automatically 
determined.  

In 802.11n mode you can aggregate only two adjacent 20MHz 
channels, to work on a 40MHz channel. 

The primary channel is selected in the Channel section (see 
below). You can choose to fix the secondary channel as the 
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one immediately above the primary channel, or as the one immediately below the 
primary channel. You can also set 40MHz automatic, and let the unit make the choice. 

40MHz automatic is not compatible with AP, Ad-hoc, Mesh and multi interfaces. 

When HT40 mode is selected, two additional options appear: 

 

 
Disable HT scan: 

When this option is activated, the system will not check for the presence of other APs on 
the 40MHz width of the operating channel, which can favor the appearance of 
interference and degrade the quality of the communication. 

 
HT coexistence: 

With this option, the system will abandon the aggregation to free the secondary channel 
if it is used by other APs 

 

Automatic channel select (ACS): 

Depending on the product role, the channel can be selected automatically: 

Á AP role: At startup, the AP will select the channel among all the ones allowed in your 
country. In order to limit the choice to specific channels, do not check ACS, but use the 
channels multi-selection box instead. 

Á Client role: The client will scan all channels allowed in your country. In order to limit 
the channel scan list, do not check ACS, but use the channels multi-selection box 
instead. If the client is set in roaming mode, this channel list is superseded by the one 
in the roaming tab. 

Á Other roles: The other roles (mesh portal, ad-hoc) support only one channel, this 
parameter is not available and you must select a channel from the dropdown box. 

NoteΥ !/{ ƛǎ ǳƴŀǾŀƛƭŀōƭŜ ƛƴ άпл aIȊ ǎŜŎƻƴŘ ŎƘŀƴƴŜƭ ōŜƭƻǿέ ƳƻŘŜΦ 
 

Channel: 

According to the selected 802.11 mode and the regulation rules of the selected country, 
a list of channels is available for selection. This is not used for infrastructure client modes, 
as they use all the allowed channels for scanning (possibly limited by roaming 
parameters). 

In some cases, a single radio card can handle multiple Wi-Fi roles simultaneously. In this 
ŎŀǎŜ ŀƴȅ άŎƭƛŜƴǘέ ŦǳƴŎǘƛƻƴ Ƴǳǎǘ ōŜ ǎŜǘ ǘƻ ƻƴƭȅ ǎŎŀƴ ǘƘŜ ŎƻƳƳƻƴ channel. See also section 
V.2.1.3 Virtual AP (multi-SSID) and multifunction cards 

See chapter Appendix ς 802.11 Radio channels for more details on the available channels. 
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You can select several channels so that the AP will select the cleanest one, and will be 
able to switch to another if a radar is detected on the current one. To select multiple 
channels on classic browsers, use the Ctrl+click shortcut. 

Note: remember that channels subject to DFS incur a checking delay (CAC time) before 
use. See section V.2.4 Radio channels and national regulation rules for more information. 

 
a/b/g Data Rates tab: 

 
Automatic supported rates: 

This option allows you to restrict the rates that your Access Point advertises as supported to 
the clients. 

Automatic basic rates: 

This option allows you to modify the rates that must be supported by others devices to 
be able to communicate with your Access Point. Warning: every basic rate must also be 
in the supported rates set. 

 

NOTE ON DESELECTING THE LOWEST RATES: 
Management, broadcast and multicast frames are sent using the lowest basic rate 
selected. You can increase performance with this type of frame by only selecting rates 
higher than the default but this will affect the area coverage (see the output power table 
given in your product Quick Start guide). 

Since the radio card does not try low rates, retransmissions (when a frame is lost) will 
happen faster and will take less bandwidth. After association with the Access Point, the 
auto-adaptive rate control algorithm (MINSTREL algorithm) will converge faster as well. 

 
802.11n MCS tab: 

 

This option allows you to restrict the MCSs that your Access Point advertises as supported 
to the clients. 

In the same manner as a/b/g rates, only selecting highest MCSs in a stream allows to 
increase performances for broadcast and multicast frame. The drawbacks are also the 
same as the a/b/g case. 

This option is not available with 802.11ac radio cards. 
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Advanced Settings tab: 

 

 

Max transmit power: 

The transmit power is normally computed automatically based on the regulation rules for 
the given channel and the capabilities of the radio card. This option sets an upper bound 
on the transmit power. Note that the transmit power is distributed between the 
configured antennas. 

Antennas: 

Unused antennas can be disabled here, thus concentrating transmit power on the 
remaining antennas. You can disable the third antenna, or both the second and third. In 
order to take advantage of 802.11n multiple spatial streams, you must use at least as 
many antennas as spatial streams. The transmit power is distributed between the 
configured antennas. 

QoS Profile: 

This option allows choosing between the two QoS profiles defined in the 
SETUP/QOS/WMM page: 
- Default: uses the factory defaults for all WMM parameters 
- User: allows you to use the user defined WMM parameters 

Distance Optimization: 

Use this option if your link is larger than 300 meters. This option will update some Wi-Fi 
internal timeouts but will not increase or decrease the output power. The distance to the 
farthest device should be used. 

  



  Page 152 / 355 
 

DTUS070 rev A.17  ï June 2024  

Beacon interval: 

This option allows configuring the interval between two beacon frames. 

Beacons are used by APs, mesh nodes to advertise their capabilities and settings (HT 
ƳƻŘŜΣ {{L5Χύ ǘƻ ƻǘƘŜǊ ŘŜǾƛŎŜǎΦ 

The default settings depend on the 802.11 mode. 

If you decrease the Beacon interval you consume more bandwidth on the channel, and 
you can decrease the global Wi-Fi performance; but you will detect connection losses 
faster. 

Fragmentation Threshold: 

This option configures the maximum 802.11 frame size in 802.11a/b/g mode in bytes. 
Frames that exceed this threshold are fragmented. 

RTS/CTS Threshold: 

The Wi-Fi standard uses the RTS/CTS protocol to avoid collisions in the air. 

This option defines the size of the 802.11 a/b/g frames subject to this protection. Frame 
exceeding this size are sent under CTS/RTS protocol. 

Use CTS/RTS when you have much interference on your channel and a poor performance 
on the Wi-Fi; or when you have hidden stations (e.g. in an exchange between stations A 
and B, a third station which is visible by A but not by B, hence interfering with B when it 
sends to A). On other case this protection decreases the global Wi-Fi performance. 

Retry settings: 

Unicast data frames are normally acknowledged. If the transmitter does not receive the 
acknowledgment, it must resend the frame. 

In 802.11n, several frames can be aggregated into one big frame called an A-MPDU. 
Independent frames are acknowledged by an individual ACK frame, while A-MPDU frames 
are acknowledged by a single άblock acknowledgeέ frame containing one 
acknowledgment for each subframe in the A-MPDU. Unacknowledged frames are resent 
in a later A-MPDU. 

When you check this option, you can control the number of retries. 

Short retry: 

This is the number of retries for a physical data frame (single or A-MPDU). 

Long retry: 

This is the number of retries for a physical data frame (single or A-MPDU) sent with the 
RTS/CTS protocol. 

Aggregate retry: 

This option configures the number of retries for a frame aggregated into an A-MPDU 
(each 802.11 frame sent in A-MPDU frame). 

Enable WIFI surveillance: 

This option enables WiFI surveillance on the AP to scan the active channel  

Survey mode: Periodic or Event 

For Periodic: 
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Scan Timeout: interval between scans in ms. (default 1000ms) 

Event: interval between info requests in ms  

Request timeout: interval between scans in ms (default 1000ms) 

Data reception counter: time to wait before trigging scan if no data received in s. 
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b. SETUP/PHYS. INTERFACES/WIRELESS SETTINGS/INTERFACE CONFIGURATION 

This section is duplicated for each SSID. Settings only apply to the selected SSID. 

Note: Various roles in the Interface configuration section have an Advanced settings tab, 
which you must not confuse with the Advanced settings for the Device configuration 
section just above. 

Loops pitfall in products with more than one radio 
In products equipped with more than one radio card, you can create a wireless loop by 
activating one radio as Access Point with some SSID, and the other radio as Client with the 
same SSID. 

Since the factory default is to have both radios bridged together internally and set to AP 
role, with the same SSID, you can fall in this trap by simply activating both radios and 
changing one of them from AP role to client role. 

The product quickly enters a high-priority data transfer radio 1/wireless/ radio 2/internal 
bridge/radio 1. Then, the only way to recover is to reset the product to factory settings. 

 
General Setup, Access Point Mode  

 

Role: Supported roles are:  

¶ Access point 

¶ Isolating Access Point 

¶ Client (connecting to an Access Point) 

¶ RogueAP (WIDS) 

¶ Mesh (802.11s) 

¶ Point to multipoint station (ad-hoc) 

¶ SRCC 

See a detailed description of the modes in section V.1.15.1 Wireless architectures and 
V.9.8 !/Y{¸{Ωǎ {ƳŀǊǘ wŜŘǳƴŘŀƴǘ /ŀǊǊƛŀƎŜ /ƻǳǇƭƛƴƎ (SRCC) for SRCC. 

ESSID: 

This is the wireless network name. See section V.1.15.1 Wireless architectures for more 
details. 
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Maximum simultaneous associations: 

Specifies the maximum number of clients allowed to connect on the Access Point. This 
parameter is also used for load balancing: if the service is activated, you must define the 
maximum simultaneous association. 

Hide ESSID: 

This option allows you to not broadcast the SSID on the network. This means that your 
clients need to know the SSID beforehand, since scanning will not reveal the SSID of the 
AP. Please check section Radars detection overview (DFS) for more details about hidden 
SSID and DFS considerations. 

Network: 

This option allows selecting the network where the interface is added. In the default 
factory settings, all the physical interfaces (Ethernet and radio ports) are bridged in the 
lan network   

If you fill in the field to the right of  and validate, 
this will create a new network. In this case, your radio interface will be automatically 
added to this new network and removed from the current one, so please be careful and 
only use this feature if you have a very clear idea of what you want to do. 

Please see section Network for more details on network management. 

Mesh ID (only in Mesh mode): 

This option replaces the ESSID when the Mesh mode is selected. It has the same purpose. 

 
General Setup tab, Client mode  

 

Multiple ESSIDs: 

When this is checked, a multi-selection field, Wireless network nicknames, replaces the 
single ESSID field. You can select several SSIDs with their security parameters, and the 
client will associate to any AP advertising one of these combinations. In case several 
matching APs are in range, you can prioritize the SSIDs. 

When using multiple ESSIDs, the roaming features are not available, and the security is 
defined together with the corresponding ESSID in a separate menu. 
See section Wireless SSIDs 
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When Connect before Break is selected in the Cluster mode from the Global Parameters, 
the Network field is replaced by bond interface. You must give a name to this interface. 

 

 
Wireless Security tab: 

This menu allows you to choose the type of wireless security you want to apply on this 
SSID. The different security schemes are described in the Wireless security section. 

Security: 

Supported modes are:  
 

 
 
 
 
 
 
 
 
 
 
 

NOTE 1: The Enterprise client automatically adapts to any kind of WPA/WPA2 
Enterprise access point, except in one case: Using the EAP-TLS method with WPA2-
Enterprise enforces the use of the CCMP protocol; it connects only to a WPA2-
Enterprise access point offering CCMP. 

 
According to the choice you've made, some properties will appear or disappear. 

Fast Transition Support (802.11r): 

This box appears only for clients in any of the WPA/WPA2 modes. Check this box to allow 
use of the 802.11r protocol against APs that support it, resulting in a reduction of the time 
necessary to authenticate when roaming. 

You need to properly configure the APs, their mobility domain and NAS ids to take 
advantage of this feature. 
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Wireless Security tab, No Encryption mode: 

 

Nothing to configure here. 

 
Wireless Security tab, WPA-PSK, WPA2-PSK, WPA3-PSK & PSK Mixed Modes: 

 

Protected management frame (802.11w): 

Enable/disable the 802.11w security feature. This option is hidden in WPA3-PSK and 
mixed WPA2/WPA3-PSK. For more information, please read section Protected 
management frame (802.11w) 

Pre-Shared-Key: 

The Pre-shared key may be from 8 to 63 printable ASCII characters or 64 hexadecimal 
digits (256 bits). The green arrow icons on the right allow to display the key in clear text 
while you are typing it in. 

Group rekey (AP mode only):  

interval: Time interval, in seconds, for rekeying the GTK (broadcast/multicast encryption 
keys). 

Pair rekey interval (AP mode only):  

Time interval for rekeying the PTK (unicast encryption keys) in seconds. 

Master rekey interval (AP mode only):  

Time interval for rekeying the GMK (master key used internally to generate the GTK) in 
seconds. 
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Wireless Security tab, WPA-EAP, WPA2-EAP, WPA3-EAP & EAP Mixed in Client Mode: 

 

Protected management frame (802.11w): 

Enable/disable the 802.11w security feature. This option is hidden in WPA3-EAP and 
mixed WPA2/WPA3-EAP. For more information please read section Protected 
management frame (802.11w) 

Disable EAPOL encryption: 

Enable/disable the 802.11w EAPOL encryption feature. This option Sends non encrypted 
EAPOL frames to ensure retro-compatibility with other Access Points ǘƘŀǘ ŘƻŜǎƴΩǘ 
support encryption of EAPOL frames. If this is your case, uncheck 

Fast Transition Support (802.11r): 

In any of the WPA/WPA2 modes, check this box to allow use of the 802.11r protocol 
against APs that support it, resulting in a reduction of the time necessary to authenticate 
when roaming. You need to properly configure the APs, their mobility domain and NAS 
ids to take advantage of this feature.  

For more information, please refer to section Fast Transition Support (802.11r) 

Server CA-Certificate: 

Selects the location of the CA-Certificate file to be uploaded. Certificates and keys must 
be provided in PEM format. ¢Ƙƛǎ ŦƻǊƳŀǘ ƛǎ ŘŜŦƛƴŜŘ ōȅ ǘƘŜ hǇŜƴ{{[ ǇǊƻƧŜŎǘΦ LǘΩǎ ŀ ǘŜȄǘ ŦƛƭŜ 
ƛŘŜƴǘƛŦƛŀōƭŜ ōȅ ƛǘǎ ŦƛǊǎǘ ƭƛƴŜ ōŜƎƛƴƴƛƴƎ ǿƛǘƘ ά-----.9DLbέ ŀƴŘ ǘƘŜ ōƛƴŀǊȅ Řŀǘŀ ŜƴŎƻŘŜŘ ǳǎƛƴƎ 
the base64 method.  

EAP-Method: 

This field contains the EAP-Method to be used. 
Available methods are:  TLS, PEAP, LEAP. 

NOTE: The Enterprise client automatically adapts to any kind of WPA/WPA2 
Enterprise access point, except in one case: Using the EAP-TLS method with WPA2-
Enterprise enforces the use of the CCMP protocol; it connects only to a WPA2-
Enterprise access point offering CCMP. 
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EAP-Method TLS: 

User certificate: 

Selects the location of the user certificate file to be uploaded. Must be provided in PEM 
format. 

User Private Key: 

Selects the location of the Private Key file to be uploaded. Only PEM private keys are 
allowed. 

Password of User Private Key: 

Password associated to the chosen Private Key. 

User identity: 

This field gives the login to use during EAP-TLS authentication. In this authentication 
method, this field is rarely used by the RADIUS server. The default value is acksys 
 

EAP-Method PEAP: 

 
 
Anonymous identity: 

This value allows to configure the identity that will be sent in phase 1 of the protocol. 
LǘΩǎ not used by the RADIUS server, but ƛǘΩǎ ŀ necessary element for the establishment of 
the TLS tunnel. As this field is clear on the network, we recommended, for security 
reasons, to set a value different from the login used for authentication. 
If this field is left empty, the identity used by the authentication method (User identity) 
will be used. 

Authentication (phase 2): 

This field contains the Authentication method. To date, only MSCHAPV2 is available 

User identity: 

Identity used for the authentication. 

Password: 

Password associated to the User identity 
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Wireless Security tab, WPA-EAP, WPA2-EAP, WPA3-EAP & EAP Mixed in AP Mode: 

 

Pre-Authentication / PMK caching:  

In any WPA/WPA2-EAP mode, check this box to allow use of pre-authentication/PMK 
caching. For more information, refer to Pre-authentication / PMK caching 

Protected management frame (802.11w): 

Enable/disable the 802.11w security feature. This option is hidden in WPA3-EAP and 
mixed WPA2/WPA3-EAP. For more information please read section Protected 
management frame (802.11w) 

Radius-Server: IP address or URI of the radius server. 

Radius-Port: Radius server UDP port. 

Shared secret: Password shared between the access point and the radius server. 

NAS ID: Network Access Server ID. This value may be used by the radius server instead of 
the IP address. 

Group rekey interval: Time interval for rekeying the GTK (broadcast/multicast encryption 
keys) in seconds. 

Pair rekey interval: Time interval for rekeying the PTK (unicast encryption keys) in seconds. 

Master rekey interval: Time interval for rekeying the GMK (master key used internally to 
generate the GTK) in seconds. 
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Wireless Security tab, Enhanced Open (WPA3-OWE): 

 

Nothing to configure here. 
 
Wireless Security tab, WEP Open System & WEP Shared Key: 

 

Use Key Slot: 

This field selects the currently used WEP key. 

Key #1 to #4: 

Contain the WEP key. Keys are defined by entering a string in HEX (hexadecimal - using 
characters 0-9, A-F), or ASCII (alphanumeric characters) format.  

ASCII format is provided so that you can enter a string that is easier to remember. The 
ASCII string is converted into HEX for use over the network. Four keys can be defined so 
that you can change keys easily. A default key is selected for use on the network. 
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Wireless Security tab, OSEN: 

 
Osen security mode is reserved for Hotspot 2.0 r2 mode 

Radius-Server: IP address or URI of the radius server. 

Radius-Port: Radius server UDP port. 

Shared secret: Password shared between the access point and the radius server. 
 
Wireless Security tab, SAE Mode (in mesh mode): 

 

Security: 

Choose between no encryption and WPA3-PSK.  

Pre-Shared key: 

Enter here the MESH network shared key. 
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Advanced settings tab in Access point mode 

 

Separate Clients:  

This option is only available when the Isolating Access Point role is selected. When 
Separate Clients ƛǎ ŎƘŜŎƪŜŘΣ ǿƛǊŜƭŜǎǎ ŎƭƛŜƴǘǎ ǿƻƴΩǘ ōŜ ŀōƭŜ ǘƻ ŎƻƳƳǳƴƛŎŀǘŜ ōŜǘǿŜŜƴ ǘƘŜƳ 
(this is not possible in Access point mode). See section Infrastructure Mode for more 
details. 

Power Save buffer per client: 

Define the maximum number of frames that can be queued for each client 

Maximum total size of all power save buffers: 

Maximum number of frames that can be buffered for all the stations 

Disassociation low ack: 

With this option set, when more than 50 packets sent by the AP are not acknowledged by 
the client, the client is disconnected. 

Maximum station inactivity: 

Idle time in seconds after which the client will be disconnected. Default is 300 seconds (5 
minutes) 
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Advanced settings tab in Client mode 

 

Bridging mode: 

This option allows selecting the bridging method (Please see section Wired to wireless 
bridging in infrastructure mode for more details) that will be used if this interface is added 
to a bridge (please see section Network for more details). 

The available methods are: 

¶ ARPNAT (default value) 

¶ 4 addresses format (WDS) 

¶ Wired device cloning 

¶ PROFINET device cloning. 

When Connect before Break is selected in the Cluster mode from the Global Parameters, 
you must select 4 addresses format (WDS). 

Please read the section Cloning for more details on cloning mode. 

Pre-connect with local MAC address: 

This option exists only with Wired device cloning or Profinet device cloning. If checked, 
this allows the product association to an Access Point with the local Wireless adapter MAC 
address when no Ethernet or Profinet equipment is detected. In this case, if cloning to 
the Ethernet or Profinet equipment occurs sometime later, the ARP table of the remote 
devices will no longer be valid. So, these remote devices ǿƻƴΩǘ ōŜ ŀōƭŜ ǘƻ access to the 
product until the ARP table is refreshed. 

Cloned MAC addr: 

This field exists only with Wired device cloning or Profinet device cloning. Fill this field, if 
you want to force the MAC address used for the cloning. Leave blank to clone the first 
device found. 
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Key cache life time: 

This field exists only with WPA/WPA2 EAP. If your AP supports the Opportunistic key 
caching (OKC) or the pre-authentication, this option allows configuring the life time for 
each PMK. The default value is 43200 seconds (12 hours). 

Deauthenticate before roaming to next AP: 

When this option is selected, the client can de-authenticate the current access point 
before the client roam to the next access point, which frees up the frequency more 
quickly. This option can be left unchecked to allow more time for an access point 
controller to handle the transfer, or to ensure compatibility with previous versions of 
WaveOS. 

Do not cache old scan results: 

When checked, the scan results of the previous scan cycle is not merged with the results 
of the current scan cycle. This option is checked by default. 

Multiple connection failures watchdog: 

This option allows triggering a reboot of the equipment in the event of systematic failure 
of connection to the access points, when there are candidate APs within range. The value 
is expressed in seconds.  
 
 

 
Advanced settings tab in Point to multipoint station (ad-hoc)  

 

BSSID: 

This option allows setting the BSSID for this interface, in MAC address format, as six pair 
of column separated hex digit (ex: 12:34:56:78:9A:BC).  
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Roaming tab (only in Client mode): 

 

If the bridging mode is set to 4 addresses format (WDS), Proactive Roaming must be 
enabled ONLY when the Connect before Break mode is selected. 

Enable proactive roaming: 

Check this checkbox to enable the fast-roaming features. 

List of channels scanned for the next AP discovery: 

Choose here the channels that will be scanned for AP discovery. This selection supersedes 
the list of channels from the Device configuration box above. 

Using more than one channel allows a denser repartition of the Access Points, as they will 
not interfere with each other. But, unless you are using a dual radio product, this will 
reduce the data throughput for the client, because the scanning process must periodically 
leave the AP channel (and thus stop transmitting) in order to scan other channels. 

With single radio products, the best throughput will be achieved if you use only one 
channel. If possible, do not select more than three or four channels. 

Delay between two successive scan cycles: 

This value represents the time (in milliseconds) between scan cycles. 

Current AP leave threshold: 

If the RSSI of the current AP falls below this value (in dBm), the client will try leaving the 
current AP and roaming to another AP. 

Note: in previous versions this parameter was named Current AP minimum signal level. 

Required level boost: 

Minimum improvement in signal level that the new (target) AP must exhibit over the old 
(current) one, to allow roaming to actually occur. 
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Current AP scan threshold: 

When the current AP signal is above (better than) this level, the client ceases to scan for 
better APs. 

Minimum signal level: 

APs whose perceived signal is below this level will not be candidates for roaming, i.e., they 
will never be preferred to the currently associated AP. But it will still be used if there is no 
current nor better AP. 

  



  Page 168 / 355 
 

DTUS070 rev A.17  ï June 2024  

Advanced Roaming tab (only Client with proactive roaming enabled): 
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Excessive signal detection threshold: 

When the perceived signal level of the current AP passes above this limit, the client will 
try to roam to another AP, in the assumption that the current one will soon suddenly 
drop, due perhaps to the use of directional antennas. 

Maximum signal level: 

APs that are above this level have less priority when choosing the next AP to roam to. 

Maximum time above maximum level: 

Maximum time allowed, in number of scan cycles, with a signal level superior to 
Maximum without a disconnection when no other APs are available for roaming. 
Furthermore, when this option is activated, the client will not connect to any AP superior 
to Maximum. 

Maximum time under minimum level: 

Maximum time allowed, in number of scan cycles, with a signal level inferior to Minimum 
without a disconnection when no other APs are available for roaming. Furthermore, when 
this option is activated, the client will not connect to any AP inferior to Minimum. 

Minimum roaming interval: 

This parameter allows to impose a minimum delay, in milliseconds, between the last 
association to an AP and the next roaming. 

No-return delay: 

In areas with many walls, an AP that was left because it became too far away, may appear 
very good for a short time, due to radio waves bounces. To avoid roaming back to this 
kind of APs, which you know to be far, you can add a delay here. 

Threshold hysteresis: 

In order to avoid oscillating behaviors when the measured received signal is unstable 
(which is usually the case), the scan, leave and excessive thresholds are, in fact, 
interpreted as intervals of width ± hysteresis centered on the threshold. 

RSSI smoothing factor: 

Thresholds are compared to the average power of the beacons received from the current 
AP. The smoothing factor adjusts the pace at which old beacons are forgotten in the 
moving average calculation. 

Beacon timeout: 

The number of consecutive missing beacons from the current AP that will cause 
disassociation and search for a new AP. The corresponding duration depends on the 
beacon interval set in the AP. 

Probe on beacon timeout: 

When set, before disassociation due to missing beacons, the client will send a short data 
frame and will not disassociate if this frame is acked. 
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Maximum time off-channel: 

When scanning another channel, the current AP is told to buffer incoming data until the 
client returns to the channel of the AP. Some APs have insufficient buffers and loose data 
in the meantime. This parameter limits the duration where the scanner is scanning on 
other channels, so it returns to the AP channel before the AP buffers are exhausted. 
This duration must be set greater than the sum of the two next parameters. It will be 
further reduced automatically to the duration of the AP beacon interval. Its precision is 
about 10 ms. 

If this parameter is large enough, the scanner can switch channels and send probes 
several times before returning to the current AP channel. 

Off-channel adaptation delay: 

Adaptation delay, in ms, after a channel switch, before sending the probe request or 
accepting beacons. Reducing below 30 ms speeds up scanning but decreases AP detection 
likelihood.  

Per channel probe response delay: 

The time the scanner will stay on the scanned channel after sending a probe request, 
waiting for probe responses or beacons. To tune this parameter, you must account for 
the traffic on the channel and the swiftness of the AP (or its controller) at answering probe 
requests. 
For DFS channel, where probes are forbidden, a floor value of 108ms is enforced to ensure 
beacon detection. 

Roaming log info: 

Select the roaming information that must be displayed. Please note that the Wireless log 
level must be set to Roaming or higher (see section 0 Log settings) 

 
Roaming tab with CBB (only in Client mode): 

 
 

Access point selection algorithm selection box appears only when Connect Before Break 
is selected. When selected, a new tab is visible: Linear Roaming 
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Linear Roaming (Only in Client mode with CBB): 

 

Radio position in the vehicle: 

Indicate here whether the product is mounted at the front of the vehicle or at the rear. 
This allows the software to adapt its analysis to variations in the signal level. 

Urgent state threshold: 

This is the maximum signal level below which connection to an antenna backlobe is 
allowed. 

Signal Slope determination jitter: 

Give here the minimum variation compared to the highest sample which will allow to 
detect the slope direction change. Attention, the first dB is ignored, which means that for 
the value 1, the detection requires at least 2 dB of difference. 

Do not roam if current AP is the best candidate: 

The configuration of the different thresholds can lead the algorithm to cause roaming 
when the current AP is the best candidate. This option allows to avoid this behavior and 
thus to limit the number of unnecessary roaming, which most of the time results in 
roaming back on the same AP 
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Candidate minimum signal (Front position & Rear position): 

For roaming to an AP to be authorized, the signal strength of this AP must be equal to or 
greater than this value.  

Candidate maximum signal (Front position & Rear position): 

For roaming to an AP to be authorized, the signal strength of this AP must be equal to or 
less than this value 

Roaming request low threshold (Front position & Rear position): 

Roaming is authorized when the signal strength of the current AP drops below this value. 

Roaming request high threshold (Front position & Rear position): 

Roaming is authorized when the signal strength of the current AP goes above this value. 

 

MAC filter tab (only in Access Point modes): 

 

MAC-Address filter: 

You can specify a list of client MAC addresses that will be either allowed or denied. Let 
the filter disabled if you do not require it. WARNING: this must not be used alone as an 
effective security feature, since MAC addresses are is easy to masquerade. 

MAC-List: 

Enter the client MAC address to deny or allow. Enter MAC addresses as hexadecimal 
strings, with a separating column every two digits. 

Click the add icon on the right of the last field to add a new address. 

Click the remove icon on the right of any field to remove it from the list. 
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Advanced mesh settings tab (only in 802.11s mode): 

 
 

Path refresh time: 

When data is sent through a previously discovered path which is due to expire soon (i.e., 
in less than the path refresh time parameter), an early discovery is started, so that the 
path will be already renewed when it should have expired. This removes data latency due 
to expired path renewal. path refresh time must be less than active path timeout. 

Min discovery timeout: 

When a path discovery request is sent, it will be resent if no response is received after 
min discovery timeout. This discovery timeout is doubled after each successive timeout 
ŦƻǊ ǘƘŜ ǎŀƳŜ ǇŀǘƘΦ ¢Ƙƛǎ ǾŀƭǳŜ Ƴǳǎǘ ōŜ ƎǊŜŀǘŜǊ ǘƘŀƴ ǘǿƛŎŜ ǘƘŜ άƴŜǘǿƻǊƪ ŘƛŀƳŜǘŜǊ ǘǊŀǾŜǊǎŀƭ 
ǘƛƳŜέΣ ǎƻ ǘƘŀǘ ǘƘŜ ǘƛƳeout covers both a request and its response crossing the largest 
possible path in the network. 

Active path timeout: 

This is the delay during which a path is considered valid, i.e. it can be kept in cache tables 
and used before a renewal becomes mandatory. The target of a path discovery inserts 
this value in its response to the requester. The requester can use the path during this time 
at most, after which it must renew the discovery (in case the target has moved). 

Network diameter traversal time: 

This is an estimate of the time needed for an HWMP frame to propagate across the mesh. 

Rssi threshold: 

This is the threshold (in dBm) below which a plink will be closed if already established or 
not allowed to start the peering process if not. Enter 0 to disable this feature. 

Root mode: 

This indicates whether this station is a root node, and how it advertises this fact to other 
stations. A root node sends periodical broadcasts to inform all the other nodes of its 












































































































































































































































































































































































