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| Lb¢wh5!'/ ¢Lhb

This reference guide applies to the followithgvices

RAILBOXRAILTRAG#EmIly, all models
Ailink & Airboxseries, all models
AirWan all models

AirXroad, all models

EmbedAir series, all models
RuggedAiseries, all models
WaveNetEXx series, all models

X X X X X X X

2 KSNBEOSNJ 0KA&a R20dzySyid NBFSNAR (2 aiKS LINP
the products in the above list.

Together with the quick start guide included in the product package, it covers product
installation, configuration and usage, and general information abodEMgrotocols.

This reference guide describes aveOSersion4.26.0.1

- If your product contains an earlier version, you can download a firmware update from
our Internet web site.

- If your product contains a more recent version, you can check our web site to download
a documentation update.

The firmware change log (which you can download from the ACKSYS webxgitains which
features are availabldepending on thdirmware version

All recommendations for equipment installation, such as power supplies, antennas and
connection cables are documented in the quick installation guide specific to each product.
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Regulatory information / Disclaimers

Installation and use of this Wireless LAN device must be in strict accordance with the
instructions included in the user documentation provided with the product. Any changes or
modifications (including the antennas) made to this device that are not eXgragproved by

GKS YIydzFF OG0 dzNENJ YIeé @2AR (KS dzaSNDa | dzi K2
is not responsible for any radio or television interference caused by unauthorized modification
of this device, or the substitution of the connectingbtes and equipment other than
manufacturer specified. It is the responsibility of the user to correct any interference caused
by such unauthorized modification, substitution or attachment. Manufacturer and any
authorized resellers or distributors will asee no liability for any damage or violation of
government regulations arising from failing to comply with these guidelines.

Information in this document is subject to change without notice and does not represent a
commitment on the part of ACKSYS.

L/ Y{,{ LNRGARSA (GKAa&a R2O0dzYSy i expréssedniimipiies, & A {
including, but not limited to, its particular purposand takes no responsibility for the
profitability or the suitability of the equipment for the requirements of the user

ACKSYS reserves the right to make improvements and/or changes to this manual, or to the
products and/or the programs described in this manual, at any time.

Information provided in this manual is intended to be accurate and reliable.

However, ACKSYS assumes no responsibility for its use, or for any infringements on the rights
of third parties that may result from its use.

This product might include unintentional technical or typographical errors. Changes are
periodically made to the information herein to correct such errors and these changes are
incorporated in new editions of the publication.
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1.1 Products goals

Theseproducts provide WFi connectivity for Ethernet devices. Thanksheir configuration

capabilities they cancreatevarioustopologies;see sectionVNireless topologies examplés
details.

1.2 Features common to allwducts
Many features are common to all products in this product line.

Networking
Layer 2 softwardridging VLAN Tunneling, STP/RSTP, 802.1p and 802.11e QOS.
Layer 3 outingwith DSCP retagging, NAT, firewBliffserv QOSMulticast routing
DHCP server or cliedDNS relay
Configuration and maintenance:
HTTP and HTTPS Web browser configuration
AcksysNaveManagecompatibility
SNMP agent for status and configuration
Events handler, alarms
Browserbased firmware upgrades
Emergency upgrade mode
Performance graph trace
Wi-Fi capabilities:
Radio
u Dual band (2.4 GHz and 5 GHz)
U Support either 802.11n, 20 or 40 MHz channel width or 802.11ac, 280 40160
MHz channel width
U Backward compatible with 802.11a, b, gaa, ax
Wireless Roles:
U Access point, bridging client, 802.INlesh,RogueAP

U Access pointdient isolation, 802.11x authenticator, slow bit rates lockout, clients
MAC filtering

U Client modes: 4ddresss, MACtranslation, cloning
Security (depending on the mode):
U WPA2, 802.1x (RADIUS)
U A/B/G compatible security: WPA, WEP
Longdistance WAFi
WME/WMM configuration support
Miscellaneous: 802.11h, 802.11d, client 802.11r support
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1.3 Extra features per producmnodel

This section focuses on the features that involve specific software configuration. Other

distinctive characteristics are covered in the quick installation guide of each product.

Configuration and maintenance:

GKey configuration backup

LED status

Hardware alarm contactodigital outputand digital input

Wide area radio networks

2G/3G/4@5G data communications, 2 SIM slots
Multi-constellation satellite positioning (GNSS)

Ethernet capabilities:

10/100/1000 base T
Auto-crossing (MDX)

Automaticspeed and duplex selection

Some features depend on Radio Card type (802.11n or 802.802d 1ak

Radio card typg 802.11n 802.11ac 802.11ac 802.11ax
Feature Wave 2
802.11 max modulation rate 450 Mbps 1300 Mbps | 1730Mbps | 4083Mbps
Maxremote clients per access poi 124 128 128 256
Fast Roaming \% \% \
Connect Before BredRoaming \% \ Vv
Scanning/roaming cluster \% As scanner As scanner
Mesh Vv
Line Topology Repeater \%
Maxroles per radio 8 8 8 16
(AP, clientrepeater, portal)
Dual radio repeater \% \% \% \%
VLANtagged frames forwarding \% \% Vv Vv
SRCC support Vv \Y \Y

1. SRCC only workgith 802.11acand802.11axon the first radiocard
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1.4 System design

A I
| SNMP agent
Services) HTTP/HTTPS Discover DHCP GPS Configuration Upgrade
‘Wehb Browser NTP || Syslog
. . agent DNS Relay SErver Backup Management
|| Configuration | Events & Alarms |
- * s
Layer3 : Routing, Firewall, NAT, Diffserv QOS
&
| Bridging, Vlan, Tunneling, STP/RSTP, SRCC |
: 802.1p and 802.11e QOS
= |
5
kT 1
s Layer2 |
g |
= I
[
1
[
|
Layerl |
|
Y L
| A
I
Kernel I’ Wawve0Ss Bootloader
|
T
:| Procdssor ¢
Hardware | ¥ ¥
i Cellular card Alarm, Reset
'_ - sm__||digiaitjo | ° || €KV || T || FAM ] gureon

1I.5 Products settings compatibility

The product settings can be backup in a file through the web interface or in theEY. This
backup is not compatible with all products range.

This section showan example of the configurationbackup compatibility between the
products.For other products compatibility, please contact ACKSYS support.

Backup from Backup can be loaded in
RailBox/D* RailBox/D*
RailBox/11* RailBox/11*
RailBox/22* RailBox/22*
RailBox/20* RailBox/20*
RailBox/2* RailBox/Z*
RailBox27* RailBox24*
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The quick start guideshipped with your product includes specific startup instructions and
recommendations. Please read it first.

1.1 Power supply

The quick start guide gives the maximum power consumption for your product. You should
consider this value as the minimum thaiur power supply must provide. Furthermore, there

is an additional point to considethese products includ&Vi-Fi radio cards that can cause
quick power surges during wireless communication. These surges are included into power
consumption given by the quick start but, if your power supply is too slow to deliver power,
it can cause product reboots or unpredibta behavior.

[11.2 Antenna types

The following sections describe the most commonly used antenna type and the way to install
them.

These explanations rely on good understanding of what a radiation pattern represents. If you
are not familiar with it, please read this page firsthttp://www.antenna-
theory.com/basics/radPattern.htmThis represents a good starting point.

The radiation patterns shown in the next sections ardy provided agxample to givea
better understanding ofhe distinctive characteristics efach antenna type.

[11.2.1 Omnidirectional antenna
Theradiatedpower isuniformin all the horizontal directions. Power drops progressively while

approaching thalirection of theantenna axis (verticall.he correspondingadiation pattern
Is given below.
This type of antenna is used to cover a wide area all around the antenna.

When using them, make sure that they are placed in the same plane.

Antenna Radiation pattern

) 90' 20
I 120 T, 60 120° e
SN f AN &
150 = D A YO\ 504
— \J - q
180° [ ~ o° 120°
210 AL RN L AP X
o 2 300 2407 R

v . - 270. i Ir .. et 3
Vertical Horizontal
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[11.2.2 Patch antenna

This kind of antenna focuseadiations on one side (see radiation pattern below). This allows
wall mounting without wasting radiations in the wall. The gain is generally comprised
between 7dBi and 9dBi.

Antenna Radiation pattern

\

[11.2.3 Yagi antenna

This kind of antenna also focuses radiations on one side (see radiation pattern below). But its
gain is usually higher than patch antenna (11dBi to 15dBi).

Antenna Radiation pattern

[11.2.4 Dish antenna
This antenna focus the radiations in one point and then can achieveigingain (>20dBi).

Antenna Radiation pattern
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Horizontal
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111.2.5 MIMO antenna

Antenna manufacturers providelIMO version of each antenna type described previously.
MIMO antennas are basically a set of several (usually 2 or 3) standard ansgnutdogether
in a single enclosure.

In any case, refer to the antenna datasheet to get information about the Radiation pattern
and internal layout.

[11.3 Antenna installation

Radio connectors come in several flavors: SMA, RPSMA, Qi4eNand so on. Please do

not mistake SMA for RPSMA. They look alike, but the central pin or hole is inverted. RPSMA
is reserved for Wki only operation. Other uses, like GPS or Cellular ragie, SMA
connectors.

Thee are two major cases when considerg-Fiantenna installation.

[11.3.1 LegacyB02.11a/b/g case
You can establish Wi links from a few feet to several miles but it requires some cautions:

You must adapt the EIRP of the products (but you must keep it in the local regulations
range) according to the distance and obstacles between devices.

The link RSSI must be high enough, else when environment changes (climatic conditions
change or space reorganization) the link might break.

To increase the EIRP you catmer:
1 use an antenna with a larger gain
1 usea product with a larger radio output power
1 marginally use better quality connectors and radio cables.
C2NJ 2dziR22NJ f Ay (12X LINRPRdzOGA Ydzad oS afA

mandatory conditionand should be considered with attention. Thehematicbelow
SELX FAya gKIFEG 6S YSIyYy o6& aftAyS 2F aA3IK[G:
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Line of Sight (LOS) Line of Sight
Fresnel Zone

Nortline-of-sight (NLOS) andearline-of-sight are radio transmissions across a path
that is partially obstructed, usually by a physical object in the innermost Fresnel zone.

Near Line of Sight (NLOS) (e of sight

Near Line Of Sight can usually be dealt with using better antennas, but Non Line Of Sight
usually requires alternative paths or multipath propagation methods.

Obstacles that commonly cause NLOS conditions include buildings, trees, hills,
Y2dzy G Aya X
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[11.3.2 802.11rac/ax

With these norms, considerations about EIRP and RSSI are still relevant. But the
802.11rac/ax takes advantage of MIMO (Multiple Input Multiple Output) technology and
introduces new ways to use multiptennas

802.11a/b/g products already use more than one antenna but they were limited to the
diversity mode (only one antenna transmits at a time). Moreover, bounces on walls or other
obstacles cause multiple paths that confuse the receiver (see figure below).

802.11rac usesthese bounces to allow several independent streams (2 to 4) to be sent and
identified simultaneously. At the beginning of the transmission, a-kvedlvn pattern is sent.

The receiver uses that pattern to calibrate itself and characterize the transmdsaomel for
each antenna.

Using that information, the receiver is able to calculate which stream belongs to what
antenna.

In this case there must be at least one antenna per stream to be sent. Supernumerary
antennas araised to transmit additional spatial information.

Since 802.11kac/ax use bounces to increase bandwidth, a line of sight outdoor application
will havelessperformance compared to an indoor one, because there are potentially no
bounces at all. This problem can be solved by sending polarized radio waves orthogonal to
each other. Such sOF f t SR a{flyd !'yiSyyla¢ | NBE I Oidz
antennas put together in a single case.
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[11.3.3 Cellular antennas

LT @2dz dzaS 2yfteé 2yS IyiSyylr> YI1S adaNB Al
GRADSNEAGE:E O2yySOU2NJ A& dzaSR 2yfeée G2 SyKtl
If you use the diversity antenna, make sure it is placed at least 30 cm away from the main
antenna, and that the coaxial cables are well separated from each other.
Some hints for best performance:

U Keep the antennas perpendicular to the ground,

U Avoid being surrounded by metal objects,

g tftlFOS GKS RAGSNBAGE FydSyyl a2 GKFG A

not line up.

I11.3.4 GNSS antennas

GNSS is a generic acronym for GPS, GALILEO and similar satellite positioning systems. GN
antennas come in two flavors: active or passive. Active antennas hold anbpiiikamplifier
which is powered through the antenna cable.

Plugging a passive antenna on an active input connector can shortcut the power supply.
Plugging an active antenna on a passive input connector leads to feeble reception. Always use
the correct type of antenna suitable for the input connector.

GNSS signals are feeble. Keep cables as short as possible. Beware of glass windows that m:
be opaque to the GNSS radio frequency.

[11.4 802.11 adio channel choice

Wi-Fi standard compliant products can use two RF bands:
- The 2.4 GHz band covers the channels compatible with 802.11b/g/n standards,
- The 5 GHz band covers the channels compatible with 802.11#4x/atandards.

Several points must be considered when selecting a radio channel for optimal performance:

U First of all, local regulation rules that may forbid or limit using some channels;

U Transmit power on each channel, that may be limited by the legislation and by the
hardware;

U Radionoise andnterferences originating from other \Ai devices operating on the
same channebr non-Wi-Fi devices like microwaves oven, cordless telephones,
Bluetoothdevices others wireless devices

U/ 2tftAairz2ya RdzS (2 0K Sl akdss poRiS yourdystenmiuse? v €
the same channel

A preliminary site survey is strongly recommended to detect overloaded radio channels
BEFORE buying band specific antenAa. overloaded channel may stronghffect
performances. It is recommended to use a free channel.

Wi-Fi performance also depends greatly on the radio link quality (a.k.a. RSSI). The better the
RSSI is, the better the throughput and error rate can be. Signal quality is a function of distance,
obstacles, narrow pathways, hygrometry, and antennas oriéorat
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[11.4.1 2.4GHz overlapping radio channels

The radio channel is only an indication of the central frequency in use. Modulation enlarges
the channel to a @22 MHz band. This must be taken into account when severdtiWwells

are near to each other in 2.4GHz (5GHz channels do not overlap), otherwise the effective
performance will decrease due to interferences. This point is especially important when you
try to cover a geographic area with several access points.

Channel Centre Frequency (GHz)

1 2 3 4 5 6 7 8 9 10 11 12 13
2412 2417 2422 2427 2.432 2.437 24422 447 2.452 2,457 2462 2.467 2472 2484

lf 0 K2dzaK (1 RS S LAIA yoHE2 YOKF yy St a m> ¢ | YR
close, the £6¢11 guideline has merit. If transmitter channels are chosen closer than channels
1, 6 and 11 (for example, 1, 4, 7 and 10), overlap between the emmay cause
unacceptable degradation of signal quality and throughput.

77

77
17

Picture 111-1: Example of geographical implantation of non-overlapping channels
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111.5 802.11 egulatory domain rules

To control the use of Wki radio channelshere are 3 major regulatory rules sets in wide use
all around the world:

- ETSI: for European cour@s
-  FCC: for American courgs
- MKK/TELEC: for Asian countries

Specificregulatory domais (France,Brazi] Korean,! dza G NJderivd fronX the major
regulatoryruleswith severaimodifications

The regulabry domaingives the rules to useachRF band.

To abide byyour locallaws you must select the country where the product will be
installed before activamgthe WiFi card.

[11.5.1 Antenna gain and RF output power

If youplan touse ahigh gain antenngyou might exceedthe EIRP allowed in your countiy
this case you must redugaanuallythe radio transmitpower of your product(seeAdvanced
Settings talin sectionVI.1.1.1Wireless/Radip

In the following sectiosyou will findthe FCGand ETStrules to adapt the productransmit
power to the antenna used.

Definition of terms:
RF Output powelRF power radiated by the ACKSYS wireless device without the antenna
EIRPRF power radiated by the ACKSYS wireless device with the antenna.

EIRP = RF OUTPUT POWER + ANTENNA GAIN (dBi)
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[11.5.2 FCC rules fa2.4 GHband

2.4 GHz point to multipoint:

MAX RF Output POWER | MAX Gain MAX EIRP
dBm  (mWw) dBi dBm (W)
30  (1000) 6
27 (500) 9
24 (250 12
21 (125) 15 36 (4)
18 (62.5) 18
15 (32) 21
12 (16) 24

In other wordswhen usingantennaswith a gainhigherthan 6dBi, foreveryl dBi
gainover6 dBi,the MAX RF output powenustbereducedoy 1 dB.

2.4 GHz point to point:

MAX RF Output POWER | MAX Gain MAX EIRP
dBm (mW) (dBi) dBm (W)

30 (1000) 6 36 (4)
29 (800) 9 38 (6.3)
28 (630) 12 40 (10)
27 (500) 15 42 (16)
26 (400) 18 44 (25)
25 (316) 21 46 (39.8)
24 (250) 24 48 (63)
23 (200) 27 50 (100)
22 (160) 30 52 (158)

When usingntennas with a gain higher than 6qBirevery3 dBigainover6 dBi,
the MAX RF output powenustbe reducedby 1 dB.

DTUSO070 rev A.17 T June 2024



Page22/ 355

[11.5.3 FCC rules for 5 GHz band

MAX EIRP = special rules

MAX
Freg. . RF output MAX | MAX EIRP
e (GHz) | Channels | Location | ‘no\wer | Gain (dBi) | (dBm/mW)
(dBm/mW)
UNII 5.15-5.25 | 36:40.44, | Indoor & 16 / 40 6 22 /160
48 outdoor
UNII-2 5.25-5.35 | 22:96,60, | Indoor& | 5,5, 6 29/ 800
64 outdoor
100, 104,
108, 112,
5.470- | 116 120, | Indoor &
_ ’ ’ (1)
UNII-2 ext. 2 70 124 128 | outdoor | 231200 6 29 /800
132, 136,
140
5.725-
UNII-3 5 895 149 to 165 outdoor 29/ 800 6@ 35/3.2W

(1) If antennas higher than 6dBi gain are utilized, a reduction of 1 dB of the MAX RF output
POWER is required for every 1 dBi increase in the antenna gain abave 6dBi

MAX EIRP = special rules

MAX
. RF output | MAX Gain | MAX EIRP
BAND Freq. (GHz) Channels Location POWER (dBi) (dBm/mw)
(dBm/mW)
UNII 5.15-5.25 36, 40, 44, 48 Indoor 16 /40 6 22 /160
UNII-2 525535 |52, 56,60, 64| MHOOT& | o350 6 29 /800
outdoor
100, 104,
108 L1, Indoor &
UNII-2 ext. 5.470-5.725 116, 120, S~ 23/ 200 6 29 /800
124, 128,
132, 136, 140
UNII-3 5.725-5.825 149 to 165 outdoor 30/1W 230 53 /200 W

(2) If antennas higher than 23 dBi gain are utilized, a reduction of 1 dB of the MAX RF output
POWER iequired for every 1 dBi increase in the antenna gain above 23 dBi.

Some channels require DE$port;pleasead S S & Ka&dlard detgctiom overview (DES)

DTUSO70 rev A.17 T June 2024



Page23/ 355

[11.5.4 ETSI rules for 2.4 GHz band

2.4 GHz point to multipoint:

MAX
. RF output MAX MAX EIRP
BAND Freq. (GHz) Channels Location POWER | Gain (dBi) | (dBm/mw)
(dBm/mW)
ISM 2.4-2.483 1t013 Indoor/ NA NA 20 /100
outdoor

[11.5.5 ETSI rules for 5GHz band

5 GHz point to multipoint:

MAX
. RF output MAX | MAX EIRP
BAND Freq. (GHz) Channels Location POWER Gain (dBi) | (dBm/mW)
dBm (mW)
UNII 5.15-5.25 | 36, 40, 44, 48 | Indoor NA NA 23 /200
If TPC
UNII-2 5.25-5.35 | 52,56, 60,64 | Indoor NA NA 23E’| Szeoo
20/ 100
100, 104, If TPC
108, 112,
UNII-2 ext. | 5.470-5.725 | 116, 120, '233%0‘3‘ NA NA S04 e
124, 128, Else
132, 136, 140 27 /500
UNII-3 5.725-5.825 | 149t0 165 | Forbidden NA NA NA

TPC means Transmit Power Conttoli (ndechanismby which 2 devicemitiating a

communication will negotiate so that their respective power level is as low as possible,

just loudenough to hear each other
Some channels require DE$pport;seesectiondRadars detection overview (DESp
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[11.5.6 Radars detectioroverview (DFS)

In some regions, it is important to ensure that wireless equipment does not interfere with
certain radar systems in the 5 GHz band. If radar is detected, the wireless network
automatically switches to a channel that does not interfere with the radar syskeaeing

the channel when @adarisdetected s called DFS (Dynamic Frequency Selection).

The radar detection is only required for a master device (AP, mesh nodecadFor a slave
device (client), the radar detection is not required but the device must use a passive scan
(listen only to join a networkPlease notice that passive scan does not allows connection to
hidden SSIDs (active scan is requiréafually, a client needs to send probes (active scan) in
order to identify a hidden SSID AP.

Radar detecbtin is a probabilistic activity, because radio signals can be distorted by distance,
echoes and other hazards. The radio hardware compares the radio signal with known radar
patterns. This mechanism can inherently fail in two ways:

- Not detecting a real radar pattern because it is distorted,;

- Detecting a noexistent radar pattern because another radio signal is distorted
resulting in something similar to a radar signal. This is called false detection.

The detectormakesits best to avoid these pitfalls but obviously cannot guarantee a 100%
exact detection. And indeed, the standardsruui require 100% detection success. This may
result in false detections, and unexpected channel switchirgpme cases.

The ACKSYf@oduct maintains a database of all applicable channels, where each channel is

YENJ SR Fa awlRINICNBS¢S awlRFNI RSGSOGSRe =

I OKFYyySt YINJSR Fa awlkRFNI FNBSE 2NJ db2 NI
When the selected channel requires the DFS mechanism, the product starts the Channel
Avalilability Check (CAC) period. During this period, th&i\&frvice is not available because

the product is checking if no radar is present on the channel. If a radi@tected during the

[ V] LISNA2R>X GKS OKIyySt A& YFENJSR a awl R
channel.

LT GKS aStSOGSR OKFyySf Aa GNIRFENI FNBS¢xX
product continuously monitors the spectrum to search for radar patterns. If radar is detected,
the product stops the Wi service, and will select another channel.

~ A - 4

' FGSNI N RIFNJ RSGSOUA2yE GKS OKFyySt A& YI N
Period (NOP). During this period the product cannot select this channel.

<
2 .
= CAC Traffic
o
oA
CIC) o
§ CAC Traffic
O
A 1[«
ChannelA is selecte Radar detectean channel
A, stop WiFi service and Channd Bis radar free, WBervicds
available

Channd Ais radar free WiFk ChannelB is
Servicdsavailable selected
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Two lists of typical radar waveforms must be detected according to ETSI or FCC standard
Basically, a typical radar waveforndisfined by different parameters like

- Pulse Width

- Number of pulseper radar burst

- Time between pulses (Pulse Repetitlerequency or Pulse Repetition Interval)
- Number of bursts

The list of channels that require DFS are the following:

Channels BAND CAC period NOP period
36, 40, 44, 48 UNII DFS is not required
52, 56, 60, 64 UNII-2 1 min 30 min

100, 104, 108, 112, 116, 120,

124, 128, 132, 136, 140 UNII-2 ext. 1 min 30 min
149 to 165 UNII-3 DFS is not required
Channels BAND CAC period NOP period

36, 40, 44, 48 UNII DFS is not required

52, 56, 60, 64 UNII-2 1 min 30 min
100, 104, 108, 112 1 min 30 min
116,120, 124, 128 UNII-2 ext. 10 min 30 min

132, 136, 140 1 min 30 min

CAC and NOP periods are minimal values.

NOTE: If the slave device (client) does not support the radar detection, the EIRP is limited to z
dBm.
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[11.5.7 Specific DFS features for ACKSYS products range

The ACKSYS products support three master roles: AP, mesh nod®R@ICOnly the AP
role supports DFSTherefore,the two other masterroles (mesh node, adhoc)can only use
non-DFS channels

In slave mode, ACKSYS productsatsupportradar detectionbut satisfy DFS requirements

because they use the passive scan mdgke.aware the EIRP must always be lower than 23
dBm.

The CAC period in ETSI mode for channélidTorced to 10 nm whereas the minimum
recommended value is 1midhat enables to suppadrig HT40 with channels 116/120 and
HT80 with channels 116/120/124/128.

The list of radawaveformsdetected by ACKSYS productslatedin:

- ETSI EN 303 standard Thesupportedrelease isnentioned in theDFS test reportCE
declaration of the product. New radar pulses are added with every version.

- FCC part 15ub part EThe supported release is mentioned in the DFS test report.
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V! 5aLbL{¢w! ¢cLhb hx9wzxzlL 9:?
V.1 Web interface

The primary means to fully configure the product is the web browser interface. It is described
in more details in th&Veb Interface referencehapter.

To get access to the product you may have to set its IP address first, this is doneith&ing
the AcksysiVaveManagesoftware

You can use any recent browsetept Microsoft Internet Explorer 11

V.2 Reset pushbutton
The RESET pushbutton has three uses:

- ashort press (< 2 seconds) will reboot the product. The DIAG led will turn red steadily
when the reboot takes place, until the product is operational.

- along press while the product is running will reset it to factory settiRgsss and hold
the reset button until the DIAG led turns RED.

- along press at startup time (either at powep or very shortly after a reboot) will
FOGAGIGS GKS d9YSNHSyYyOeé dzZLJANY RS¢ Y2RSO
will blink quickly. This mode allows either to reload the firmware fréwksys
WaveManageror to reset to factory settingsvith another press on the pushbutton
(seeabove.

V.3 AcksysWaveManager

Acksy3dNaveManagercan detect theeproducts, display their configuration and set their IP
addresseven when they are incorrectly configurear an incorrect subnet.

AcksydNVaveManagercanalsobe used to sethe SSID and WiFi operating frequency (radio
channel)

AcksysWaveManagercan also be used to reload the firmware when the product is in
G9YSNAHSYyOe dzLJANI RS¢ Y2RSo®
Please refer to the WaveManager user guide for more information.

IVV.4 Emergency upgrade
Thed 9 YSNHSY O& dzLJANI RS¢ Y2RS Aad Setav&yNBeR a OA |
product was powered down during a regular firmware upgrade, or if the product experienced
such conditions that it is completely naxperational.

Thed 9 YSNEBSY O& dzLJANI RS¢ Y2RS A& VIREBmvwaNWNpgEde Ay

V.5 SNMP agent

The product embeds a SNMP agent allowing configuration and monitoring from a SNMP
manager like Acksy&WaveManagerHP OpenView or net-snmp commands.
The SNMP agent is described in more details in its own chapter.
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V.1 Networkingcomponents

w9 C9O9w9Db/ 9

V.1.1 OSI model

The discussion of the networking fea¢s will often refer to the Open Systems Interconnection
(OSImodel. It is a conceptual viewf communications systems standardized by the F€ase

refer to http://standards.iso.orqg/ittf/PubliclyAvailableStandards/index.htonlother resources
for further explanations.

Application

Presentation

Session

Transport

Network

Data link

Physical

Medium

Picture V-1: The OSI layers

This user guide focuses on the three lower layers of the model: physical, data link and
network.

V.1.2 TCP/IPmodel
TCP/IP is the protocols stack used by Internet and most Intranets.

In a device patrticipating in a TCP/IP network, there are four software layerapgiieation
layer, thetransport layer(TCP or UDP), theetwork layer (IP), theLAN layer(Ethernet, WA

Fi, pointto-point modems, etc.)Though the TCP/IP model is older than OSI, it is somewhat
correlated since it is one of the origins of OSI.

TCP/IP model OSI| model

Application

Application Presentation
Session

Transport (TCP.UDP) | Transport
w Data link
Physical
Medium

Picture V-2: Comparison of TCP/IP and OSI models
Each layer has its own purpose and addressing scheme.
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TheLAN layer addresallows a device to send data to another device connected to the
same LAN. But there is not enough information in a LAN address to send to a device
connected on another LAN through a router.

TheNetwork (IP) addressolves this problem by defining addresses which can be subject
to routing. When the source and destination devices are not on the same LAN, the source
device can send data to an intermediate router (also called gateway). The router has
routing tables whib allows it to forward data to the destination device, maybe through
other gateways.

Thetransport layer addressQF f £t SR | aLIR2NIé>X Aa dzaASR Aya.
data to the correct application process.

You can move packets between two physical links depending on their MAC addresses,
without changing the packets: this is called bridging or switching. You can move packets
between LANs by selecting their destination depending on the IP addresses: thisds ca
routing. Routing offers additional features, like the possibility to masquerade IP addresses,
or to selectively disable routing: this is firewalling.

V.1.3 LAN layer: network interfaces

In the context of TCP/IP networks, a network interface is a way to communicate with other
computers. This way could be a piece of hardware and its software drivers, like an Ethernet
LAN, or a pair of modems linking COM ports of two peer computers; it ataddoe a whole
subsystem like a PABX, a-Minfrastructure, or a couple of Ethernet paired for redundancy.

In WaveOS, the network interface is implemented as a software object that conceptualizes a
communication port. It provides communication between

- an upper software layer such as the IP networking layer or a bridge,

- and lower communication interfaces, such as physical media, tunnel§, Wi ¢ N2 f S &
bridges.

You can group compatible network interfaces inside bridges. Access points are commonly
bridged with an Ethernet LAN to provide Ethernet access to itBi\dlients. The IP protocol
views the bridge as a single interface with a single IP address, judtthieebridge was an
external hardware switch.

Giving an IP address to a network interface attaches it to the IP layer.

V.1.4 Physical interface

A physicalnterfaceis a software object thatlies on a hardware device lilee Ethernet card
or aWiFiradio card.

The VI.1.1Physical interfacesubmenuconfigures the physical interfaces

V.1.5 Network segment

A network segment is a hardware assembly that interconnects two or more computers, and
ff26a GKSY (G2 SEOKFIyYy3aS LKeéaAOlekampledad R4S &
cable, a coaxial Ethernet, or a handful of RJ45 cables linked by an Ethernet Hub.

¢tKS O2yOSLIi 2F ySGo2N)] aS3IYSyld Ay 9GKSNYySI
R2YlIAYyeéd LG AYRAOFIGSE 6KAOK RSOAOSa gAaftt |
synchronize to access the media.
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Note that a network switch splits the network into several segments, because it filters frames
between its ports; conversely a legacy network hub maintains the view of several ports
sharing a single segment because collisions can occur between ports.

V.1.6 Virtual interface

A virtual interface is software object that implements spectalurpose processing on data
framesand that can be associated with a physical interface, or another virtual interface, or
stand alone.

Virtual devices are commonly used to create tunnels or to multiplex several unrelated flows
through one mediunusing VLANS

The Cellularsubmenu configures the virtual interfaces

V.1.7 VLAN

The VLANVirtual LAN) concept allows splitting up a broadcasting domain at the data link
layer into several sudomains, by assigning to each sadimain a VLAN identifying number,
the VLAN_ID

VLANs have a number of advantages. They help reduce to -dosudin the target of
broadcast frames, isolate unrelated hosts which share the same physical network, and allow
bridges to make different forwarding decisions based on VLAN IDs.
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Without VLAN
PC1 PC2
E i : g
¢ 4
+
pCc3
With VLAN
PC1 on VAN Bridge PC2 on VLAN2

XX

X

PC3 on VLANI

Picture V-3: Computers receive only from computers on the same VLAN

V.1.7.1 Frame tagging

When a network segment must convey frames for several VLANS, the frames are tagged
with the corresponding VLAN_ID.

V.1.7.2 Vlan interface

A VLAN interface is a Virtual interface that filters a VLAN_ID of ingress traffic on a physical
interface, then untags it by removing the VLAN _ID. Conversely, all egressing traffic of the
VLAN interface will be tagged with the VLAN_ID.

The VLAN interfaces are achieved with the VIRTUAL INTERFACES/802.1Q TAGS in subme
Please se€Y1.1.2.1802.19 Tagging
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V.1.8 Bridge

A bridge is a device that connects two or m@&®@2.1 compatiblenetwork segmentsand
forwards frames selectivelyBridging is done at layer @ata link layerof the OSI model:
framesare forwarded based otheir Ethernet address, rather thateir IP addressuplike a

router). Since forwarding is done at Layer 2laglér 3protocols can go transparently through
a bridge.

Each network segmeid connected tahe bridgevia aport. A port can be ghysical owirtual
interface.

Thebridge builds an internal list d1ACaddresses use on eachttached networksegment
When forwarding a frame, the lilge looksup the destinationin its table and forwards only
to the port bearing the addresdf the destination address is not found inadle, the frame
is duplicated and forwarded on every port but the originating .one

Abridgecaappeara$ RAAGAYOG KI NRgINB OFftSR I aag
acsoftware bridggé ¢ K A OdsevaallBorzlid a single layer 2 interface to be configured
at layer 3.

[ ] ] ] v ]

Picture V-4: An 8-ports switch

In order D bridge interfaces together, refer t¥1.1.4.1 Network configurationand the
Interfaces Settingsubmenu.

Application Application
Presentafion Presentation
Session Session
Transpodt Trpnsport
Metwork BRIDGE Metwork
Data Lin E:;irLi"k E:\:zru"k Dta Link
Physical E;:zircal E;:zircal PHysical
MNetwork Segment 1 Metwork Segment 2
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V.1.8.1 Bridge upper layer interface

Thesoftware brdges integrated in a router have one dedicated port through witeh
network upper layer servicesan route data to the underlying network segments or
configure the bridgatself. This special port is calldte upper layer interface

WaveOS product

Upper O3Sl layers

Network layer

Upper layer
interfaces -\—)¢upper port

Other network

software bridge

interfaces
port 1 iport 2 port 3 iport N
tunnel
(virtual) Other network
Ethernet wireless || interfaces
(physical) (physical)
network
network ((V)) segment N
segment 1 network
segment 3

Picture V-5: Upper layer interface in software bridges
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V.1.8.2 Vlan bridging

There are 2 types of bridges in WaveOS:
U Transparent Bridge: Bridge that does not handle VLANS.
U BridgeVLAN: Bridge that handles VLANS.

Transparent bridges are less powerful but easier to set up. They can be tweaked to use a
limited form of VLAN filtering.

a. Transparent Bridge

A transparent bridge does not consider VLANs or VLAN tags in frames. Frames are
forwarded to any bridge port, only depending on their destination address. If an ingress
frame contains a VLAN tag, it will egress unchanged.

So, a bridge port can potentially output both tagged and untagged frames. Manageable
external switches connected to this bridge must be carefully set to filter or pass through
the planned VLAN tags or untagged frames. See next picture.

.

Transparent Bridge

WLAN Tagged
Frames

M=

Picture V-6: Transparent bridge forwards tagged frames unmodified

Howeveryou can create VLAN interfaces (see above) and plug them on the bridge ports.
This enforces the use of tags, and allows converting from one VLAN to another:

Transparent Bridge

WLAN Tagged

_—— e === - - ' Frames
I

|
Y
Wlan virtual
interface

Untagged
Frames

Picture V-7: VLAN tag conversion using a virtual interface

The VLAN interface drops untagged and wrongly tagged ingress frames. It untags
properly tagged ingress frames before forwarding them to the bridge. In the other
direction it tags egress traffic.
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b. BridgeVLAN

In aBridge-VLAN each interface has a list of authorized VLANs. VLANS that are not in
this list cannot be forwarded via this interface.

Ingress untagged traffic is dropped and not forwarded by the bridge. Instead it can be
tagged with a configurable Default VLAN_ID, so it can then be forwarded by the bridge.

Egress traffic can be tagged or untagged.

Regular Bridge with VLAN 1 virtual interface
A

h J

i
i
I

Y

Regular Bridge

Switch that doesn't allow VLAN 1

o : -

Mg
gress

Egress
Vlan filter: Vlan filter:
VLAN 1, Default VID allowed WLAN 2 allowed
Tag untagged: Untag Egress: Tag untagged: Untag Egress:
Default VID Default VID NO NO
Ingress | Ingress
—‘—‘* 1
| X % A
1 1
1 ; ]
1 1
1 ' ' 1
Regular Bridge Regular Bridge

e, B, e B
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The bridges/lans are achieved with the BRIDGING / VLAN MANAGEMENT submenu.

Please see’/lan Management

V.1.8.3 Spanning Tree Protocols (STP, RSTP)

a. Spanning Tree overview

Incentive

Interconnecting various switch devices and MAC bridges in a LAN may lead to network
loops. For example (see picture below), say you hawedges A, B and C, and there is

a direct (Ethernet or Wki) connection between A and B, another between B and C,
another between C and A; then when a device connected to A sends a broadcast, it will
be resent by A to B and C, B will resend it to C amill@esend it to A. The broadcast
frame is caught in a loop which will soon take a lot of the available bandwidth resulting
inaseOl f f SR GoNRI ROIFI&ald ald2z2N¥Yéo

}’%'i;'l”.;.:‘;"‘ Ethernet Link %': e |
L el ] C T

by

Radio Link Radio Link

11
- i

|
it

However,loops may be useful to create backup routes when a link fails.
SeePointto-point redundancy with dual bansection for an example.

Topology model and related terms

The STP/RSTP topology is built on physical network links interconnedieddss The
whole structure is called Bridged LANExamples of bridges are: Ethernet switches,
manageable switches and the software bridge included in the product.

One physical network link may connect together sevenad stationsand several
bridges. Examples of such links are: the legacy Coaxial Ethernet, the Twisted Pair
Ethernet hub, or a wireless Access Point. When there are exactly two bridges connected
08 GKS fAY1 X 4612 MyEad Off X yf ISR F NIOE ¥eilv KASpoirt ¢ t K \
to-point link may connect end stations in addition to the two bridges.

The interface between the bridge and the physical network link is calpedtaA bridge
has several ports and its main function is to forward frames from one port to the others.

There are two ways to provide redundancy in a bridged LAN. First, a bridge may have
several ports connected to the same physical network link, to guard against a port
failure. Second, a group of bridges may form a loop (a mesh) to guard against a bridge
failure.
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Operation

When the STP protocol is activated on several interconnected bridges, they will
exchange information to agree upon a unique path to transmit frames from one point
to another.

The bridges will coordinate to set up a tree structure, thus avoiding loops, and this tree
is capable of rearranging automatically when links are broken.

STP should be activated on all bridges participating in a LAN loop. The alternate protocol
RSTP is an evolution of STP that reacts more rapidly to broken links in some cases, thus
accelerating broken links recovery.

A Warning: If the bridge containwireless interfaces, some caution must be taken to
ensure proper functioning dTP/RSTEn these interfaces:

U If the wirelessinterface is amAccess PointThe number of cliestconnected to
this Access Point must be limited to 1.

U If the wirelessinterface is aClient The Bridging mode must i@ addresses
format (WDS§ (since ARPNAT cannieandle nonlP STP frameslPlease note
that this implies that the roaming functionality is compatible with ST/R®BilyAif
set to theConnect befordoreakmode.

b. RSTP overview

RSTP is a network protocol defined in the standard 802.1d that ensures dréeop
topology in a bridged LAN (With WDS for wireless interface).

It also allows including alternate paths and backup ports in the network topology.
RSTP provides quick recovery of connectivity to minimize frame loss.

Packets name@PDUare used for RSTP negotiation between bridges, and for topology
changes.
Protocol outlines

Root election

RSTP defines the network topology as a Spanning Tree (an inverted tree). It first selects
a Root bridge from which Ethernet/Wireless connections branch out to connect other

switches.
After the root bridge is chosen, each other bridge in the network will Hawges of
links:

U Upper links Links leading to the root bridge
U Lower links Link notleading to the root bridge.

Then, each bridge will negotiate with its neighbors to state on which ports are attached
to lower links: theDesignated portsand whichports are attached to upper links. From
these, a single one will be selected as Rwot port
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Port roles

If several ports in the bridge have an upper link, to avoid loops, RSTP will define these
ports either asbackupif they share the same medium as the root port,atternate if
they are on a different medium. It does so according to ports performance parameters.

Only Root and Designated ports are allowed to forward packets, Alternate and backup
ports are not allowed to forward.

In case of failure on Root port, RSTP will change an Alternate or Backup port to Root
port.

So RSTP defiaé port roles for a bridge:
Root

Designated
Alternate

Backup
Disabled(no link).

c: c: c: c: c:

Port states

To avoid loops during RSTP port role definition, ports are allowed neither to forward
traffic, nor to learn MAC addresses. After assigning roles, ports are allovesstoMAC
addresses but not yet to forward traffic. Eventually the ports transit to the forwarding
state.

In RSTR port has 3 states:
U Discarding It is not allowed to forward traffic.

U Learning It is not allowed to forward traffic, but it is learning MAC addresses.
U Forwarding It is allowed to forward traffic, and it is learning MAC addresses.

Topology change propagation

In RSTP, a topology change is generated if a root or designated port moves to forwarding
state.All bridges (root and neroot bridges) can generate and forward topology change
information through BPDU to upper and lower links in the network, which allows RSTP
to achieve shorter convergence time than STP.

Performance Improvements

Convergence speed

To speed up the transition to forwarding state, and so have a functional network, RSTP
defines some performance parameters:

The Edge port typea port attached to LAN with no other bridge attached. RSTP will
make the edge ports transition directly to forwarding state.

The Pointto-Point link type a direct link between two bridges (without any
intermediate equipment like a hub between the two bridges). This will help designated
port to transition faster to forwarding state.
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The forward delay The delay to transition Root and Designated Ports to Forwarding
state.

Failure recovery speed
Some parameters act on the connectivity recovery speed in case of a bridge failure:

Helloperiody 9 OK o6 NAR3IS ONRIROIada Hglotimed RS
(by default = 2s), to notify itsridge neighbors of the RSTP statement and actual root.

A lowerlink bridge considers that it has lost connectivity with its upli@k neighbor

if it did not receive 3 consecutive BPDUs (by default 3x2s = 6s).

Reducing the Hello time speeds up recovery in case of bridge failure, at the expense of
greater bandwidth used for the BPDUs.

Best path enforcement

Automatic selection of the root bridge may lead to suboptimal routes for the traffic
flows. So, priorities can be set to make RTSP use known best paths:

Bridge priority. The Root bridge is selected by first comparing bridges priorities, and
secondly bridges MAC addresses. The user can enforce a known best path by setting
the bridges priorities to enforce election of the desired Root bridge.

Port path cost and Port priority When a bridge has several upper links, these
parameters will permit to select which will the root port on the bridge, and which will
be the alternate or backup port.

Backward compatibility with STP:

RSTP will revert to legacy STP orirderface if a legacy version of an STP BPDU is
detected on that port. This may lead to degraded performance. So, all bridges in a LAN
should use RSTP, although the LAN will still recover (less quickly) with STP.

V.1.9 Tunneling

Tunneling is a way tencapsulatedata frames to allow thento pass networks with
incompatible address spaces or even incompatible protocols.

Generic Routing Encapsulation (GRE)nnels are tunnels that can encapsulate
unicast/multicast traffic.

GRE createsladirectionaltunnel between gair ofendpoints (network devices). The source
point encapsulates the packets and redirects them to the destination point that will de
encapsulate them, so the GRE tunnel will behave as a virtual point tolimdint

The source and destination point are configured via a GRE virtual interface on each side of
the GRE tunnel. Each GRE interface contains the IP address of the other side of the tunnel.

Packets that need to be encapsulated and delivered to some destingtayhogd packety
are encapsulated in GRE packets, then the GRE packet is encapsulated in some other protoca
(the delivery protoco) and then forwarded.

The protocol type of thgpayload packetsan be one oETHER TYPE®e RFC1700).
WaveOSsupportsiPV4asdelivery protocol
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GRE tunnels are stateless, they cannot change the source endpoint interface to down, if the
destination endpoint is unreachable.

WaveOSsupportslayer 2tunneling over GRE by bridging the physical interface with a GRE
tunnel interface.

GRE interface: GRE interface:
Lecal TP 10.101.4.1 Local TP: 10.101.4.2
Romote [P 10.101.4.2 Remole 1P 10,101.4.1

Network 10.101.4.X

BRIDGE

BRIDGE
-5
Y Y
PC1 192.168.1.1 PC2 192.168.1.2

Layer 2 tunneling over GRian beconfiguredwith the VIRTUAL INTERCES/L2 TUNNELS
Please se€V/1.1.3.3L2 Tunnels
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V.1.10UnicastRoutingin IP networks

Routing is the act of finding a path from one place to angtbarwhich a packet can travel.
It enables hosts that are not on the same local network to communicate with each other.

A routerreceives packets not aimed at itself, aselects a path foiorwarding itpacket based
on its address tdhe next intermediate router or finaldestination To achieve the path
selection, therouter, usesa routing table buileither automatically oby the user.

Routing is done at the layer 3 of the OSI model.

IP is the part of the TCP/IP stack that manages computer addresses and routing. Within one
computer, the IP protocol sees each network interface as a separate LAN. Each LAN must have

'y Lt | RRNBR&aaszx az2YSOiKAy3a € A1 SP.Anetarkimerfaced m ® H
is thus the piece of software that drives one network hardware interface.
IP stack with network interface and software bridge
Configuration and monitoring tools
IP routing
IP address 1 IP address 2 IP address 3
IP interface IP interface IP interface
e.g.software bridge
e.g. e.g.
Ethernetl Wi-Fi client
Network Network Network
interface interface interface
e.g. e.g. e.g.Wi-Fi
Ethernet2 Ethernet3 access point

Picture V-8: Example of combined routing/bridging setup

The set of all the LANs that can communicate together by means of routers is an
GAYOGSNYSGo2N] €T GKS LYGSNYySid AdasStT Aa |y
nothing more than a computer equipped with several network connections and used
specifcally to route packets.

Here is the path followed by a data packetversing2 routers. The source and destination
IP address nevathangeduring the transit, contrary to the MAC addresses which change at
each routing point.

Data flow for routed packets
Computer 1 Computer 2
Application Application
4 A
Trapsport Transgvort
\dver Router 1 Router 2 lay

IP fouting IP routing IP routing IP routing

IP in ce IP | | |/f IP i | rface
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On WaveOSrouting is implied when several network interfaces are configured. It can be
tuned furtherin the ROUTING/FIREWA&Ubmenu Please sedRouting / Firewalthapter.

V.1.11Addressingn the Data Link Layer (OSI layer 2)

V.1.11.1Ethernet Address

The Ethernet address is also referred to as the hardware address or MAC address. The first
three bytes identifythe hardware manufacturer, e.g. H8®:0990 foran ACKSYS product.

The last three byteshange ineach product. This address is assigned at the factory and
should not be changed.

An Ethernet LAN can be made of hubs, switches, bridges. Teeaasmit data packet
without changesYou can think ofiubsas mere electrical amplifierand you can think of
switches as filtering hub3heymust not be confused with IRuters(see below).

Ethernet LAN example

No MAC address ’

E”El@ E”E”_-_J@ No MAC address ’
Ethernet hub

[ ] e ]

chaining

S, /,)_,,
MAC: 00:01:02:af:19:01

m Twisted pair
Ethernet cable

V.1.11.2Wi-Fi MAC Address

The WiFi protocols usehe Ethernet addresseformat to identify radio cards and to
distinguish various functions on the same card. These addresses are either factory assigned
by the radio card maker, or dynamically computed, e.g. when the same radio card
advertises two access point functions (tWd_AN3%.

A Wi-Fi MAC addressan also be useds the BSSI@Rn identifier which delimits which
stations can talk together using only ¥itechniques (e.g. using an Access Point but not
TCP/IP or Ethernet)

V.1.12Addressing in thdPlayer (OSI layer 3)

V.1.12.1P addressefPv4
The IP address is a 4 byt@s 32 bits)number, unique to each device on the network,

which hosts can use to communicateK S Lt I RRNX&aa A& dzadz ff &
R2GU0SR y20lrGA2y¢é 6KAOK O2yaraida 2F (KS R
by dots.

The IP address is divided into tyarts: network and host.The main purpose of this
division is to ease the routing proce3e set of bits constitutive of the network part is
ARSYUGATASR 0@ [exanpgl&tiemaskdss.255.265.CsdlectS R\ upper
bits of an address as the network address, and the lower 8 bits as the host address.
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l'y20KSNJ gl & (2 alLISOATe | ySiayvylral Aa G2 A
are the most significant. For example, i82.168.1.0/24the /24 part meansnetmask
255.255.255.0

Example: Class C network address and netmask

1/1/0/0/0/0/0/1/1/0/1/0/1/0/0/0/0/{0/0{0/0/0{0]1/1/1/0/0{1]0/0|O0
193 168 1 200
111/11111212111/1212111121/111/1100/0/0/0/0/0/0
255 255 255 0

Historical usage has namétlass A networithe networks1.x.x.X8 to 127.x.x.48; Class B
the networks 128.0.x.X16 to 191.255.x.K6; Class Cthe networks 192.0.0.24 to
223.255.255 ./24.

A host part with all bits set to 1 is the broadcast address, meaifargevery devicé. A
host part with all bits fixed to O addresses the network as a whole (for example, in routing
entries).Addresses above 224.0.0.0 are used for multicast addressing.

V.1.12.2P addressefPv6

WaveOs £22.0.1Key new features of IPv6
T12a0 [dzi202yFAIdzNF GA2Y GKNRdAzZAK a{ Gl 4GSt
1 SLAAC allows devices to generate their own IP address as®@st@Rerfeatures
1 LOTS of addresses

Similarly tolPv4, some of IPv6 address pool is reserved for specific services acasese
The table below will be useful when working with IPv6 addresses and assigning or simply
trying to understand how each IPv6 address has been allocated or used in comparison to

IPv4
IPv6 Address Types
Prefix A(ti;ggss IPv4 equivalent Designation and explanation
2000::/3 Sr:?ct;;lt No equivalent single block Selfr?;le?:Zﬁ;;ﬁgfai’erﬁgielig‘zt are
These addresses are used on a single
080110 pdresses LO9ZS400SRECIIT o8 e arnet LA

usedinside a private site or organizatio
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IPv6 Address Types

Prefix LIRS IPv4 equivalent Designation and explanation

type

These addresses are used to identify

ff00::/8 Multicast 224.0.0.0/4 )
multicast groups.

These addresses are reserved for loca
use in home and enterprise
environments and are not public
address space.

Unique Local Private, oRF@918address
fc00::/7 Addresses | space: 10.0.0.0/8
(ULAS) 172.16.0.0/12 192.168.0.0/1¢

V.1.12.1IPv6 Autoconfiguration

IPv6 nodes can use SLAAC to determine their
1 IP address
1 Default gateway
1 (Optionally) DNS resolver

SLAAC works liguters sending linkocal multicast Router Advertisement (RAS)

An RA message contains information that may include:
1 Onlink prefix(es), with preferred/valid lifetimes
1 The link Maximum Transmission Unit (MTU) ; typically 1500 for Ethernet

1 An indication of the availability of DHCPv6; M = stateful DHCPv6 available, O =
stateless DHCPv6 available

1 Aflag; A = 1 means configure address with SLAAC; A = 0 means do not configure
address with SLAAC

(Optional) DNS resolver information (RFC 8106)

V.1.12.2Public and private addresses

IP addresses can be private or public. Public ones are reserved to devices that require
sending data over a public network, such as internet. They are usually purchased or leased
from a local ISP.

Ideally each device in the world should have its own IP address so that they always can
communicate together. In the real world, masiganizationgnanage their own IP address
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spaceindependently so there are duplicates from one organization to anoth&ro fules
help avoiding conflicts:

- Internally, organizations use only private addresses from a known set: 10.0.0.0/8,
172.16.0.0/12, 192.168.0.0/16

- Routers between private area and the Interrm@invert internal, private addresses to
their own Internet public address, hence making the whole world believe that there
Ad 2yfteé 2yS O02YLIzi SN 6KSNB:Z K2f RAy3 | f
conversion is called NAR€twork Addresses Translatipn

V.1.12.Routers &.k.a.gateways)

Each network device communicating througiuters MUST know the IP address of the
gateway nearest to it. It will use this gateway to forward data to farther LANSs. If a device
does not know its gateway, it may receive data but may not return an answezxaomle,

this can forbid answering a PING even if the PING request makes its way to the device.

e
(S]] S][s]3]
Gateway Gateway

#1 #2
10.1.2.1 192.168.1.25

Device #2 must know ai)out
address 192.168.1.25, to
send to device #1

Device #1 must know about
address 10.1.2.1 to send to
device #2

When several routers are available on a single LAN to access various remote LANS, the
YySG62N] RSOAOSa 2y GKS [!'b &aK2dAZ R (y26 |0
network addresses they lead tosually2 yS 2F (G KS NRdzi SNB A& RS
other ones are treated as exceptions to this default route.

\V/"\

as/

N\ Default
- ;
e \' / ‘h gateway m

S L;_‘_,.Q \ 10.1.2.1

% - 1

1

]

A

I
I Main LAN (Wi-Fi)| 104
] 1.2,

2.25 Subsidiary / \
| 10.xx.X/24 2l ostewap 192.168.1.26/‘
Fi ‘ \ - X
A ! I oy =

AN X 1 J \ Subsi di ar Gy~
\ N=~ Mae 19216818 ¢
‘\_4\ / h D IS —-
“ ,/ Sm=\ ,/

-

Network devicesoften use the DHCP protocol gettheir IP address. The DHCP server may
provide the address of the local router at the same tinie. set yourAcksys product as
DHCP client, please refer to sectddhl.11.1DHCP Server.
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V.1.13Multicast routing

Multicast traffic is used to distribute a single data packet to many receivers. Examples are
video broadcasting (one sender, many receivers) or teleconferencing (many senders, many
receivers)Multicast traffic normally uses the UDP transport protocol

Multicast routingaims tobroadcastat minimal costa data flow toselected receiversTo
achieve this goal:

U Bridges must forward multicast frames only to networks segments bearing local
receivers or requiring IP routers;

U IP Routers must forward multicast packets only to network interfaces bearing either
local receivers or requirinidp routers;

U IP routers must select the best path from the data sender to all receivers.
When it isknown that the number of willing receivers is large against the total
number of hosts in the network, multicast traffic can be flooded throughout the
network. Thiss®l f f SR aRSYaS Y2RS¢ Aa aAYLI S oc
and is not scalabléJsually there are only a limited number of receivetsis is called
G a LJ- NRA STwofaaRus are required to limit the traffic:

U The receivers must advertise their will to receive

U The intermediate routers must build an optimal distribution tree, e.g. only one copy
of the data is sent to a router on the same LAN than two receivers, and only one
router distributes a multicast flow on one given LAN.

V.1.13.IMulticast addresses
I Ydzf GAOFad I RRNB&aa Aa dzadzffe OFffSR | 4
in the network.

a. EthernetData link layer

On Ethernet compatible networks (which includesfi group addresses have the least
significant bit of the first byte set to 1 (this is the first bit to be transmitted in a frame).
In this sense the broadcast address is also a multicast.

b. Network layer

IPv4 reserves all 33 Ala | RRNBAaasSa o0S3aIAyyaAy3a gAilkK
covers the group range 224.0.0.0 to 239.255.255.255.

Groups in the range 224.0.0.0 to 224.0.0.2%6 reserved for LAN delivery, and cannot
be routed outside a LAN.

c. Conversionbetween layers

Whenan IP multicast is sent out on an Ethernet network, in order for the Ethernet to
multicast the frame, the IP group is converted to an Ethernet multicast address.

IPv4 groups are convertdd2 anmMYnnYpO9Yé b Ho f28SN) 0AlL
Lt dc INRdzLIA | NS O2y@SNISR (G2 dooYooYé¢ b

Hence, two different groups may be received by a device expecting only one of them.
The receiving network layer must filter out unexpected groups.
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V.1.13.PIM-SM

WaveOS implements the Protocol Independent MulticaSiparse Mode (PINM) to
establish the routing tables required for multicast traffic. PIM must run on all the
intermediate routers between the data sources and their receivers. The main features
of PIMSM are:

- al yI 35S &NBy R RP@@asawhicilale yhé éestral distribution points
for any given multicast flow

- ldentify and manage local multicast sources

- ldentify local receivers

- Find routes for multicast flows

- Manage multicast routing tables

- Handle rendezvous points redundancy

- Handle routers redundancy

a. Routers redundancy

When several multicast routers are available on a local network, they automatically
yS32aAlL4S yR StSOG GUKS a45SaAadaylridiSR wz2d
network. Periodical messages ensure the detection of the DR failure to trigger a new
election.

b. Local sourcesnanagement

Multicast sources need no protocols to trigger multicast distribution. They just send out
their data Switches and bridges forward multicasaffic to both the local self
advertisedreceivers and local routers.

c. Local receivers management

Initially, routers do not deliver multicast traffic on local networks untibeal receiver
I ROSNIIA&aSa AGaStFT oé& oNRFROIFLaAlOAY3I Yy aGL
requested multicast flow from the outside world to the local network.

To account for possible receiver failures and IGMP frames losses, the multicast router
LISNA2RAOFff& aSyRa |y aGLDat 3f26Ff |IjdzSN
receivers.

Intermediate switches and bridges in the local network nogyimize local multicast

OGN FFAO o6& dza Ay 3 pukpbsathey hayRk 2 A zy IE 1PD £2 NI i
themselves. These messages differ from the rodlarsvo points

- Their source IP address is 0.0.0.0

- Based on this address, receiving bridges do not account the originator as a multicast
router, and so will not forward multicast data to it.

When all local receivers cease to respond to queries for a group, the router stops
forwarding this group on the LAN.

d. Rendezvous points functions

To avoid configuring each router in the network with each possible source for a multicast
flow, each multicast group is assigned amelticastrouter known as thed NSy RST @2
LJ2 A fgriihés group.
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Data from a multicast source is encapsulated and §enneled)by the local route(the
a Sy R S N&re reBdezivous point in unicast.

Requests from receivers are routed by the multicast routers to the rendezvous point.

After initial communication establishment, the rendezvous pamatyoptimize the path,
ensuiing that the multicast traffic will flow directly from the source to the destinations.

e. Rendezvous points selection

Any multicastrouter can be designated by static configuration as a rendezvous point for
a group. After that, other routers come to know its existence by either:

- Static configuration in the other routers
- Dynamic negotiation with the BSR (Bootstrap router).

For redundancy, several rendezvous points may serve the same group. Priorities can be
enforced, and in the event of equal priorities, an algorithm ensures that the same
rendezvous point is used by all routers.

f. BSR election

When rendezvous points are set up dynamically, a Bootstrap R{B&R)s designated
to broadcast periodically the table of currently active rendezvous points.

Any multicast router can be designated by static configuration as a BSR for the network.
For redundancy, several BSR may be defined with various priorities. In this case they will
elect a master BSR automatically.

g. Multicast route selection

When routingunicast the router receives a packet, extractsdesstination addresand
forward depending on the destination. On the contrawhen routing multicast the

router receives a request for a group which is converted sowrce addresghe one of

the rendezvous point). The router must make the request travel in the reverse path
toward the sourceThis is known as Reverse Path Forwarding (RPF). Routers which are
on the path of the request set their forwarding tables so that multicast data will travel

in the opposite direction.

Several routers may exist on any given LAN; a Designated Router (DR) is elected so tha
the LAN will not receive duplicate packets for the same group. Also, PIM checks and
prunes redundant routes between routers.
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V.1.13.Multicast pitfalls and solutions

Many details can make a seemingly good configuration fail at forwarding multicast traffic.
Here we describe the most common and give directions to solve the issues.

a. Router misconfiguration

A multicast routermakes full use of its local unicast routing tables in order to compute
RPF and SSM paths, and to join other routers. So the IP tables and routes must be
correctly set up for unicast operation as well.

Solution: as a prerequisite, check that each router is correctly configured for unicast
operation.

b. Sender misconfiguration

The sender must be correctly configured for unicast operation. First,

LF GKS aSYRSNRa a2dz2NOS Lt |[A&d gNRyYy3IX
its multicast traffic

But the sender will nevertheless emit its multicast traffic since it is unacknowledged UDP
traffic. Second,

The sender must know the route to deliver multicasts

Usuallyii KS aSyRSNDa ySiGg2N] O2y FAIdzNI GA2Y A
egress through the network interface bearing the default route.

Solution:pay attention to set the sender IP address in the same subnet than the DR, and
either to associate the group address with a local network interface, or to have a DR on
the same LAN than the default unicast router.

c. SmallTTL

Multicast traffic has the capability to flood the network. In order to limit the potential
for mistake,

Most standard multicast senders uselefault TTL of 1

This is specially the case with software commonly used for network tuning and testing,
like Videolan VLC, IPERF and JPERF.

According to the IP protocol, the TTL parameter constrains the number of local networks
that a packet can cross. HencelfTué YSIya az2yté 20t RSt

Solution: configure the sending software so thauises a larger TTL.

The minimum value must take into account the shortest path between source and
farthest destination going dier through the RP or directly

Setting incorrect values will result in packstientlydropped by a certain router along
the distribution path.

d a¢! VYR 5hbQbomigw! Da9bt¢

This one is not specific to multicabut is prominent is this case, because UDP is
generally usedif a packet is larger than the MTU of any subnetwork in the distribution
path, the relevant router must fragment it. However,
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azald aSYyRSNB RSTlrdA G G2 draAy3d GKS L

This is specially the case with the Linux kernel, and consequently all application software
running under Linuxf they do not provide a means to reset this IP option.

Using large packet sizes will usually result in packets silently dropped by a certain router
along the distribution pathh T4 Sy A G0 gAff 0SS (GKS &ASYyRSNI
traffic to the RP, thus reducing the MTU.

Solution: configure applications to use the maximum frame size that do not need
fragmentation; orO2 Y FA 3dzNBE G KS aSYyRSNJ G2 Of SI NJ (K

e. Wireless slow multicast traffic

The 802.11 infrastructure mode is asymmetric by essence. When an Access Point sends
data to a station, it uses a data rate appropriate for this station. When it senasuty
stationsas in multicast, 802.11 states that

the AP mussend multicastisngthe lowest rate available,

which is 1 or 6 Mbps depending on the radio band.

When a station sends multicast frames to the AP, it uses the best rate, but in order to
make the frame available to other stations, the AP immediateMpromdcasts the
frames at the lowest rate.

This results in
- very slow multicast traffic over Wireless,
- great waste of bandwidth for other traffic.

Solution: Make multicast traffic pass the wireless link while encapsulated in a tunnel.
This can be for example a GRE tunnel configured for this purpose, or you can take
I RO yYydFr3asS 2F GKS SyOlF LladzZ | A2y 0S0G6SSy |
must forbd the RP to switch to the shortest path, which would bypass the tunnel).

f.  Wireless transmitting traffic permanently

The radio channel is a sparse resource. On another hand,

the multicast sender blindly sends to its DR

and this DR quite blindly sends to the RP (except that the RP can request a temporary
suspension when it has no receivers).

Solution:the path between the sender and its DR should not cross a wireless LAN. The
path between the sender and its RP should not cross a wireless LAN, though this
requirement is less stringent. If you refer to the previous pitfall item, an optimal system
has thesender and the RP on the same side of the wireless LAN, and use a GRE tunnel
to transfer multicast data to the other side.

g. Wireless transmitting unwanted multicast traffic

An Access Point connected to an Ethernet segment conceptually extends the Ethernet
to the associated stations.
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Unwanted nulticass reaching the AP from the Ethernet will be
forwarded to the stations at very low speed, wasting bandwidth.

197

In WaveOS this can occur if the AP is added to a bridge together with other interfaces.

Solution:if you know in advance that no wireless station is interested in some multicast
group, you can set bridge filters to forbid outgoing multicast traffic. Bgge filterin
the web interface chapter.

h. Access points and multicast routers

When the multicast router starts it enumerates the available network interfaces.

If one of them is an access point, it may be that this AP is not yet started because it is
configured to search for a channel (ACS function) or because the chosen channel is
subject to DFS delays (CAC or NOP). In this case the multicast router cannahestab
various negotiations, and this network interface will stay ignored forever.

Access point are delayed by ACS and DFS

Solution: Put the AP all alone in its own bridge. The multicast router will consider that
the bridge itself is available, whatever the AP state.

I. Long delays at startup

While running, the multicast router reacts to various events in a timely manner.
However, users witlo through unexpectedly long delaysien WaveOS starts up
This normal behavior comes from

a number of protocols (IGMP, DR election, BSR election, RP election, RPF
establishment),

- starting simultaneously,
- depending oreach other
- eachhaving large retry timers.

The resolutions of the timenssed in PIM5 s)compoundthis effect.

Solution: Only broad indications can be given here. Keep in mind that the problem is
only at startupthough

On one hand you must balance between a slightly faster startup by tweaking various
timers (IGMRyuerier, HELLO and RIandidate messages), the extra load put on the
network and compatibility with alien multicast routers; and on another hand, you must
balance between static RP list configuration, and the extra administration burden.

J. Associating/RRP and PIM

When using a VRRP router as multicast router, VRRP will resume or suspend the PIM
router depending on the VRRP state being master or backup. This behavior is
configurable by linking VRRP to multicast routing in WRRP_configuration paga

case you do not use PIM on the same interfaces as VRRP.

Several points must be kept in mind when dealing with complex configurations.

1) The multicast router is adir-nothing: either it runs and manages all configured
interfaces, or it stopand manages none. If a part of the network interfaces is not
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involved in VRRP, these interfaces will be unmanaged nevertheless when VRRP
transitions to backup state.

2) When the VRRP backup transitions to master state, PIM restarts. This means that
the takeover delay is the same as for a startup, which means, much longer for the
multicast traffic than for the unicast traffic.

V.1.14Firewall
Network A y 0 SNF I 0Sa Oly 0SS 02y OSLJidz £ £ @ 3INPRdzLIS
administrative policies to thenkirewall

The frewall permits to set rules that are applied to each packet, and that decides if a packet
must be forwarded or blocked.

In WaveOSthe firewall feature can beunedin submenu:ROUTING/FIREWALL/NETWORK
ZONES

Please seeFirewall

DTUSO70 rev A.17 T June 2024



Page53/ 355

V.1.15Zonesand Network Address Translation (NAT)

In a router, you may need to selectively blockatiow traffic between network interfaces. A
zone is an administrative concept which groups several IP interfaces in order to specify
common extra processing:

1 Firewall rules

1 IP address conversion rules (to implement NATS).

V.1.15.INATPAT (Network/Port Addresseslranslation) routers

When a global network is composed of several networks managed by independent
administrators and connected together, the same IP addresses could potentially be
assigned inside the subnetworks. This is customarily seen in the Internet semnicks as a
backbone taconnect together the private networks of many companies. This coulsed

also when many identical subnetworks must be set up and connected to a root backbone.

In this kind of setup, each subnetwork has a router which is the gateway to and from the
subnetwork. The routers are interconnected by the backbone. To avoid IP addresses
duplicates, the routers convert the subnetwork IP addresses to backbone IP addresses,
KSyO0S G4KS yIYS ab! ¢éod
common server
10.200.11.22

fi pblicobackbone
10.0.0.0/8

PETwL NAT router N

¢ PriVate gubnet 1 )\

192.168.1.0/24 >y .7 /Z =
> b A_\
Cd
Same address

@ space

In the case of AIATPATrouter, the network is splik Yy  ZaheE Yo piibcSonewhich

is materialized by the backbone, and where a central administration giv@=i & LJdzo £ A
addresses; and thprivate zonewherethe administrator can assign IP addresses without
the knowledge of IP addresses outside.

Then the NA/PATrouter changes all outgoing (from private to public) IP datagrams to
masquerade the source private IP address into its own unique, public IP address. It also
changes the incoming (from public to private) IP datagrams replacing the destination
address, WilOK A& GKS NRdzi SNDR& LlJzof A0 | RRNBaas
the private network. In order to keep offering a wide address space as seen from the public
side, the NATPATrouter uses port numbers as extensions to the IBradses. Hence, the
NATPATmainly works with UDP and TGR;annot handle generitCMProuting, but only
towards one private device at most

The NATPAT router must manage incoming connection calls as well as outgoing

connection callslt usestwo main conversion tables:

1 A configurable table which assigns a private destination IP to selected destination
ports in the incoming calls
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1 Aninternal conversion table which tracks which ports are assigned to which (private
IP, private port) couple for outgoing datagrams.

Due to the various processing involved, the performanceMA@PATrouter is lower than
the performance of a regular router, which is lower than the performance of a simple
software bridge.

V.1.15.NAT1:1

In the case of 1:1 NAT, the translations are still carried out by routing between different
zones, but there is no longer any notion of private and public zones. The idea here is to
create virtual subnets associated with a given zon@&ource zone)and to perform
translations from these virtuadubnetsto the realsubnetsof another zong[Destination

zone) We can thus translate either unique IP addresses or entire subnets.

In the following example, we have a source network on subnet 128.10.0.0/16, and a
destination networkon subnet192.168.0.0/24

From the source network, we want to access @ddower addresses of subnet 192.168.0.0
of the destination networK192.68.0.0 to 192.168.63).

To do this, we creata virtual subnetin Zone A (source zoneyhich will be defined in the
source network by static route. In the WaveOS product, we will then be able to dedine
rule for translating tis virtual subnet to the physical addresses of the destination network.
To restrict translation to the first 64 addresses of the subnet, the subnet oragie virtual
IPmust be 255.255.25%92 (or /26 CIDR notation)

WaveOS Product

Destination Network

| SUBNET 128.10.0.0/16 |

route 10.10.0.0/26 =>128.10.0.22

| SUBNET 192.168.0.0/ 24 |

PHYSICAL IP [PHYSICAL IP
[192.168.0.250 / 24

128.10.0.22 / 16
192.168.0.0 / 26

Default Gateway => 192.168.0.250

VIRTUAL IP

10.10.0.0/ 26

Now if we want toadd access to the whole 192.168.1.0 subnet amdch a unique
192.168.2.0 subnet address, we just need to add the virtual addresses and define the
proper translation rules. However, it will be necessary to create on the destination
interface an alias of the IP address of the product for each ofthmets in order to be

able to define the return pathviastatic routes, or default gateways.

WaveOS Product

s

Source Network

| SUBNET 128.10.0.0 /16 |

Default Gatewayc=>128.10.0.22

PHYSICAL IP

ICAL IP
128.10.0.22 /16 ‘ 192.168.0.250 / 24

192.168.1.250 / 24

ALIA

S IP
192.168.2.250 / 24
192.168.0.0 / 26

192.168.1.0 / 24
192.168.2.8 / 32

VIRTUAL IP

10.10.0.0 / 26

10.10.1.0 / 24

VIRTUAL IP

10.10.2.30 / 32

~

Destination Network

.

| SUBNET 192.168.0.0 / 24 |
Default Gateway > 192.168.0.250

[ SUBNET 192.168.1.0/ 24 |
Default Gateway 5> 192.168.1.250

| SUBNET 192.168.2.0/ 24 |
route 128.10.0.0/24 => 192.168.2.250

~
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V.1.15.INAT66

NAT® feature is available iWWaveOSan address translation technology based on IPv6
networks, used taconvert an IPv6 address prefix in an IPv6 message into another IPv6
address prefiXCellular Use case)

In its simplest form, a NAT66 device will be attached to two network links, one of which is
an "internal" network link attached to a leaf network within a single administrative domain,
and the other of which is an "external” network with connectivity te tjlobal Internet.

All of the hosts on the internal network will use addresses from a single, looatiyd
prefix, and those addresses will be translated to/from addresses in a glabatigble
prefix as IP packets transit the NATG#S/ice. Morenfo here

V.2 Wireless conceptin 802.11

V.2.1 Wireless architecture

A wireless LAN (WLAN) is a group cFWiapable stations. They communicate with each other
by following rules specified for a given architecture.

The stations in the group have in common a wireless network name which identifies the WLAN.
The IEEE802.11 norm defines three architectures to communicate betweEnstdtions:

1 Infrastructure (a client/server where the AP relays all traffic)
1 Ad-hoc (peer to peer multipoint communication, no relaying)
1 Meshnetwork (all stationsare involved irrelaying traffic

V.2.1.1Infrastructure Mode
In an infrastructure network there are 2 kinds of devi¢esledstations):

1 The access poisa{APSs)
1 Client WiFi devices (client stations) that connectaieaccess point to gain access to
other WiFi devices or LAN devices.

Other Wi-FI device
A jisn

,  Obstacles
. or large distance

Ethernet Equipment

-—
/
f Wireless | "=
coverage area | " e
| o e 9 k) L
= %f == / A . ,
N 2 i - | - =z |
N, b -

.

Local Network Ccl by ‘_L
= I"-.,_.Acc:ess Point %4:4_"—.;“ |_,
p— ..\‘\\__._____ Y ._ / \;\}rf"l-stz;t'lon
| ) A~ Automation equipments

ProductsA, B, Ccan communicate with each other.
ProductBrelays data between produc&sandC
ProductBrelays data between the LAN and produétandC
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The infrastructure mode provides central connection points for WLAN clients and the AP
may also bridge them to a wired network. Prior to any communication, the client must join
the WLAN (wireless LAN) by selecting one access, pmitthienticatingand possibly
establishing encryption keys

The APand its associated clients form a Basic Service Set (BSS) identdiB&8Y0Oin the

form of a MAC address automaticaftyrged by the APMore APs can be added to the
WLAN to increase the reach of the infrastructure and support ramyber of wireless
clients. The whole WLAN is identified by the SSID, a string of 1 to 32 bytes, usually a human
readable text. A wireless stationgnd APs in the same WLANIst be configured to use

the same SSID.

The AR in the WLAN ar¢hen cabled toa commonwired LANto allow wireless clients
access, for example, toternet connections or printers.

Infrastructure mode networks offer the advantage of scalability, centralized security
management and improved reach.

Since the 1.4.2 revision, ti@mware implemens 1 KS G Ot ASy da Aazftl i
allows the AP to block communication between clients. In this case product A will be able
G2 02YYdzyAOIFI S 6AGK LINRRdzO YR GKS Gf z
to the figure below). Product C willsal be able to communicate with product B and the

Gt 20t ySUg2N] é odzi y20 6AGK LINRBRdAzOG ! ©
and without the Separation Client option.
Without client With client
separation separation
Local Network Local I'-I_el‘work
B . B
A= A=
Ac‘:c-e;.s P-o-inl Ac;e:;s Point
X
A C A C
o=l vEl | v e
BI’-II:;;H; Infrastructure Bridge Infra;tructu re Br'ld;u; Infrastructure Bridge Infrastructure

In the infrastructure mode&oncept,a client is supposed to besingleunit. However the

wirelessclient can bridge several Ethernet devices to a BSS towards the AP, and it still

appears as only one device, by converting MAC addresses on the flge(demnV.2.6
Wired to wireless bridginmp infrastructure mode
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Mesh (802.11s) Mode
In a 802.11s mesh network there are 3 kinds of devices. They all participate in the process
of packet relaying:

A mesh stationhas a functionality of its own (i.e. a laptop computer).
Amesh access poittINE A RS&a 020K aGYSakKé | yiRidging | & A
non-mesh WiFi devices to the mesh network.

1 A mesh portalallows other network types to be bridged to the mesh network. For
example, a portal would bridge Ethernet to-¥alimesh.

ACKSYSINE RdzOlda OdzNNBy (it & AYLX SYSyd aadl dazy:
with two radio cards can be used as mesh access points.

_N/—\‘ J/\\’I;I:I‘H\I!)
Mesh network (802.11s) / E g S

,ﬁ .

\ /" MESH |
"*‘ ; “NETWORK,
7/ Role 1 MESH o

Role 2 Access. J?elnt

\
Remote PC B

ol B § i Role 1: MESH
Role 1: MESH oG H A :& o
Role 2 : Access P?\lnt % Doz 1 H % 2 ﬁ... 'i que 2 Access Point

o

e b e e “E
o B S o %
tJ\g » | ] LRoIe MESH "~.‘ g

vl
= J

Ethernet Equipment

/
/
/ s

N

ProductsA to Hcan communicate with each other.
ProductsA, B, D, E, @rovide Mesh portal functionality.
ProductsC,F, Hprovide Mesh AP functionality.

Routing protocols

To determine the transmission path between two mesh points, a routing protocol must
analyze the network. 802.11s defines HWMP as a mandatory protocol, and it has provisions
to plug in other thirdparty routing protocols. ACKSYS devices implement HWMP.

Security protocols

802.11s networks can use either no security, or WEA3PSK (SABersonnalsecurity
described in sectio¥.2.5.7Mesh Secure Authentication of Equals (SARis security is
roughly similar to infrastructure WPA/PSK.
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V.2.1.2 Wireless Network Name
This name is also referred to as the SSID and servaesias@ssnetwork identifier.

A service set identifier, or SSID, is a name used to identify the specific 802.11 wireless LAN
to which a user wishes taccessA client device will receive broadcast messages from all
access points within range, advertising their SSIDs, and can choose one to connect to
based on preconfiguration, or by displaying a list of SSIDs in range and asking the user to
select one.

Devices participating in a Y/ communication must all use the same SSID. When you are
browsing for available wireless networks, this name will appear in the list. For security
purposes we highly recommend changing the-poafigured network name.

The SSID used in 802.M§ 4 K Y2RS A& OFffSR aYS&AK L5¢d
infrastructure SSID, but is a separate parameter: if you use the same string for an
infrastructure SSID and a mesh ID, they are considered as two distinct WLANS.

V.2.1.3 Virtual AP (multtSSID) and multifunction cards

The products can handle several virtual functi@ngerfaces))n a single radio card, within
certain limits. For example, one radio device can be used to advertise several SSID,
simulating several real APs at once, together witie mesh point.

Whenone radio card supportsimultaneous virtuainterfaces,they must all be set to the
same channe(hence the client scanning must be restricted to the channel you selected
and multichannel roaming is impossihl&he channel bandwidth is therefore shared
between all interfaces.

The multifunction limitsk N3 AYRAOF SR 2y (GUKS 6S0 Ay(:¢
AYUOSNFI OSa h@SNBASGE @
V.2.1.4 Wireless repeater

Whenthe distance between an Access pofR_Xand a WrelessStationSTA_Xs too long
for a direct connectiona wireless repeatelis used to bridge the gap.

The wireless repeatdras?2 roles:
C Client Role to relay data from/to the Access point AP_X.
C Access point Relto relay data from/to the WirelesStation STA_X.

These Zoles will be bridged together in the same switdlmereby, several configuratien
are possible for a repeater.
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Access Point Wireless Client
AP_X Repeater STA_X
/""'“/r_ -
o) S o e o g |
3= R 3= ==
o id L] o fdd . g \l |
A
N g
Public Area

Possible Network Loop
if Access point and Client
wifi association

Internal LAN

Role : Client\.ile: Access Point
il il
sz |

Internal Bridge

Special caution should be taken when configuring the Repeater to avodli¢iné repeater
A assoaition with the Access poimepeater (vhenthey have the same SSID), which will then
generatea network loop.

There are two ways t@void this network loop:

C Set the same SSID on client role and Access poinbftihe repeater but enforce the
client role to associate with the BSSID ofthe AP X &S G KS aYdzf G A LXK
the client role to unlock BSSID configuration.
Advantage:
Service continuity: the repeater will extend tlearrent network with the sameSSID.
So,the end usercankeep the same SSIDall the network locations
Drawback
WhenAP_Xs replacedthe clientrole of the repeater must be reconfigured, st it
only associatewith the new BSSID.
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Access Point Wireless Client

AP_X Repeater STA_X
MAC_ADDRESS_X

SSID1

Role : Client Role : Access Point

Enforge association
with MAC_ADDRESS X

Internal Bridge

C Setadifferent SSID on client role and Access point role of the repeater.
Advantage:
No reed to reconfigure theepeaterif we change the AP_X.
Drawback

It requiresthe end usersto usemultiple SSIDs, as the network extension haw a
different SSID.

Access Point Wireless Client
AP_X Repeater STA_X

SSID1

Role : Access Point

| SSID2

Internal Bridge
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Impact on Throughput:

A repeaterusesone radio card to perform the 2 role€lient+Access point, and to
perform the transmissions from AP_X to Repeatard then Repeater to STA X (and
vice-versa).Sincethe repeater havingonly one radio cardzannotreceive and transmit
at the same time, the throughput is reduced by at least 50%.

Access Point Wireless Client
AP_X Repeater STA_X

C L1111
Channel A io -wﬁa
= AR

Channel A

L1l 1t

B
i,,, .

Ll

) Radio A
Role : Client Role : Access Point

af
Y s T

Internal Bridge

High performance Repeater:

Toenhancethroughput, adual radio epeater can usene radio for the AP role and the

other radio for the client role, using different channel on eachadio card, so it can
transmitand receive at the same time.

Access Point Wireless Client
AP_X Repeater STA_X
A 1 (| B C
o sy Channel A SRS Channel B o
| ':_ .é . “.7‘ 153 _. ) 5 ": :

Radio B
Role : Access Point

E’—-ﬂ-

Internal Bridge

Advantage:
Doubles the available bandwidth; also solves the loop problem.
Drawback:

The end users must search sevetanneldor the SSID.
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V.2.2 Hardware

The cellular interface ifunctionally equivalent to the data service in a mobile phone. It
replaces the secondary Wi interface. It requires one or two antennas; using the second one
improves the quality of communication.

When a third antenna connector is present, it is used for satellite positioning (see next section
about GNSS).

The cellular interface connects to public mobile networks. Doing so requires an account with
an appropriate public operator. The account takes the form of a SIM card installed in the
product. You can install two SIM cardsrimary and secondary SIM) for SIM Switch
management based on metric configured as event/alarm when data limit is reached.

V.2.3 Modulation and coding

There are5 kinds of wirelesdransmission formatsavailable: 802.11b, 802.11g, 802.11a
802.11nand 802.11ac

V.2.3.1 802.11b

802.11b is supported for compatibility with old devices. Ugingll lower the throughput
for all devices in the radio range, because 802.11b uses a lot of bandwidth for little
throughput

Op. Frequency Typical throughput Bit Rate (Max)

2.4 GHz 4.5 Mbit/s 11 Mbit/s

Note: actual throughput and bitrate depes@n the distance
between stations, antennas quality and radio conditions

802.11b has a maximum raw data rate of 11 Mbit/s and uses the same media access
method defined in the original standar802.11b devices suffer interference from other
products operating in the 2.4 GHz band. Devices operating in the 2.4 GHz range include:
microwave ovens, Bluetooth devices, baby monitors and old cordless telephones.

V.2.3.2 802.11g

This transmission standard works in the 2.4 GHz band (like 802.11b) but operates at a
maximum raw data rate of 54 Mbit/s, or about 20 Mbit/s mean throughput. 802.119g
hardware is fully backward compatible with 802.11b hardware.

Op. Frequency Typical throughpui Bit Rate (Max)

2.4 GHz 20 Mbit/s 54 Mbit/s

Note: actual throughput and bitratdepends on the distance
between stations, antennas quality and radio conditions

Like 802.11b, 802.11g devices suffer interference from other products operating in the 2.4
GHz band. Devices operating in the 2.4 GHz range include: microwave ovens, Bluetooth
devices, baby monitors and old cordless telephones.
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V.2.3.3 802.11a

The 802.11na operates in 5 GHz band with a maximum raw data rate of 54 Mbit/s, which
yields a realistic mean throughput in the 20 Mbit/s.

Op. Frequency Typical throughpui Bit Rate (Max)

5 GHz 20Mbit/s 54Mbit/s

Note: actual throughput and bitrate depes@n the distance
between stations, antennas quality and radio conditions

Since the 2.4 GHz band is often saturated, using the relatively unused 5 GHz band gives
802.11a provides significant advantage. However, this high carrier frequency also brings

a slight disadvantage: The effective overall range of 802.11a is slightly less than that of

802.11b/g; 802.11a signals cannot penetrate as far as those for 802.11b because they are
absorbed more easily by walls and other solid objects in their path.

V.2.3.4 802.11n

802.11n can operate oeither the 2.4 GHz or 5 GHz barktcording to the chosen one,
the above notes about range and band saturation also apply.

802.11n also allows ugy a channel width of either 20 MHz or 40 MHz double
bandwidth.ad | ¢ Hné NBEFSNE (2 O KoPeration;ti iy Rh NR KE ¥ 9 NJ
extended double channel operation.

802.11n hardware may allothansmission ofmore than one data streaifsoO f f SR a & L
a ( NB Isivdtanséously. In order for the streams not to interfere with each other, the
radio signal must bounce on obstacles in various directions, or the antennas must be
polarized. Both cases result in lower rardyge to power lossedyut faster transmission.

The number of spatial streams must not be confused for the number of antennas.
Furthermore,antennas can beedicated toemission or receptioonly. Hencean 802.11n
radio specification must include three numbers: number of transmitters, number of
receiversand numberof spatial streams.

In order to automatically adapt to radio conditions, the 802.11n uses various transmission
parameters: number of streams, modulation, channel width and so on. The resulting
transmission format is named Modulation and Coding SchemeSjIMCKSY Broducts
handle 1to 3 streams depending on the model. Here are the physical bit rates atlgeva
with one,two and threestreams:
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Maximum bit rate (Mbps)

Channel width | 20MHz 40 MHz
1 stream
MCS 0 7.2 15
MCS 1 14.4 30
MCS 2 21.7 45
MCS 3 28.9 60
MCS 4 43.3 90
MCS 5 57.8 120
MCS 6 65.0 135
MCS 7 72.2 150
2 streams
MCS 8 = 2xMSCO0 14.4 30
MCS 9 = 2xMCS1 28.9 60
MCS 10 = 2xMCS2 43.3 90
MCS 11 = 2xMCS3 57.8 120
MCS 12 = 2xMCS4 86.7 180
MCS 13 = 2xMCS5 115.6 240
MCS 14 = 2xMCS6 130.0 270
MCS 15 = 2xMCS7 144.4 300
3 streams
MCS 16 = 3xMCSO0 21.7 45
MCS 17 = 3xMCS1 43.3 90
MCS 18 = 3xMCS2 65.00 135
MCS 19 = 3xMCS3 86.7 180
MCS 20 = 3xMCS4 130 270
MCS 21 = 3xMCS5 173.3 360
MCS 22 = 3xMCS6 195 405
MCS 23 = 3xMCS7 216.7 450

Note 1 When the peer station canndtandleshort guard intervals, the bit rate is
reduced by about 10%. Guard interval s &02.11n feature allowinghortening
someidle times during transmission.

Note 2 As can be inferred from the above table, the bit rate is proportional to the
number of streams. A 3 streams radian transfer up to 450 Mbps.

Note 3 Actual bitrate and throughputdepend on the distance between stations,
antennas quality and radio conditions

For detailed information and relationship about MCS, bit rates, maximum
transmit power and receiver sensitivityrefer to the quick start guide
appropriate for each product.
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V.2.3.5 802.11ac

Comparedo 802.11n, 802.11ac will add the 80 MHz channel(sizgder channels increase
speed) the 256QAM modulation(and therefore 2 new MCS per streagrahd will support
5GHz band only.

Here are the physical bit rates achievable wifl2 and 3 streams:
Maximum bit rate (Mbps)

Channel width | 20 MHz ‘ 40 MHz “ 80 MHz
1 stream
MCS 0 7.2 15 32.5
MCS 1 14.4 30 65
MCS 2 21.7 45 97.5
MCS 3 28.9 60 130
MCS 4 43.3 90 195
MCS 5 57.8 120 260
MCS 6 65 135 292.5
MCS 7 72.2 150 325
MCS 8 86.7 180 390
MCS 9 n/a 200 433.3
2 streams
MCS 0 14.4 30 65
MCS 1 28.9 60 130
MCS 2 43.3 90 195
MCS 3 57.8 120 260
MCS 4 86.7 180 390
MCS 5 115.6 240 520
MCS 6 130.3 270 585
MCS 7 144.4 300 650
MCS 8 173.3 360 780
MCS 9 n/a 400 866.7
3 streams
MCS 0 21.7 45 97.5
MCS 1 43.3 90 195
MCS 2 65 135 292.5
MCS 3 86.7 180 390
MCS 4 130 270 585
MCS 5 173.3 360 780
MCS 6 195 405 n/a
MCS 7 216.7 450 975
MCS 8 260 540 1170
MCS 9 288.9 600 1300
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V.2.4 Radiochannelsand national regulationrules

A wireless network uses specific channels on the 2.4 GHz or 5 GHz radio spectrum to handle
communication between stations. Some channels in your area may suffer from interference
from other electronic devices. Choose the clearest channel tod@imizethe performance

and coverage of your wireless network.

Region/country

Every country control and limavailable radio frequencies. The broadly named 802.11 2.4
GHz and 5 GHz bands #&wnether limitedto allowshaing with other radio devicegradars,
weather devices)You must set the country where you will operate the product; then, the
channels proposed in the menus will be limited to the ones available in the selected
country.

Ly (GKS a!t ¢ NERirisé&tihe cotnBy rulddid Rsdmxdonsad reguired by the
802.11d protocolLy (G KS aOft ASyiGé¢ NRf ST GKS LINRRdzOU
AP using the 802.11d protocol.

For futher details about radio regulation areas, refer to chapt@&2.11 requlatory
domain rulesandAppendixc 802.11 Radio channels

Automatic channel selection

In Access Point mode, the product can select the best channel among a list, or among all
channels available in the country. At startupote that this occurs only once), the AP
chooses the best channel depending on the measured noise and occupancy of each
possible channel. This noise analysis postpones the end of the product startup for around
0.5 second per analyzed channel.

Roles other than AP do not recognize this option. For repeater, mesh roles you must set
one channel only. For the client role, all available channels are scanned except when
proactive roaming mode is selected.
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V.2.5 Wireless security

There are many technologies available to counteract wireless network intrusion, but currently
no method is absolutely secure. The best strategy may be to combine a numbecwity
measures.

Possible steps towards securing a wireless network include:

1. All wireless LAN devices need to be secured
2. All users of the wireless network need to be trained in wireless network security
3. All wireless networks need to be actively monitored for weaknesses and breaches

Available wireless security protections are:
Not broadcasting the SSID (access point only feature)
WEP encryption
Enhanced Open (WPA3WE)
WPA WPA2r WPA ¢ PSKRreShared Key
WPA WPA2r WPA ¢ Enterprise, also known as 802.1x or RADIUS.
OSEN

WEP encryption vs. WPA and WPAZ2 encryption

In infrastructure mode, there is a poum-point link between each station and its
associated Access Point, and you can use WEP or WPA/WPA2.

V.2.5.1 WEPencryption

WEP is a method of encrypting data for wireless communication and is intended to provide
the same level of privacy as a wired network. However, due to progress in crypto science,
WEP is not considered secure anymopaiad cannot be used altogether with 802.11IAC

modes To gain access to a WEP network you must know the key. The key is a string of
characters that you create. When using WEP you will need to determine the level of
encryption. The type of encryption determines the key length.-t2&ncryptionrequires

a longer key than 68it encryption.

Keys are defined by entering a string in HEX (hexadeeins#thg characters-9, AF) or
ASCII (American Standard Code for Information Intercharagghanumeric characters)
format.

ASCII format is provided so that you can enter a string that is easier to remember. The ASCII
string is converted into HEX for use over the network. Four keys can be defined so that you
can change keys easily. A default key is selected for use on thenketwo
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V.2.5.2 WEP authentication

Two methods of authentication can be used with WBpen System authenticatiaand
Shared Key authentication

In Open System authenticatipthe WLAN client need not provide its credentials to the
Access Point during authentication. Thus, any client, regardless of its WEP keys, can
authenticate itself with the Access Point and then attempt to associate. In effect, no
authentication (in the e sense of the term) occurs. After the authentication and
association, WEP can be used for encrypting the data frames. At this point, the client needs
to have the right keys.

In Shared Key authenticatipdl®VEP is used for authentication. A feuay challenge
response handshake is used:

1) The client station sends an authentication request to the Access Point.
2) The Access Point sends back a cteat challenge.

3) The client has to encrypt the challenge text using the configured WEP key and send it
back in another authentication request.

4) The Access Point decrypts the information and compares it with the-td&ait had
sent. Depending on the result of this comparison, the Access Point sends back a
positive or negative response. After the authentication and association, WEP can be
used fo encrypting the data frames.

At first glance, it might seem as though Shared Key authentication is more secure than
Open System authentication, since the latter offers no real authentication. However, it is
quite the reverse. It is possible to derive the static WEP key by captureagotir
handshake frames in Shared Key authentication. Hence, it is advisable to use Open Systernr
authentication for WEP authentication, rather than Shared Key authentic&tiense note

that both authentication mechanisms are weaknd are now deprecated

V.2.5.3 Enhanced Open (WPABWE)

Wi-Fi Enhanced Open is mew security standard for public networks based on
Opportunistic Wireless Encryption (OWE). It provides encryption and privacy over open,
non-password protected networks in areas such as coffee shops, hotels, restaurants, and
libraries. Enhanced Open doest provide authentication.

V.2.5.4 WPA/WPA2WPA3encryption

WPAWPA2WPA3greatly increases the level of ovilre-air data protection and access
control on existing and future Wi networks. It addresses all known weaknesses of Wired
Equivalent Privacy (WEP), the original native security mechanism in the 802.11 standard.

WPAWPA2WP3 not only provides strong data encryption to correct the weaknesses of
WEP, it adds user authentication that was largely missing in WEP2 \&/asigned to
secure all versions of 802.11 devices, including 802.11b, 802.11a, and 802.1Xhammllti
and multrmode.

WPA is the older standaravhich, due to progress in crypto science, is not considered
secure anymore

WPAZ2is a more recent and more robusmplementation of the stronger IEEE 802.11i
security standard.
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WPAZ3is the latest implementation which brings better protections to individual users by
providing more robust passwoiidlased authentication. This capability is enabled through
Simultaneous Authentication of Equals (SAE), which replaceshBred Key (PSK) in
WPAZ2Personal.

Note that there are three versions of WPA3 which are incompatible with each other due
to security vulnerabilities. WaveOS uses the most recent version after August 2019

The cipher type is thencryption algorithm used to secure the data communication.

TKIR(Temporal Key Integrity Protoggrovides peipacket key generation and is based on
WEP.

AESAdvanced Encryption Standauid a very securelockbasedencryption.

You can choose fro@isecurity optiongWPA not recommended)

WPA Mode Cipher Type Security solution
WPA RC4 RCA4TKIP
WPA2 AES AESCCMP
WPA AES AESGCMP256

a. Pre-shared key mode (PSK)
In PreShared Key mode (PSK, also knowpersonal mod¢, eachAccess Point client
must provide a password to access the network. The password may be from 8 to 63
printable ASCII characters. Most operating systems allow the password to be stored to
avoid retyping. The password must also remain stored in theFiNicess point.

All WiFi devices on your Wi cell must have the same Psbared Key.

b. Enterprise modg802.1x, RADIUS)
WPA/WPAZEnNterprise, or 802.1x, provides authentication to devices trying to attach to

a private network through a boundary Access Point, establishing the access point as the
gateway to LAN resources, or preventing access from that device if authentitatson
NOTEsincein achain of repeaters the farthest ones would depend on the nearest ones
to access the 802.1X server, this security is not available in repeater mode. WPA/WPA2
PSK can still be used.

The authentication process is organized around several agents:

- User, also called supplicant or Wireless Node (WN),

- Wireless access point or authenticator,

- Authentication server, most often a RADIUS (Remote AuthenticatioArDlaser
Service) server,

- Authentication modus operandi.
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\N"‘(g,'\_e Ed %.NE_&_?? %

Authentication Server
(RADIUS)

Authenticator

W

Internet or other
LAN resources

.JI“"\.‘-_/’/3/»'—'—
Supplicant *« "1‘
When a wireless node (WN) requests access to a LAN resource, the firstiseephigsical
association between the client and the access point, defining-@kof f SR &l O0S
(number 1 on the diagram).

The access point (AP) asks for the WN's identity. Then it establishes dgpoint EAP
tunnel between the WN and the authentication server (number 2 on the diagriim).
other traffic other than EAP is allowed until the WN is authenticated§(thd? isldlosed).
Until authenticated the client cannot access the LAN.

Once the authentication server informs tla@ithenticator that the WN is authenticated,
GKS GNIXYFFAO (2 GKS [!'b A& Fff26SR 0ydzyoS!
0KS aLR2NIé¢ adlea Of2asSRo

Note: 802.1x also offers a system to exchange keys which will be used to encrypt
communications and to check integrity.

Authentication modus operandi
802.1x uses one of the EAP (Extensible Authentication Protocol) methods. The most
commonly used ones are:

- EAPPEAP
- EAPTLS
- EAPTTLS

The EAP method used is transparent to the access point. On another hand the access
point clients, like bridges, must be aware of the authentication method. The choice of
method must take into account the capabilities of the server/supplicant couple as well
as the level of security needed.

For example, a Windowi0 supplicant allows:

- PEAP authentication with login and password (called MSCHAP V2)
- Use of certificates

Preauthentication
A client is said to preauthenticate when it is authenticating wittea AP tihroughthe
currently associated AP. This aims to speed up the association time when the client
decides toroam to the preauthenticated AP, because it will remove the important
overhead of the 802.1x protocol.

Preauthentication must be enabled in the AP to allow the client to u3éé.Client role
in these productalways usepreauthentication wheroffered by theAP.

DTUSO70 rev A.17 T June 2024



Page71/ 355

Pre-authenticationmakesthe client stoe communication keys before it needs it. The
client can keep many keys in advance, allowiogming from one AP to another to
FYy20KSNX | yR 0l O] -eXeéuting ReS80Xpitcal.y 6 A G K 2 dzi

In the client, he keys are kept in a cache table whose lifetime is configurable.

V.2.5.5 Protected management frame802.11w)
This featureprotects your device from hacker @S (Deny of Service) attack.

By default,the management fram&are not protected. Anyone can send a DEAUTH
frame to a client or to the AP.

In this situation, a hacker camtdper AP informatiorusinga Wi-Fi snifer andthen send
to a legacy client a DEAUTH frame vitie AP mac address. The client recsivas
frame, andthen closes the connection with the AP.

The 802.11w adslafield in the frameto authenticate the frame sender.

If the WiFi equipment receivia management framéom an incorrect sendeiit will
discard the frame.

Please note that with WPA3rotected management frame is always enabled and
required.

If you choose a WPA2/WP3 mixed modéaveOS will automatically set Protected
management to enabled/optionalo authorize the association with WPA2 peers which
don®@support this option

V.2.5.6 OSU Serve®nly Authenticated L2 Encryption Network (OSEN)
This security mode is reserved footspot 2.0 r2Passpoint

V.2.5.7 Mesh Secure Authentication of Equals (SAE)

In 802.11s mesh mode, no mesh node has a special identification role, all nodes are
considered equal in privileged/hen SAE is used| rodes must have a preset common
key. Each time a node comes in reach of another node in the same mesh, it will verify
that the peer node knows the keyhe encryption uses the WPA2 protocols suite
(AES/CCMP).

The passwordkey canbe from 8 to 63 printable ASCII characters. $amepassword
must remain stored ill the mesh nodes.
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V.2.6 Wired to wireless bridgingn infrastructure mode

V.2.6.1 The problem

Asoutlinedin sectionV.2.1.1 in the 802.11 standardn infrastructure client is supposed
to be a single unitwith a single MAC addres3he AP forwards data to/from the client,

from/to other clients or wired devices. In this respect the AP is similar to an Ethernet

switch

Client stationm with
embedded functionality

Wireles

"
Ac:c:ess‘-fmint

s

= = 3 =1
CcOVErage area ' i Backbone

| LAN

Bridging several devices with a single wireless client

To allow the AP to forward data, each frame includes a source

MAC and alestination MAC.

In all frames thisidentifies the AP
Wifi header|gssip| S°Urce | destination data payload
M heager MAC address |MAC address ata payloa
In frames from client to AP: t In frames from AP to client:
This identifies the client's This identifies the client's
radio card radio card
This identifies the backbone This identifies the backbone
server's Ethernet card server's Ethernet card

Standard infrastructure data frames (3 addresses)

When using a client station to bridge a

wired network toAsP, the situation is different.

What appears to the AP assingledevice witha singleMAC addressgthat of the radio

card) is hiding several wired devices, each of them having its own MAC address. Since they
do not participate in the association process to the #iey did not authenticate, hence

the AP will not accept frames containing their MAC address as a sdtrte client
changes the source MAC address to its own, other problems appear, see picture below.
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The device never ) source | dest data
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of— —MACZis myself, do maca | macs

receives frames ayloac
not forward frame £y

Sample problem tdging several devices with a single wireless client

V.2.6.2 The ®lutions

There are four ways to overcome this limitation and allow bridging the devices behind the
client station:

1 Routing. Let the wired LAN on the client side be an IP subnetwork, and let the client
be a router or a NAT. This is a very clean solution but néedwanage the
subnetwork Strictly spoken, this is routing (layer 3 networking), not bridging (layer 2
networking).

1 Masquerading. Let the client change the wired devices MAC address to its own and
backk 'y F LILINEI OK | f a2 ANI2@lYywTThilisheddedadtSt H
operation in( K $liené(infrastructure)é Y 2 IRi$ described in more details in
sectionMasquerading (ARPNAG¢glow.

1 Cloning. Let the client use the MAC address of the wired device. This is limited to one
wired device

f Usingd K 8iend(infrastructure}| y R addresses formatbridging modeinvolving
a more sophisticated frame format. TI8©2.11 standard prodesad # RRNBE 4 & S
frame format to solve this kind of issues htutoesnot fully speciy it; hencethis
mode is not always compatible between clients and APs from different vendors. The
ACKSY@oducts, asvell asseveralLinuxbased clients and APs, support this mode
described in sectiob below.

Note that the mesh mode (not an infrastructure mode) also allows bridging.
a. Masquerading (ARPNAT)

In this solution to the bridging problenthe client bridge keeps a table to convert
devices MAC addresses to and from their IP addresses.

In frames sent to the AP, the bridge replaces deeices source MAC address with its
own and remembers the MAC/IP correspondence of the frame.

When a frame comes back from the AP its destination MAC address is the one of the
bridge. The bridge finds the IP address in the frame, finds out the corresponding device
MAC address, pokes it in the destination MAC of the frame, and sends it to the wired
LAN side.

This solution is compatible with anlyird-party AP since all processingdene on the
client side However there arespecialbehaviorsto keep in mind:
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1) The conversion table handles MAC/IP conversions only. This meansnijahe
TCP/IP protocols suitéTCP, UDP, IP, ICMP, ARP, DHCP and so on) can be bridged.

2) The conversion table is updated only by frames from the LAN to thEi.\Wihis is
usually not a problem because prior to any data transferbraadcast ARP
request/reply exchange must take place. But if the client bridge is powered down,
when it comes up again, tERP exchange is not necessarily restarted by the devices
on the backbone side. Then, when the bridge receives a data frame from the AP, its
conversion table is empty and the frame is not forwarded. In this case, the bridge
itself initiates an ARPRor the destination IP address mentioned in the frame,
triggering from the LAN device a response that will update the table, so that the next
frame can be forwarded.

3) Equipmenton the backbone cannot use an IP gateway (a router or a NAT) located
on the client LAN sideexcept if the product is the gateway and if the destination
subnet is directly routable by the produciThe reason is that the destination IP
address in the frames received from the AP are not the one of the gateway, but the
address of an equipment farther beyond the gateway; but the MAC address needed
is that of the gatewaySo,the address conversion is not possible.

4) DHCP is a protocol used to set up IP addresdes.wired device MAC address is
conveyed not only in the DHCP frame header, but also in the data paylbad.
address conversion causes an address mismatch at the DHCP Sersgatisfy the
DHCP server requirements, the bridge advertises itself as a DHCP relay agent
resolving the mismatcHor this to worka DHCP servdocated on the AP sidenust
be able to send unicast IP packets to the briddéis means that the bridge must
have an IP addressachablefrom the DHCP server prior to serving IP addresses to
the devices behind the bridge.

5) ARPis a protocol used to discover MAC addresses. The ARP frames contain MAC
addresses both in their headers and in their data. Special processing is done in the
bridge to convert these frames.

CISCOYR 20KSNB Oly aS8Si dzLJ I GLINRBE& ! wt
AP itself converts IP to MAC addresses ehdif of the backbone equipmenthe

proxy ARP server can get confused because all devices on the bridged LAN appear
to have the same MAC address (the one of the bridge radio card) butedtiff&?
addresses. The solution is tiisable the proxy ARP servemn the AP sideln the

/' L{/ h LINRPRdzOGO (GKA& Aa OFffSR aGLI aairos

6) More generally, applications or protocols running on the backbone sideeiyidg
on MAC addresss to identify deviceswill encounterproblemsin this mode.
Fortunately,such software is hardly used.

b. Infrastructure dient using 4 addresses formdWDS)
Whenthe clientis in4 addresgsformat bridging mode, iuses a special frame header
wherebothW-CA YR [! b a!/ I RRNBaaSa -addEsses Y RA
FNJ YS TB¥ bdreying doth the client MAC and the wired device MAC in the
wireless frame, thelient can correctly route Wi frames to its LAN while th&P can
know that it sends to aauthenticatal client.
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MAC of the WiFi destination (either AP or client)
W-—-MAC of the WiFi transmitter (either AP or client)

final dest. |origin source

Wifi header| RA | TA MAC addrezz|MAC address

data payload

This is always the Ethernet address This is always the Ethernet
of the final destination device address of the originating device

4-addresses frame format

In this solution to the bridging problem, the client bridge and the AP encapsulate both
data and Ethernet MAC addresses in thefMitiame, adding both the AP and the client
Wi-Fi MAC addresseSo,the frame can reach its Wi destination, which removes the
Wi-Fi addresses and retrieves the original frame unchanged. The same process takes
place both ways.

Thissolution isindependent of the layer 3 IP addresses:

1) This mode can bridgerotocols other that TCP/IP.

2) Ittransfers DHCP and ARP frames unchanged, avoiding most verification issues on
the AP side, like proxy ARP or DHCP servers.

3) It allows using an IP gateway either on the AP side or on the bridge side, accessible
from either side.

But since his solutionrelies on unspecified 802.11 featuras,should be used only
between products of the same brand or range, or when you know that the AP and client
usecompatiblesoftware.

Please note that-@ddresses frame format is not compatible with the roaming feature.

Final note:The 4addresses frame format is sometimes called WDS (wireless distribution
system). This acronym designates a frame format that can be used in a variety of ways.
It does NOT designatespecific WAFi architecture (like infrastructure or mesh).

Configuration

The access poinble (AP) always suppatboth standardARPNATand 4-addresses
clientssimultaneously The client bridgesanbe set upeither in ARPNAT oraddresses
format.

c. Cloning

The ARPNAT solution logee MAC address information frothe wired devices when
bridging frames to the wireless interfaddost devices do not care about MAC address
substitution becausethey use the IP protocol in Layerahd ARPNAT takes care of IP
addresses

But ©me deviceslo not use IP in layer PROFINEdquipment LANGA RS2 OF Y S
and the MAC address is the unique ID ideimyhe equipmentcorrectly.

With the cloning feature, the product can use thi&\Caddress oawired equipmentas

the source MAC addresm the wirelessinterface. The cloned address is used for all
wireless transactions: association, authentication and data exchange. The original MAC
address of the radio card is ignored.
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To set up the wireless MAC addredsse tproduct clones the sourddACaddress ffom
c the firstincomingframe after a rebootor the configured MAGddress So, there should
be only onedevice connected to theANof the product

If you mix thenon-IP device with otherlP devices you must ensure that the no#P

device will send the first frame after the product is turned tmpe sure the product

will clone the correcMACaddress. To avoid this problem widlPROFINEGquipment

you should use thé t wh Cdlobif¢> Ay G6KAOK OFasS G4KS FAN
MAC address will be used for cloning

V.2.7 Fast roaming features

In order to keep network connectivity when a client product is installed in &igunoving
vehicle, you can adjust some configuration paramet@&gase note that the fast roaming
feature is not compatible with -4ddresses formatand therefore not compatible with
STP/RSTP.

V.2.7.1 Mono-channel vs. multichannel roaming
The clientrole can either look for APs on one channel only, or it can scan several channels.
Eachway hasitsINE Qa | yR O2y Qad

Mono-channel

All the APs compete for the air media, so that the available bandwidth is redacedl
clients and ARsBut the client is informed of the APs peese and condition at all times,
and can communicate with its current APadlttimes.Also, if one of the APs is near a source
of interference on the selected channel, all APs must be switched to another channel.

Multi-channel

You can arrange for APs which are in radio range of each other to use different channels.
In this way they will not compete for air bandwidth. You should not choose channels which
are too close to each other, since they might interfere.

¢KS Of ASyld Ydzad aoly SI OK OK2aSUKIORY Fi St T
small time, leaving the channel of its currently associated AP; duringirtiesit cannot
exchange data. The data is then buffered under certain limits. This reduces data throughput
for the client.

Configuration

After activating theproactiveroaming feature, gu mustadjust the list of channels scanned
by the client.You can select one or several channels.

If proactiveroaming is not activated, all channels allowed in the countrysaemnedthis
maximizes the chance of finding a matching AP, but slows down data transfers.

V.2.7.2 Proactive roaming vs. reactive roaming

Reactive

Reactive roaming takes place when the client canamger communicate with its AP.
When too many failures take place, the client disconnects from its current AP and begins
to search a new one. Reactive roaming is the default mode, because there is nothing to
configure in this case. In this mode, channel scaring t 8 2 OI f f S Rdoést 2 NB
never take place during data transfers, leaving all the bandwidth available for data
transfers. But the roaming process is slftvnust wait for the end of thescan)and data
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cannot be transmitted during this tim&/henever a client cannot associate to any AP, it
enters reactive roaming.

Proactive

Proactive roaming means that the client siflarch select and switch to another AP before
signal level is so low that lot of errors can happeiBy selecting appropriate parameters,

the change from one AP to another will take place before data throughput is affected, and
the reassociation process will be quick if the new AP is in sufficient radio range. Hence few
data (if any) will be lost.

To enable proactive roaming the client“must search for APs while it is already associated
YR LRGOGSYGAlrtfte SEOKFY3IAyYy3d REFEGEFE®D® ¢KAA& LIN
reduces data throughput.

Configuration

You must configure the radio signal lewresholdat which you consider that the link
quality is insufficient for your throughput requirements.

But radio signal reception level is not a staleasurement;it varies under many
unforeseen parametersnfoving2 6 2 SO0 & 2 ). Whizy theRAP(sigdal is near the
threshold, it can go back and forth around the limit. You do not want to switch from AP to
AP too often, since this means you cannot transfer data during these reassociation periods.
To account for this, crossing the lirstsubject taahysteresiO £ £ SR & NB |j dzA NS F
(default: 6 dB).

Finally, even when the threshold is crossed, you do not want to reassociate with a worse
AP, but you do not want téosethe current bad AP either. The NB Ij dzZA NER f S @
configuration parameter speogshow much better you want the new AP to be in order to
begin reassociation.

The effects of the various parameters are shown in this picture.

A
Radio signal
Roaming not needed

Leave \ /" \ A Threshold Hysteresis

(coﬁ%ifzﬁg B - \ | (x2dB, configurable

Scan results considered

Minimum
signal level
(configurable)

Level boost
configurable)

Next AP ignored

v

time
—— Current AP roaming roaming takes
—— Next AP requested place

NOTE: the threshold hysteresis is configurable in versions 2.2.7 and later. The
Gt SIS GKNBaK2tRE Aa OFftftSR GYAYAYdzy

DTUSO70 rev A.17 T June 2024



Page78/ 355

V.2.7.3 What happens when the current AP fails

Contrary to wired LANs, the Wi medium is not limited in width, in sources of
interferences or in obstacles. Hence the currently associated AP may abruptly disappear
FNRY (GKS OfASyidQa GaArAdakKidé RdzS (2 YawdAy 3
downand so on.

The client has four ways to know its AP is available:

1 Checking that beacons from the AP are regularly received,
1 Receiving data,

1 Receiving acknowledges for data sent,

1 Receiving responses to probssnt.

If the failure is shorived, data is retransmitted, and a few missing beacisnallowed
Conversely, longjvedabsence of beacons or data acks triggeedisconnection. If another
AP previously detecters still around the client will switch to it; else the client will enter
reactive roamingTo properly distinguish shottved from longlived failures, this process
is reacting more slowly than proactive roaming, depending on your configuration.

Configuration

On the client side gqu can configure the number of missing beacons that will trigger the
roaming process. The delay will depend on the beacon frequency that was configured in
the AP. Please bear in mind that losing a frame or two is very common-hi, Afid the
missing beacas count should not be set below 3.

On the AP side you can set the beacon intefliaé smaller the interval, the faster failures
are detected; but beacons are transmitted at the lowest allowed bit rate, and consume
more bandwidth than data frames.

V.2.7.4 Scanning

Scanning is the process used by the client station to find the APs around, intorder
associate with one of them. Scanning takes place periodically. During each period, the
Of ASyld oAttt adz00Saar@gSte agrAiOK G2 O2y7¥F
NBljdzSaGé FNIXYS FYR gl AG FT2NI NBalLkRkyaSao

The probe request contains the SSID among other data. Any AP capable of serving this SSII
will answer. The signal quality at which the response is received is used to select the best
AP.

2 KSy GKS aoOlFyySR OKIFIyySt Aa y2i (RQBlI gySt s
and it cannot transmihor receivedata during this time; the data is buffered meanwhile.

¢2 AYTF2NY GKS 't GKIFIG AO0 OFryy2G NBOSAOS:
to the AP before going cffhannel, so that the AP can buffer framasthe meanwhile.
Configuring too many scan channels will result in loss of throughput and/or loss of data. To
allow sufficient time for buffered data to flow out, you caanfigure thedelay between

two scan periods.

Configuration

The two scan parameters are the list of scan channels and the delay between scans.
Warning! Thiglelayis not the scan periodyut increases the scaperiod, as shown in the
followingdiagram, showing the background sq@&hparameter)
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NOTE: when the client is not associated to any AP (after a client restart, or if the current
AP suddenly disappears), there is no data to exchange, henderébehi A YS dawé A
diagram is shortened to O, resulting in a slightly faster scan cycle.

I Scan Request ' 1" Channel | Scan Request I

2™ Channel
/ 3" Channel
Breathe time for

¢ ¢ ¢ ¢ ¢ data transfer
A4 4
R |B R
/

il

AlB R |B C A
- I S I
Scan Period
A: Initialization = a few ms B: Channel scan = 56ms
C: Padding = configurable by steps of 4 ms R: Breathe time = 200ms
(C is the fiDelay between two successive scan cycl eso

The 0RO del a yeadtiw (faregroumd) scdn cycles, thus shortening them while the client is not

connected to an AP.

NOTE: the 6B6 delay is configurable in versions 2. 4.
Scanning itself normally takes plageconditionally. To gain extra throughput when the
ardyrt €tS@St A& 3IA22RT @2dz OFy O2y TAIdzNB
level above which you estimate that no roaming is ever neces¢a§y.i G Ay 3 G KS
GKNBaKz2ft Ré¢ G2 | SmBfauBAalofSa GKAA TSI Gdz2NB
When set, the scan threshold is compared to the power received from the current AP.
When the power is greater than the threshold, the scan procest®jgpedat the next scan
period. When the power received is lower than the threshold, the scan process is restarted.

To avoid oscillation effects due to a received power rapidly changing around the threshold,
aKedaliSNBaAa Aa AYLISYSYyGuSRo L& O fdzS A&
I KNBaK2t R¢ @

A -
Radio Scanning
signal
Scan /‘\ \ /\ Threshold
threshold \ : v ‘ Hysteresis
(configu- \/i (configurable)
rable) ! :
Scgnning | i
Blesd i i Scanning /
! I enforced
| Leave {
| threshold ! / \
Escanning scanning time
stons restarts roaming !
takes place '
——— Current AP signal level

NOTE: the scathreshold is configurable in versions 2.2.7 and later.
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V.2.7.5 AdvancedRoamingsettings

In several situations the basic roaming settings are not sufficidms. includes directional
antennas handling, fine tuning of the mean signal decay rate and fine tuning of the
bandwidth used for scanning.

a. Directional AP handling

If the Wi-Ficlient is say,embedded on a train, and a directional antenna is fixed on the
roof (see picture)a high signal leveheans that theAPwill soonbe on the other(bad)
side of the directional antenna soon, hencdsita good timeto roam to another AP
farther ahead with a lower reception level

Good signal area

Good signal area

Train

Train soon loosing current AP despite good signal

In this case when the A® seen witha high signal levé is likely thatthe clientwill lose
the associationn the next few seconds.

TheExcessive signal detection threshotdrameterdrives thedecisionof dynamically
leaving thecurrent APwhen its levelbecomestoo high. TheMaximum signal level
parameterdrives the static elimination oAPs with high signdével as candidatefor
the next associationthe check is performed after each scan

Good sability placessome constraint®n these parameters:

1 When both parametersare used, you must set thiareshold level lower (less
powerful) than themax level.

1 These parameterareincompatible with theCurrent AP scan threshojavhich is
another way of managing high signal level APs.

Theexcessivahreshold also uses th&hreshold hysteresiparameter

The max level is not checked during the first scan after assocjatmavoid
leaving an AP which just became current
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Configuration
0 —AP1
-10 — AP2
-20 -AR-eliminated from.candidate list oo AP3

Maximum signal
level

BT I AL LA AL AL LA LA L AL LA LLLA,

Excessive signal
detection threshold

&

—_— - T ] — _— - - -— _
N [\
.
50 o

| A | " }
- - e \ 3
AP considered for roaming r° | A ;\.’\" ':
~ \ by
| \

Current AP leave
threshold

Minimum signal
level

4 \/ f\/ v .
-60 - T N :‘\:\ \w‘. ' Roaming requested
¥ N Y
A |
~0] R AL Sy =
v v c %
a 7V N | I\ : ] |
-80 - 'AY A S | A | 3 M s k-
o . — i, s, ™ i 0 ——— &-.\\\‘\“\‘ | —
7 | ", Soop ey VRS VAN | ~\:\ .
790 {E A S A A AN AR AN AN
o W ¥y N UGN A A L APYA
-100 Ve

AP eliminated from-candidate list

At the end of scan process, tpeoduct choossacandidate AP. The candidate AP is the
AP where you will roanf the roaming igequested.

w2l YAY3 42y Qi MnbnOnaiamngimervidllas élaised since the last
associationln areas where several APs are received with about the same signal quality,
this parameterhelps avoidfrequentroamingdue to slight signal variations.

w2l YAY3 g2y Qi 200dzNJ (2 | ythd NoretirK delayhasl &
elapsed This parameterhelps enforceroaming toa sequentiakuccessin of APs even
if signal bounces make a previous AP appear temporarily as more desirable

Smoothing factofRSSI decay rate)

Various parameters are meant to trigger events:

1 scan threshold
1 leave threshold
1 excessivesignal detection threshold

For the purpose of thresholdrossing detectionallthese parametersre compared to
the RSSI of the current AP.

The RSSI of the current AP is defined as an exponential moving average computed over
the most recent beacons received from the current AP. So, the comparison is done, not
against the current signal level, but against an averblgée thatonly thebeaconssignal

levels are usedsince they are transmitted at a stable bit rate and power level and they
are received with homogenous receiver sensitivity.

In order to favor more or less the recent beacons against the older ones in the computed
RSSI average, you can set the exponential factor of the moving average. This factor is
Ottt SR (KS aw{{L avy22iKAy3 FI Ol 2 NJndst L
recent beacon in the computation.

DTUSO70 rev A.17 T June 2024



Page82/ 355

The smoothing factor is a value between 0 and 1 in steps of"LA6r example, a value
of 3/16 means thathe signal power levelof the previous beacons are used like this:

9 for the most recent beacon — 18.75% othe signal valug
1 for the penultimate beacon — — 15%,
1 for the antepenultimate beacon,- — — 12%,
1 and so on.
Configuration

In the browseiinterfacethe factors are expressed as the percentatjached tothe last
beacon. As an extreme case, using 1§6pd6/16") means that only the most recent
beacon is used in the comparisons.

c. Off-channel configuration

You can shorten the duration of the afhannel probe request/response sequences (the

BQ LI NI YSGSNI AYy GKS daoly LISNR 2&argedata Ol dzl
flow is entering the AP which cannot forward it to the client because sicanning
anotherchannell YR (0KS 't Kl a AyadzZFFAOASYBl)a& dzF ¥
switching delay (very quick)BZ) a synchronization delay (ensuring that our probe will

not collide with another transmitter on the channelB3) probe requestransmission

(at the lowest rate available)B4) response waiting delay.

Also, he scannecanswitchfrom channeko channel, without returning to the current
channelLy (G KS ySEG LAOGAINBITI p OKIyySfta Ydzi
the delays (B2{B3)(B4)are repeated without returning to the data channel, until either

0 KS LI NMaxi®umStimke dffichanneé 2 NJ G KS OdzNNBy G !t
exhausted.Thisbehavior saves some of the switching delays @it) improves mean
throughputat the expense athe instant throughput.

(Scan Request) 1% Channel (Scan Request ]
2" Channel

3" Channel

4" Channel

/ / 5" Channel
B

+ + + + Breathe time for
R R

data transfer
B

i i i i i i

Scan Period

U

7
Y
1 €

C A
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Configuration

You can configure item82) g A (i K OffickeBnekdaptationR S an@ @) A G K at S
OKI Yy St LINE O S, aiNliycu ad yedire thRdvérdll &ffannel duratiorof

2yS w. Q0 a0ly &S1jdzsSy0S 0Kk Ky Stk . MlaedeWn iz
parameters are defined4 ms

Default values

The default parameters allow probing 2 channels per scan sequence, as displayed in the
picture.¢ KS RSTlI dzf | GOKENY&Y ¢GA®MS MBPT YA S 06 dz
beacon period of 100 ms, this parameter is usually automatically reduced to 100 ms. The
two other default parameters are set to 30 ms, but are actually rounded down to 28 ms.

If the channel list includes DFS channels, the delay indicated in "Maximum time off
channel" must take into account the minimum value of "Per channel probe response
delay" in the DFS case.

For example, if we scan channel 36 (not DFS) and 52 (DFS):

The "Maximum time ofthannel” must be at leasOff channehdaptation delay" +108.
Note that when we leave this parameter empty, it displays 125 in the background but it
is automatically adjusted to: 125 ©ff channekhdaptation delay”

With "Off channebhdaptation delay" = 30 (rounded to 28); "Per channel probe response
delay" = 30 (rounded to 28); "Maximum time -@fiannel" = 150, the scan cycle is:
channel 364pprox.56 ms) then return to the operating channel (208) then channel

52 @pprox.138 ms) then "Delay between two successive scan cycles" and we start
again. We see that the maximum delay of 150ms is never used to the maximum, the
maximum interruption of service is 138 ms.

Setting a value a little greater than 138 makes it possible to absorb the peaks of CPU
usage of the router. For example if, at the same time, it does multicast routing,
encrypted VPN, etc. In fact, in this example, up to 138 + 56-4)(5&4ans. the scan
cycle will be identical.

To scan the 2 channels consecutively, you can@#tchannekdaptation delay" = 30
(rounded to 28); "Per channel probe response delay" = 30 (rounded to 28); "Maximum
time off-channel" = 200 (i.e. 138 + 56 #®. of margin), the scan cycle will then be:
channel 36 §pprox.56 ms) then directly channel 52approx.138 ms) then "Delay
between two successive scan cycles" and we start again.
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V.2.7.6 Authentication speed up

In the association task, the AP and the client must exchange severalsfraheenumber
of framesincrease with the security level.

In the WPA protocol, the PMK (Pairwise Master Key) is used to generate the temporally
keys which will be used to encrypt the data.

- WPA/WPAZPSK: The PMK is derived from the-Bhared Key.
- WPA/WPAZEAP: The PMK is distributed by the radius server.

The table below gives the number of frames the security level

Security policy Number of frame

Open (without security) 4 frames
4 Authentication frames
4 frames
WEP
- 4 Authentication frames
8 frames
WPA/W PA2PSK - 4 Authentication frames
- 4 Key exchange frames
: . > 8 frames
WPA/WPAZEAP (with radius % Authentication frames
se rver) - Several radius authentication frames
4 key exchange frames

¢KS an ! dziKSYUGAOridA2y FNIYSaé¢ I NB YIyRIFQ
¢tKS aSIEOSIeYy IS TN YSaé¢ FNB ySOSaal NB (G2 S
¢tKS GaSOSNIt NIYRAdza | dziKSyYy GAOF (A 2FiclidgnNt YS
with the radius server. The numbers of frame are depending of the authentication
method.
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a. Preauthentication / PMK caching

With this feature the authentication with WPA/WPARAP policy is reduced to 8 frames
(asin PSK mode).

The AFbeacons conveits pre-authentication/ PMK cachingapabilities A client can
choose between them the capabilitiessiipporis and use them.

The producs support both featurs and automaticallyuse themif the roaming is
enabled

The picture below shows the 3 stepfkthe pre-authentication process

Step 3

‘‘‘‘‘‘

AP1 AP2

Backbone

Radius server

Step 1The WiFi client associaswith AP1for the first time In this step the client des
a full authentication. The raditserver sendshe PMKto both AP1 andhe Wi-
Fi client AP1 andhe Wi-Fi client store the PMK imeir local cache.

At the end of this step, the \ARi client is connected to AP1

Step 2:The WiFi client discoverAP2 by scan procedsuses the secured link with AP1
to processa pre-authentication with AP2Duringthis step the radius server
sends the PMK to AP2 anthe Wi-Fi client. Thg both store the PMK irtheir
local cache.

At the end of this stephe WtFi client isstill connected with AP1.

Step 3:The WiFi clientroamsto AP2.Both AR2 and the WiFi client check if the PMK
their local cache is correct.

If the PMK is correcAP2 startsthe WPA handshake with the Wi client.
If the PMK is not correcthe AP stard aradius authentication.
At the end of this step, the i client is connected with AP2
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b. Fast Transition Support (802.11r)

With this feature the authentication with all WPA/WPA2 paésis reduced to 4 frames
(asin open mode).

With the 802.11ythe temporal keyis distributed through the back bone between the
different AR.

The products support the 802.11r only in client mode.
The picture belovehowsthe stegs of an 802.11rauthentication:

Step 2

L

o QAP ]
e
o
E—

AP1

AP2

. 7 Backbone

Radius server

Step 1:The WiH client does a full authentication with AP1. AP1 ssdtee PMK and
temporally keysThis full authentication process produceata that will be stored by
the WEFi client for the next step.

Step 2:The WiFiclientroams on AR and uses data stored in the previous stepts
authentication request. With thesaata, AP2 knowthat this Wi-F client issuccessfully
authenticated with AP1. ARfrectlyrequessthe temporally keys from ARUSsing the
back bone) If AP1 giveall the neededkeysto AP2, theWi-Ficlientis allowed tdfinish
the association process with AP2. tlme other case, the WFi client stars a full
authenticationwith AP2
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V.2.7.7 Connectefore break

As we have seen previously, the roamprgcess even when it relies on the use of two
radio cards, always implies that théi-Ficlient physically disconnects from the current AP
before being able to reconnect to the next AP. This means that there is necessarily a time,
even a very short one, during which the client is completely disconnected from the
network, and themechanismsut in place tostop packetstransmission this perio® I y Q (i
fully guarantee the absence of packet loss.

To meet the needs of certain applications for which packet loss during handover is critical,
Acksys has developed a particular roaming maddied"ConnectBefore Break”, which
makes it possible to drastically reduce tbacketloss rate, and this evewith very data
throughput

The operating principle @@onnecBefore Break is based on the use of a 'ghost' WiFi client,
which is actually a clone of the effective clieaperating in parallel with the latter by
connecting to the same Access Point, but which, instead of ensdaiagexchange, will be
responsible for carrying out the function of detectitige surrounding AcessPoints
(scanning). We therefore have atytimes two perfectly identical clients, one that we will
call theactive client which provides traffic with the and the other, callgplassive client
which analyzes the environment in searctctofmpatible Access Points

When the signal level of the current AP drops below the roaming threshold, as soon as the
passive clienhas detected a new AP meeting the roaming criteria, it will leave the current
AP and initiate the connection process to this new one. During this timeydtiee client
remains connected to the current AP and can continue to exchangepaateets It will

only disconnect from the current AP when thgassive clienthas established the
connection with the new ARifter advertisinghe handoverrequest tothe entire network,

via ARP exchanges, and after checking that the buffers of the current AP amadtie
clientare empty.

When theactive clienthas been disconnected, the two clients will swap their roles: the
passive clienbecomes theactive clientand vice versa.

Please notehat, unless your product is configured as a NAT ro@ennectBefore Break

é requires the use ofhe 4 addresses format (WDSIhis implies that the access points to

which he can connect can only be Wave@isys products

Also note thatConnectBefore Break can operate on a single radio card, but inctse,
you can only use one channel

For the implementation o€onnect befordreak, we strongly recommend that you consult
the application noteAPNUS0016onnecBefore Break
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V.2.7.8 Connect Before Break with Predictive Linear Handover

ThePredictivelinearHandover or PLHis a specific operating mode thfe Connect Before
Break roamingThe PLH algorithm imtended to be adapted to the case of mobiles
equipment movingsuccessivehand linearlyin front of new APs. It is suitable for the
following case:

o0 Vehicles that follow a linear route (a tram, a train, some bus lines)
0 Access Pointglaced at regular intervals on the route

o None of theAPs cover two sectors close to thmath (the case of a bus that goes
around a block is not suitable)

o The arrangement of the antennas favors one direction (e.g. they are directional, or
the vehicle obstructs propagation in one direction)

The goal is to avoid the "back lobes" of the antennas pointing in one direction. PLH is
intended for situations where we gradually approach, or we gradually move away, a series
of AP antennas all oriented in the same direction.

Description of the algorithm
There are 3 main rules:

1. An AP is "candidate" (to be used as the next association) if its signal level is in a
predefined range [min, max] and that it is increasing or decreasing

2. An AP used for the data link (active AP) is only dropped if it goes optreflafined
threshold rangeandthere isa candidateAP in range.

3. If the active AP drops below predefined"urgent” thresholdand there is no
candidate AP, a state of emergensyaisedbut you havdo consult it).

There are 2 cases depending on whether W& client (which runs PLH) is placed at the
front or at the back of the vehicle.

FRONT PLH
)

| >

The idea is to reject APs whose sigrakl decreaseslhey are supposed to be passed by
the vehicle.More precisely, PLH rejects APs whose sitgnal is lower than one of the
preceding values, without time limit as long as the AP remains visible.

In addition, APs whose signal is too high are rejected, on the assumption that they are very
close to them and that the overrun is imminent.
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Rear PLH (REAR)

It is assumed that the client's antenna is pointed in the opposite direction of movement,
and the APs are pointed in the direction of movement:

y & W

The idea is to reject APs whose siginaleases More precisely, PLH rejects APs whose
signal is greater than one of the preceding values, without time limit as long as the AP
remains visible.

In addition, APs whose signal is too high are rejected, on the assumption that they are very
close and potentially still on the rear lobe.
"Emergency" state
Here is the list of tests that condition the state of emergency:
o There is no active interface yet OR
0 the active interface is not associat@R
o the signal level of the active interfacelasver than theemergency threshol®R
0

we are in a rear lobeondition: FRON¥ active AP almost reached or exceeded:;
REARactive AP is approachinfNormally, in these cases we should have switched
to the other radio If this is not the case, the other radio does not hagatisfactory
connection).

The emergency state can be consulted using SNMBt@illsRoamingUrgent
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V.2.8 WLAN Association Controller

TheWLAN Association Controlla{ B featureis aWaveOSnodule that is in charge of load
balancing, band steering, amtlentroaming controfrom Access point

V.2.8.1 Load balancing

Load balancing allows to contr@ViFi Stationsor STAsassociation in such a way that
associates STAs fairly among possible APs within a WLAN with more than one AP.

EachAccesdsPoint determines if it is the besAP, and if so, it responds to probe requests
and accepts the association request. If the AP is not the best AP, it refrains from responding
to probe requests and rejects association requests.

WLBuUsesChannel Usage Rate (CUR) indicator along with RSSI to elect the best AP. The CU
of an AP refers to the ratio of its number of associated STAs to the maximum number of
allowed STAs per AP. Thus, each AP calculates an association score for a STA tsased on
CUR and its RSSI. APs exchangertbeiber of associated STAs and the R865TAand

decide in a distributed schema which AP should accept a new STA.

At each probe request the WLBRI SY2y 2F (KS It a Sy Ra
I yy2dzyOSYSyidé¢ YSaalr3asS G2 'ta o6Stz2ydaiy3
announcement contains thMACaddress of the AP, the number of STAs associated, and
the RSSI of a STA. At receptioprabe announcement, the receiving AP updates the best
AP for a given STA as shown in the following diagram.

At the end, stations are associated to the WiEh the best score

AP1 AP2
CUR =30% CUR =T70%
RS5I=-38 dBm prob annoncement RS5I=-38 dBm

—
-

V.2.8.2 Band steering
Band steering enables STAs that are <hsald capable to move to a less congested band

of an AP, typically 5 GHz.

With the advancement of "Duddand” in WICA RS@OA O0OS&asx Odzaid2 Y SN
choice of connecting to either 2.4 or 5 GHzRMVnetworks. However, when connecting to
most consumer routers and mamgcessgoints, the client device determines which lzhn

it connects to. The result of letting the client device to connect can result in a very
unproportioned distribution of WFi devices across the 2Z3H2WiFi network and the 5

GHz band.
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EnablingBand steeringwill direct duatband devices to connect to the 5 GHz WiFi network.
By automatically directing 5 GHz capable devices tolithat,we will reduce and improve

overall connection quality in both bands.

Disable Band Steering i ?{?—‘3; o _ ] Enable Band Steering ‘, v:‘-}f—’f_f-{_-; e
l@ . ; = ‘H: ® 2 lo e 5 1]: >
§ 2 & Z
2.4GHz 5GHz 2 4GH2\ JGHZ
B V- B V-
oy B ) B
™ = N
et V- & ff"

V.2.8.3 Roaming control
In addition to loadbalancing and bandteering, ACKSYSs&Rn be configured to monitor

RSSI per associated station. Roaming control consists of disassociating a station if its RS
falls below an acceptable threshol@hus association requests with RSSI below this
threshold are rejectedNote, however, that a second association request from the same
client will be accepted unconditionally, unless strict mode is enabled.
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V.2.9 Hotspot 2.0

WaveOS now supportdotspot 2.0, known a®asspoih This isa new wireless standard
designed to make it easier and more secure to connect to pubhgi\Wotspots

The goal of Hotspot 2.0 networks is to provide celliia® LJS & NP | ¥inghiogks. As2 NJ :
you travel the world, your device will automatically and transparently connect you to
available public hotspots. There are a few advantages to this:

o Greater ease of access to public hotspots, and better security.

o Network providers have the option of grouping together and partnering with other
providers.

o While many current public ki access points are open, insecureRlVnetworks,
Hotspot 2.0 networks require enterpriggade WPA2 encryption.

WiFi clientscan receive general information about the identity, location and network type of
the Acksys écess Point Clients can also request information frahe Access éints about

the type of IP address available on the network 4IRw IPv6), roaming partnerand
authentication metlods supported, and receive thimformation in the Access Point
information elements.

V.2.9.1 Generic Advertisement Service (GAS) Queries

An Organization Identifier (Ol) is a unique identifier assigned to a service provider when it
registers with the IEEE Registration Authority. An Acksys Access Point can include the Ol o
its service provider in beacons and prabe clientsanswers If a client recognizes the Ol

of an AP, it will attempt to associate with this AP using the security crederglatedto

this service provider.

If the client does not recognize the AP's Ol, it can send argefddvertisement Service
(GASjequest to the ARto ask formore information about the network before associating.

V.2.9.2 Access Network Query Protoc#NQB elements

ANQP infomation elements (IE) are additional data that can be sent from the AP to the
clientto identify the AP network and service provider. If a client requests this information
via a GAS request, the hotspot AP then sends the list of ANQP capabilitie&ihShaitial

frame indicating support for subsequent IEs. If the client responds with a request for a
specific IE, the AP will send a GAS response frame with the configured ANQP IE information.

o Venue NameThe place name IE defines the place grand the type of place
o Domain Namethis IE specifies the domain name of the AP

o Network Authentication Typéf the network has Additional StdRequired for Access
(ASRA), this profile defines the type of autheniimatused by the hotspot network

o Roaming Consortium Listhe IEs of the roaming consortium contain information
identifying the network and the service provider, whose security credéntan then
be used to authenticate with the AP thiansmits this element

o IP address Availabilitythis IE provides clients with information about the availability
of versions and types of IP addresses that could be assigned to these clients after they
have associated with the AP hotspot
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o NAI RealmThe NARealm profile of an AP identifies and describes an(Natwork
Access ldentifierlomain reachable using the AP, and the method that NAI domain
uses for authentication

0 3GPP Cellular Network Dat®efines information for a 3rd Generation Cellular
Partnership Project (3GPP) network for hotspots that have roaming relationships with
cellular operators

o Connection Capabilitipefine the hotspot protocol and the port capgitiesto send in
an IE ANQP.

o Operating ClasdJse this profile to define the channels on which the hotspot is able to
operate

o OperatorFriendly nameA free text field that can identify the operator archnalso
give information about the location

o WAN Metrics:Provides hotspotclients with information about access network
characteristics such as link status and the capacity and speed of the WAN link to the
Internet

V.2.9.3 Passpoint Profile Types

In order to facilitate the configuration of a Passpoint, the configuration is stored separately
and is (almost) independent of any wireless interfalde configuration consists of several
Passpoint configuration profiles; the options in each Passpoint configuration profile share
the same purpose.

The Passpoint configuration profile can be summarized in 2 types: HS20 profile and ANQP
profile. HS20 profiles configure hotspot 2.0 functionality while ANQP profiles configure
ANQP 802.11u functionality

You will find thedescription of thedifferent configurationprofiles in the Setup menu
section(Passpoint Config ProfiledNote that the information necessary to fill in thediéferent
profiles must be given by the service provider

Profil Description ‘

HS20 OperatoFriendly Name Use this profile to define the friendly name sent by
devices using this profile

HS20 Connection Capability Use this profile to specify the hotspot protocol and pc
capabilities

HS20 WAN Metrics Use this profile to specify the WAN status and link

metrics for your hotspot

HS20 Operating Class Use this profile to specify the channels on which the
hotspot is capable of operating

HS20 OSU Provider, Passpoint Icon = Use this profile to define an OSU provider

ANQP Venue Use this profile tespecify the location group and type ¢
locations to send in an IE ANQP in a GAS request
response.

ANQP Roaming Consortium The IEs of th&amingCGonsortium contain information

identifying the network and the service provider, who
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ANQP Network Authentication Type

ANQP IP Address Availability

ANQP Domain Name

ANQP 3GPP Cell Net

ANQP NAI Realm

ANQP Override Element

security credentials can then be used to authenticate
with the AP that transmits this element

If the network has Additional Step Required for Acce:
(ASRA), this profile defines the type of authentication
used by the hotspot network

Use this profile to specify the types of IPv4 and IPv6
addresses available in the access point network.

Use this profile to specify the domain name of the
hotspot operator

Use this profile to set priority information for a 3rd
Generation Partnership Project (3GPP) cellular netwt
used by access points that have roaming relationshir
with cellular operators

The NAI Domain Profile for an AP identifies and
describes a Network Accektentifier (NAI) domain
accessible using the AP, and the method that NAI
domain uses for authentication

Additional ANQP elements with arbitrary values can |
defined by specifying their content in raw format as a
payload hexadecimal. Note that these values will
override the contents of ANQP elements that may ha
been specified in higher laygpf theconfiguration
parameters.
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V.3 Cellular interface option

V.3.1 Networking model

When enabled, the cellular interface automatically connects to the provider specified in the
selected SIM. The operator is responsible for allocating an IP address to the cellular interface.
So, the cellular interfaceannot be handconfigured with linkayer details like a specific IP
address, VLANS, inclusion in layer 2 bridges, radio channel selection, radio protocol and so on
' FGSNI O2yySOGA2Y (KS LINPRdzOO 3AFAya | OGSaa
routed to a remote IP network:

A When using a regular personal account, tieenote IP network is the Internet. The

Internet access is usually provided through an operatanaged NAT gateway, so that
the cellular interface of the product cannot be called directly from remote nodes.

A Whenusing a companievel negotiated account, the operator could directly route the
I 00Saa (2 GKS O2YLlyeéqQa RIFGF OSYyuGSNI T
through a VPN.

Internet

Dedicated
router

Data Center

Two important features must be dealt with when using cellular communication:

A Privacy: communication between the products and your data center goes in a first step
through the air (with very light privacy) and/or through the Internet in a second step,
with equivalent issues. To achieve acceptable privacy, we recommend to set up an
encrypting VPN between the product and the data center (even if the operator
provides privacy on a part of the path).

At NRPZARAY3 00Saa G2 t20ltf RSOAOSaYy AT 2
LINE RdzOG a | NRAzGSNJ G2 LYyGSNYySad 2N G4KS
intermediate NATIndeed,i KS 2 LISNJ G62ND&a b! ¢ R2Sa y2i
devices addresses received from remote sources. You must set up a NAT on the cellular
(public) interface of the product to get around this issue.
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V.3.2 Configuration

In order to enhance securit installation time the cellular interface is disabled by default,
S0 you must remember to enable it. Most of the kevel configuration is provided by the
SIM module.

Other than that, you must decide if you need to set up a NAT and/or a VPN.

Without a VPN, you probably need a NAT to allow the devices on the Ethernet or #he Wi
link to gain access to the Internet. If you use a VPN, having a NAT or not depends on the
addressing scheme you use at both the local and the remote ends of the VPN.

You can put the cellular interface into a network zone in order to set extra firewall rules.

Normally the cellular interface becomes the default route when the connection is established,
and the configured DNS servers are replaced by the opemtided ones. These behaviors
are generally required but can be disabled.

V.4 Satellite positioning (GNSS) option

The GNSS component which comes with the cellular interfaceraitoally makes use of the

four existing satellite systems: GPA&mricar), Galileo European, GLONASSR(ssia
Beidou (Chinese).

Ol dZANAY 3 O0GFAEAYIE0 G(KS LkaAiaidrzy ySSRa |
must be plugged and oriented toward an unobstructed sky. After a restart or after losing the
position, the device needs around 30 seconds to recgwavided at least 4 satellites are in
sight of the GNSS antenna

You can retrieve the current position by four means:

f 5AaALX eAy3d 2y (KS S0 AYUSNFI OS a45SOA0S

1 Reading from the Acksys SNMP Mé#Bryice Statusection) The position datas
refreshedautomatically every 2 secondandwhen reading eitheposition Validor
gnssAllPosition$lease note that The GN&8&riceacquires the positiownlyonce per
second so there is no need to read the value at a higher frequency

1 If enabled, reading the system log at periodic intervals

T LT SylrofSRXI O2yySOuGAy3a (Ferinforf&ion&hoot$hR RS R
protocol used, se http://www.catb.org/gpsd/gpsd_json.html
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¢tKS adNAYy3a RAALII @SR Ay GKS aeadsSy

SNMP OID have the same format. It consists in a series of calepamated values in the

following order:

Valid flag

1 if position is undefined, 2 if the following data is valig

Dimension

2 if only latitude/longitude are known, 3 if elevatic
(altitude) is also valid, 0 or 1 if position unknown

Date

Last fix date.
YYMMDD (year, month, day) or empty if invalid

Time

Lastfix time. If time is available:
HHMMSS.ddd (hour, minute, second, dot, millisecong
If time is unavailable:

Ssssssssss (integer number of seconds since 1/1/197
known to the product. Always greater than 1000000.

Latitude

+DD.dddddd degrees from equator, 6 decimal place
minus sign means south of equator

Longitude

+DD.dddddd degrees from Greenwich, 6 decimal pla
a minus sign means west of Greenwich

Altitude

HHH.hhhhhh Height above mean see level, in meters

Speed

kkk.vvvvvwHorizontal displacement speed in kilometg
per hour, 6 decimal places

Direction

DDD.dddddd degrees from true north, 6 decimal plag

DDD ranges from 0 to 359

The above list may be expanded in the future, by adding to its end.

Example:

2:2:180131:095959. 000:48.817204:2.007647:0.000000:0.000000

t 23
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V.5 High availability features

V.5.1 Router redundancy with VRRP
Ly ySGg2Nla &adzOK & | ONIF yaLl2 NI GFi ks tod & &
communicate with the ground, redundant routing allows setting w@oable route, main and
secondary, and to detect failures of the main route in order to activate the secondary one.
During normal operation of the main route, the secondary route can also be used to transfer
data of lesser importance or to implement statt@d balancing.

When a product is used in IP router mode, you can set up a sacppbduct to serve as a
backup router. This feature uses the VRRP protocol to decide on which product is routing
traffic at any giventimet K S & Yd 2iND SINEOBitey ByNBNNI £ £ @ dza SRX |
62NJ a6l O1dzLd = 2NJ GaSO2yRIFINERB&éUO NRdziSNJ Aa dz
In the devices around, only one gateway address is set. Dependirayalability this
gateway IP address will address either the master or the slave rouigetfier hey form a

Of dzZAaGSNJ OF f ft SR G @ANIidzZl £ NEPdzi SNE @®

You can also sefp two virtual routers, corresponding to two gateway addresses A and B, and

designate one router as master for A and backup f@,conversely set the other router as
master for B and backup for, #us providing higlavailability loagsharing.

Detected failures include Ethernet cable wrenching, Ethernet coupler burnout, Wireless card
failure, remote access point failure (in client modahd of course, power failure of the
master. Network breakages between two remote nodes (e.g. two remote switches indirectly
connected to the products) are not detected: hence the rest of the network must be
redundant as well.

Any detected failure makes the backup router:
1 Take over the existing connections

1 Advertise the remotedevicesaround that the MAC address of the IP gateway has
changed.

When the default is fixed in the master, it resumes, taking back the routing from the backup
router.

Three servicesooperate to support failover: VRRP detects failures and switches the
addressing; connection tracking synchronizes TCP connections between the primary and
backup routers; the event managesportsfailures

V.5.1.1VRRP

The VRRP service handles hardware failures detection and route switching. It implements
RFC3768 with slighthanges The VRRP protocol is straightforwam VRRP master
multicasts periodic advertisement frames which inhibit the VRRP backygt@n the

backup ceases to receive the advertisement, it uses gratuitous ARP to inform the network
of the new location for thegateway IP addresss KSy > | a GKS ySg ay
GFr ROSNIAAaASYSyide FNIYSa LISNA2RAOIffE&®

When the master recovers, it negotiates with the backup through the advertisement
frames and the real master takes back the routing function.
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So, n the master router, the VRRP service detects hardware failures, in the slalen it
monitors themasteQa KSI f (i K

Note that the backup can detect the presence of the master, but the master cannot detect
the presence ofan inactivebackup. This is very important because, if the network
hardware is only hatfunctioning (for example the Ethernet link of the master can receive
frames but not send them), the system could end up with two active routers at the same
address (the master s no default, and the backup becomes active since it receives no
advertisements from the master). The solution to this is instance grouping

The duration between failure and tal@ver by the backup depends on many parameters:

o Time to detect the failure (1 to 2 seconds for an Etherdimét down depend on
roaming parameters for \Wti failure)

0 Advertisement interval. The backup waits up to 4 times the interval before taking
over

o Time to reload the connections in the backup (a fes)

0o ¢CAYS (2 ONRBFROFad GKS G&3IN) GdzaG2dza ! wt €
hosts know the new MAC address associated to the gateway IP address

o Traffic load. A high network traffic may slow down noticeably the 1aker.

VRRPEnstances

A VRRP instands the entity that manages one gateway IP address in one router. It is
bound to one subnet.

By this definition, a VRRP instance has the followimogerties:

1 ID a virtual addressdentification number, common to the
master and the backup. The ID associated to an IP mu
unique on the subnet (in case you have several disi
gateways using VRRP)

A 9 Virtual IP address  The address managed by the instantenust be different
—) from any other IPaddres assigned to the devigeeither
static or DHC#provided

1 Netmask Routing information for the virtual IP address

 Networkinterface ¢ KS LIKe&aAOlt 690KSNYS{XO0
which the virtual IP address is bound

Several other properties are inherited from the group the instance belongs to: the
priority (in backup state), the master advertisement period (in master state) and the
initial state.

A network interface can be bound to several IP addresses. Typically, one is static and is
used for management purposes (to configure and monitor the router) and the other is
the virtual gateway address, used by hosts to route packets to other subnets.
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VRRK5roups

An [P routerinterconnectsseveralsubnets (LANS)A failure on onesubnetmust be
reported to the othersubnetas well, so that remote hosts @il attachedsubnets stop

using the router. To achieve this, the VRRP service manages groups of interdependent
subnets When one subnet fails in the group, it acts as if all subhatkfailed and stops
advertising on all grouped subnets.

In order to ease configuration, some instances properties are defined at the group level.

1 Name a gateway identification string, can differ from the sai
group name used in the backup (but using differ
names is discouraged since it leads to human errors).

M Initial state The state of all instances at service start, this speed
the initial state stabilization Normally the master i
initially master and the backup is initially backup, but t
IS not mandatory.

1 Advertisement period This VRRP parameter is given to the VRRP instances
group
VRRP instances list The instances which apart of the group.
Connection tracking If the router is NAT/PAT, VRRP should synchrc
connections when the backup becomes active. -

connection tracking service should be enabled :
configured separately.

The group properties must be identical in the master and in the backup, except maybe
for the initial state.

REC changes
Three enhancements are added to RFC3768:

9 Timers are in centiseconds insteadsetondsthis feature is taken from VRRP V3
(RFC5798)

! ySg G7Fl dzf ¢ afipdrtialBardivdref fatluses. Thie januiing WRRRA
protocol only handlesomplete router shutdowns.
1 The master and backup routers have different MAC addressesjriieal\MAC

addresses are not supported. Hendeyices using the virtual router must handle
the ARP protocol, which is the vast majority, if not all, of IP network devices.
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V.5.1.2 Connection tracking

CKS a02yySOGA2Yy (NI OlAy3I¢eé &ASNBAOS Aa NI GF
When the router is in NAT/PAT mode, the connection tracking service synchronizes
connection knowledge between the master and the slaMee connection information is

sent from the master to the slaves as soon as possible (the order of magnitude is tens of
milliseconds but the actual figure depends on the product and network load); there is a
slight possibility that a connection which wagen just before failure, igot transmitted

G2 G0KS o6 O01dzLd NRPdzi SN ¢KS dzaSNDa | LILIX A O
retry the connection.

A dedicated network link can, and should, be used to transfer connection data: for
examplethe secondary Ethernet available on some products.

The service is awakened each time a TCP connection @& s&in down,or whenan UDP
Ft2¢6 Aa adGloAfAT SR 5SLISYRAY3I 2y GKS dza s
They are grouped together and sent (replicated) in an UDP multicast packet to the backup
system that replicates the connection list. The grouping avoids overflowing the network
when many connections are present, but induces some delay in the replication.

V.5.1.3Failures reporting

When the routers change state, an internal event is generated, and you can set the event
G2 3ASYSNIGS GIFNAR2dza | OQGAz2ya gAlK GKS 3ISy
action when any given instance or group enter or leaves any given state. When
associate events and actions, you must remember that SNMP actions need a working
subnet to propagate.

V.5.1.4Force routing via the BACKUP

In some cases, it may be useful to deliberately switch from the MASTERBA@UPof
example if an orfthe-fly reconfiguration of the master is necessary do this, we caplay

on the priority level of the groups: by default, the priority of the MASTER group is fixed at
230 and the priority of the BACKUP group at 200. Using an SNMP command, it is possible
to temporarily reduce the priority of the MASTER to zero, and forse the BACKUP to

take over To do this, you must program the event trigggdMP Triggerwith the Alter
VRRRction (see sectioAlarms/event$, and as argument, the name of the MASTER group
and the offset to be applied to the value of its priority (+230 if we kept the default value).

SendingOIDadminEventEnabley SNMPwith the name of our trigger as an argument
will then allow thedefined offset to be applied to the priority of the MASTER group (i.e.
230-230 = 0), which will immediately trigger the switchover to BACKUP, which therefore
has a higher priority.

Sending OladminEventDisablavill then have the effect of canceling the offset, and
consequently will allowd restore the priority of the MASTER grosp, the MASTER will
take over again.
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V.5.1.5Miscellaneougjuestions

a. Access points configuration

The access points must allow clients to use several IP addresses and to change them
from time to time.This requirement rules out some forms of proxy ARP.

b. Throughput

In load sharing, you must consider the possibility of a failure, where, after takeover, all
the data will be routed by one router only. In such a configuration it is therefore
advisable to restrain the throughput to half thecceptable throughputNote that
reducing the timeouts make the systefaster to react, but reduces the useful
throughput, because of the additional load placed upon the @Rlthe network

c. Wi-Fi bandwidth occupation

VRRP and Connection tracking rehyMIALTICAST frames. You must consider how this
affects air bandwidth:

1. All VRRP frames are transmitted 3 times on the air. In the MasteFi(\dientp AP
direction, they are transmitted twice: once in UNICAST to the AP which rebroadcasts
them (at low bitrate) to the other potential clients of this AP;

2. in the ARA Backup (WHFiclient) directionthey are broadcast once at low bitrate.

3. Multicast / broadcast frames from an AP are transmitted at the lowest modulation
rate available (1 Mbps in the 2,4 GHz band, or 6 Mbps in the 5 GHz band). You can
speed up multicasts by disabling the lowest bitrates (see documentation).

4. As noticed earlier, it is not advisable to use-RVifor connection tracking and
replication. The bandwidth is one more reason to avoid this.

The shorter the VRRP period, the more the bandwidth is occupied, the less it is
available for useful data exchange.

d. Influence of WiFi handover (roaming) on VRRP takeover delay

Ly (KS é&ddndtidywheén thie loaming mode is enabled, two kinds of short

interruptions of the transmission will occur. The duration of these interruptions must

0S GlF1Sy Ayidz2 | 002dzyd 6KSYy O2y FTAIdzNRAY 3
unwanted takeover will take place due, not to a breakdown, but merely to roaming

latency.

1. Interruptions due to multichannel scan
They are periodic and systematic. They are configurable within some limits, using
0 KNBES LI NFYSGSNR Ay ( W&ximan @ loffcidasngl, N2 |
Maximum time offchannel, Per channel probe response deldiyh a standard AP
and the default parameters, the interruption will not exceed 65 ms.

2. Interruptions due to handover from one AP to another
The interruption duration in this case depends on a large number of factors, such as
the kind of security parameters, AP capacity and AP swiftness. Depending on various
factors, the duration can vary from 14 ms (no security, fast AP) to more than 300 ms
M ! w!5L!'{ RAIFIft23> OSNIAFAOIGSa O2yan
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Thehandoverprocess inhibitshe detection of WAFi disconnectiondy the VRRP
service: when another AP is available for fast roaming, disconnection detection is
disabled, in the assumption that a reconnection to the other AP will quickly follow.
If the quick reconnection fails, a timer expires and makes VRRP handle the
disconnection The timer, which represents the maximum time between the loss of
the current AP and VRR&loverdecision is computed as follows:

- If the scan cycle period is greater thanezaends:
Timer =(scan interval parametet 2s.

- Elsepn the assumptiorthe timer is:
Timer =2 x §can interval parametgr

e. Influence of the priority field on VRRP takeover delay
+wwt Aada RSAAIYSR (2 KIYyRfS Y2NB (KIy 2
priority betweenthe potentiallymany backups. The timers which detect a failure of
the master depend on this priority field. THagher the priority, the faster the
takeover; but for reliability reasons in the priority negotiation, you are advised to use
large intervals between values assigned to each device of the VRRP instance (i.e.,
between the master and the backup). The waitingtimg NJ § KS &l ROAS NI A &
from the master is computed as:

Timeout (in ms) = ((25@priority) / 256)x 1000 + 3 x AdvertisementPeriod

For example, ithe initial role of the product istbackug and Advertisement period =
100 ms, thedefaulttimeout will be

(256 200)/256x 1000 + 3 x 108 519 ms (+4 ms)

f. Takeover caused by a Ethernet link loss

Due to limitations in the software and hardware components used, detection of an
Ethernet link loss may take up to 2 seconds. Obviously in this case the takeover cannot
take place before that delay.

g. Packets are not routed from wireless to wired interfaces! What is wrong?

The advanced settings/bridging mode setting was left to ARPNAT mode. As explained
in sectionV.2.6.2a only a norAbridged wireless interface can route incoming data. The

Gy SGg2N] ¢ K2t RAy3 (KS g A NDbiid§idgaor the/clieStNIF |
bridging mode must be-dddresses.

h. SNMP

SNMP OIDs are not yet defined for VRBiffiguration Therefore,t is not possible to
configure VRRP using SNMBwever, SNMP traps are defined and can be configured
and sent.

V.5.1.6Link layer redundancy with RSTP

WaveOS features the STP and RSTP protocols. As link layer protocols they are handled b
the bridge component. See sectidhl.8.3 Spanning Tree Protocols (STP, RSTP)
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V.6 SNMP agent andCKSYBIIB

The SNMP protocol defines the dialogue between a management station and a SNMP agent.
An SNMP agent runs on each managed system and reports information via SNMP to the
managing systems.

With SNMP you can:
0 Get the device state
o Change the product configuration
o Manage events

V.6.1 SNMP security

V.6.1.1SNMP V1 and V2c

Under SNMP V1 and V2c, the security relies on das$ed access control, mapped to a
Community &ing. Authentication of clients is performed with ttemmunity string in
effect a type of password, which is transmitted in clear text.

The SNMP V1/V2c Communities can be configuredersNMP AGENSubmenu.Please
see:SNMP Agent

V.6.1.2SNMP V3

The SNMP v3 protocol provides more sophisticated security mechanisms than SNMP v1
and SNMP v2c. SNMP v3 implements a -ssed security model USM that
authenticates and encrypts the requests sent between agents and their managers, and
provides useibased access control.

SNMP V3 splits the security into 2 pieces, the authenticatia@ncryption and the
authorization.

a. The User based Security Model (USM):

USMprovides authentication and privacy (encryption) functions and operates at the
message level.

In USM, the administrator can create a lisustrs

U Each user has a name (calle@surity Namg, an authentication type NONE,
MD5 or SHAand a privacy protocoNONEDES or AG3or data encryption.

WAVEQOSupports AES128 as AES encryption.

For more detailsoySME L)t S &S 4SS awC/ onmMpéd
The SNMP V3 users can be configured in SNMP AGENT submenu.

Please seeSNMP Agent
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b. The View based Access Control Model (VACM):

VACMdetermines whether a given user is allowed to access a particular MIB object to
perform specific functions and operates at the PDU level.

In VACM, the administrator can:

U Assigrfor each user (or SNMPv1/v2c communitieseaurity model
x V1 community based security model
x V2c community based security model
x USM

and will thenattribute for each pairofi { SOdzNA G & a2 RS @aGroup S Odz
Name

U 5 ST Akess & O 2iggialsdt Bf MIB objects, where MIB sub trees can be
included or excluded.

U Set theAccess Policfor eachGroup: Read/write permissions for a giveviiew:

x Each tupled D NaBNdme, Context Name, Security Model { S OdzNBaid & [
be assigned &ead/Write permission for a giveliew.

x Security Levetan be:
1 No authentication.
1 Authentication and no privacy (data encryption).
1 Authentication and privacy (data encryption).
A For securitymodelM | YR *HOX &a4SOdz2NAGe& fS@St Ydzadl

The ©ntext Name used by WAVEQOiSside the agent is always the default context
name, which is aempty string (For more details o’sNMPcontext please see RFC
5343).

For more details o0WACME  LJ S+ &S 4SS awC/ onmpé®
¢CKS dzaASNEQ | O0S&daa NAIKGasubmeyu. 6S O2y FA I
Please seesNMP Agen
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Requests to SNMP agent can use SNMP\WW2cor V3 depending on which SNMP security
rules have been configured BWAVEOS

For SNMP V1 and V2@et LJdzocbmnmidity isconfigured per defaulasread/write, and
you can manage communities via the Web interface

Recommended tools

0 Net-SNMP, available attp://www.net-snmp.org/
o IReasoning MIB browser, available aitp:/ireasoning.com/mibbrowser.shtml (requires

JAVA)

V.6.3 Using the Acksys MIB
Obtaining the MIB

The Acksys MIB is included in thiemware update packagevailable in the download
section of www.acksys.conl.he ACKSYS MIB file is-delfumented. To read the OIDs
documentation please use a text file editor or MIB browser.

Relevant OIDs

The Acksys MIB covers a large range of devices. Hence all OIDs are not reléave@H

Every OID description contains a firmware tag identifying the firmware which is relevant to

this OID Firmware type and minimum versiorequired are included in the tag, like
G2l @Sh{ CANXYGINBE +SNBEBAZ2Y HOPYyDPaNDOMBE

All the OIDs described below are relative to the Acksys MIB root:

o .1.3.6.1.4.1.28097

0 Iiso.org.dod.internet.private.enterprises.acksys

The following OIDs are meaningful idMfaveOSPlease refer to the MIB to find ootimeric
OID values and specific description for each item.

acksysProductID

acksysProductSerialNumber
network-product.administration

c-key-management

networkStatus
networkConfiguration

serviceStatus
servicesConfiguration

a code identifying produanodel

unique identifier assigned to@oduct.

core administration functions:
adminReset, adminSave, adminApply, adminResetFactory
management functions terase,savé restore configuration

from/to the GKey turn off the CKEY status led permanently
andignore CKEY settingg his part &0 providesatest utility
reserved for Acksys production.

current (runninghetwork statespleaseseesectionV.6.4
nextto-be-applied network parameters of the product, see
sectionV.6.5

current (running) state of services.

nextto-be-applied services configuration of the produsee
sectionV.6.6
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Changing the configuration

When items imetworkConfiguration Or servicesConfiguration are changed, changes are not saved

to permanentmemory. Readingthe adminsave OID let you know if there are any pending
(unsaved) changesaveNotRequired means no unsaved changesyeRequired means pending
changesxists you can save them fgermanentY SY2 NBE 0 & édMiisilteA Y 3 WM Q

On another hand, settingdminResetFactory 1 2 WmMQ Of S NRA |ye& LINSJA
saved or not, and reboots the product, thus resetting it to factory settings. The firmware
version is kept unchanged, however.

Applying the configuration

Toapplythe currentsaved changes, you can either adminApplyii 2 WSy | 6f SQ 0 (
reboot the product), or seadminResetl 2 WM Q 6 ¢ KA OK MBI applging i K S
a network configuration change may not get an answer from the agent, since the product
networking subsystem is stopped and restartdfl the new modified network is not
reachable by the SNMElient, you cannot get an answer frothe agent This is not
considered an error.

V.6.4 Understanding network status tables

Qurrent network states of the productare summarizedh the tables described below:

1 statuslfWlanTabletists running wireless interface statebke BSSID, channel, security
information, connection state, signal level, etc.
statusifwlanChannel OID displays the current channel used the wirelessinterface.
| KI'yy3t A RAOI 0Sa GKIG GKS LINRPOSaa 27F OK
with O (in MHz) as frequency in tBetusifwianFrequency OID.
By default, the statusifwianPreSharedkey OID is under protection of SNMP V3, only
admin_acksys_grougan see itsesult. And, of course, yowanmodify this configuration
in the SNMP AGENT submenu. PleaseSE®P Agent

1 statusPhyWifiTabledisplaysthe current state of the radio card, like radio card label,
enable/disable state, cluster mode, etc.

 statusPhyWifiScanTablacksys MIB provides wirele&sOl y & SNIJA OSthed & ¢
statusPhyWifiScanTableStart OID. Affer startng a scan, you can read the
statusPhyWifiScanUpdateTbl OID to know if current scan is finishésbrogress meansthe
a0l y A ayyetavaidbl yigaristkieSsean is stopped, and then you can see the
result in thestatusPhywifiScanTable.
The statusPhywifiScanTable summarizes alkavailable wireless devices range, onall
wireless channeldike access poist mesh poins. In this table you can find some useful
information like SSID, BSSID, signal level, frequency (in MHz), securityihetc.
statusPhyWifiScanSignal OID displays the signal level in dBrken from probe and beacon
frames only, which are sent at the lowest available ratgemneral the signal level found
for these frames is better than the one from data frames.

1 statusSpanningTreeTabiedisplays current states oifie STP/RSTP bridgekthere are
bridges with STP/RSTP enabled in the praduct

1 statusSpanningTreePortTable:
This tablancludesthe statusSpanningTreeTable and extra information about spanning tree
port.
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V.6.5 Managingnetwork configuration tables

Network configuration management contains 3 pastisich represent 3ayers ofOSI model

IP layer (tcpip)Data Link layer (netif) and Physical layer (netplgi can findout relevant

OIDs akach layer

b20S GKF G refedeS NBH | & SYAAYOS GKAA TSI Gdz2NBE A&
(client) with common parameters.

¢2 AYASNI | NRBg Ay 2y S 27T creadknB8coNBiHKSEMIQ (A 0 BIyc
indexed by the index to be createt.2 NBY 23S | NP deltroy®@ 2 ighisSfd® (&

item indexed by the index to be deleted.
CAVEATS

T

It is notrecommended to make configuration changes simultaneously with SNMP and
the web interface. Changes may take several seconds to propagate from one of these
two services to the other.

SNMP agent does not recognize repeaters created with the web interface. A
workaround is shown in the examples below.

WEB interface does not suppolVPAmixed (mixed WPA/WPA2Ekxcept mixed
WPA/WPA2 PSKrARD L G | f a2 \RPASi@héMallestsipaskdtkiliaes
Be aware thatfiyou configureone of thesemodes via SNMP, the WEB interface will
RA&GLIX @ dab2 SYONRBLINIAZ2YE

The default VWA @pherof APis AES foWPA2PSK and WPA2ARModes,and TKIP+AES
for WPAPSK and WRBAPmodes In the case of clientdefault cipher isAES for

WPA/WPR-EARTLS modesand TKIP+AES for the other modes. You can alsfigewe
other WPA dpher but be awae of WEB interface.

V.6.6 OIDs relevant tdPlayer

The OlDsghat concernlP layer are abouP settings, routing and firewall managemsdntthe
OID tableslescribed belowuser can insert adelete rows using the SNMPV2c procedure.

T

configlpSubnetTabldists configurablenetwork interfacesvith an IP settingBy default,

a network interface can specify only one interface among wireless interface, Ethernet
interface, virtual interfacegr L2tunnel GRE interfacby usingconfigipSubnetinterface.

In order to addmulti interfacesin a network, you have to set the netwoasbridge by

g NA GAY 3 cdHigpSubneiBRigeEdatfe ®ID, ad then addinterfacesby managing
configinterfaceTable (S€€econfiginterfaceDepends iN SectionOIDs relevant to Data Link Kayer
configlpZonesTableeneral setting®f user defined network zonen this table,you

can also enable NATPAT (IP Masqueradinghen go to configipNatipForwardTable for
further configuration

configlpNatipForwardTablailows to redirect the input traffic on one zone to a device
on private zone when theonfigipzoneNAT is enabled.

configlpFirewallTableised to manage integrated firewall rules on specified zone. The
firewall can drop, reject or forward the input traffic from one chosen zone to another
device or zone

configlpRoutesTabldist of static routesThe static routes indicatverwhich interface
and gateway certain host or network can be reached.
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configlpZoneForwardTabldist of inter-zone forwardingrules It allowsto set the
forwarding policiesbetweenone zoneand other zonesThis table is used only for the
zone which disablel$® Masquerading

configlpDscpTaggingTablest of DSCP tagging rules applied on each incoming frame.
The incomingrimes matching all theules in this tablavill be taggedn DSCP ta@nly
routed frames forwarded from one IP network to another can be tagge

Acksys MIB provides alsmanagemenof DOS protectiorenabled par default
synfloodprotectioneenablddisable SYNlood protection
dropinvalidpacketdrop/accept invalid frames or frames without active connection

V.6.7 OIDs relevanto Data link layer

Configurationdetails about wireless interface, virtual interface and bridge relevant to
Data Link layenn the following described OID tables excejptiginterfaceTable, user can insert
or delete rows using the SNMPV2c procedure.

T
T

=

configFilterGroupTable:allows to manage layer 2bridge filter group see
configFilterGroupRuleTable for more filter rule details
configFilterGroupRuleTablésts filter rules of all filter groups. Each filter group may
contain one or several filter rulehe frames which match at least one rule will be
dropped.
configinterfaceTableAll logical interfaces are listed in this tablde rows are fixed by
agent, depend on the following tableklser cannot insert or delete rows'ou can
manage the network relationship between these interfacesby usng
configinterfaceDepends OID The network relationship sdependency between one bridge
interface and one or seeral nonbridgeinterfaces In configinterfaceDepends OID, you can
specify a bridge under one or several Aamdge type interface interfaces like wireless
interface, Ethernet interface, L2 tunnel GRE interface or VLAN interface. If2yguc
respect this rule, the SNMP agent will reject your configuration by sending an error
message.
And also,you can configuréhe filter group in each interfacky seting
configinterfaceFilterGrouplndex and configinterfaceFilterGroupDir OIDS
All the interfaces listed ieonfiginterfaceTable come from thefollowing tables. ¥u can find
further configurations there.
configlfMeshTabletist of configurable Mesh points. Mesh point supports only SAE as
security mode for now.
configlfBridgeTabld:ist of MAC bridge networks. You can configure STP/RSTP for your
bridges with STP/RSTP activated.
configlfVlanTable:ist of configurable VLAN interfaces.
configlfStaTablet ist of infrastreture clients In this tableyou can find thegeneral
configuratiors of clientadvanced configurations of security armhming.

Each security moddnasexclusiveconfigurations. Wen youdefine a security mode,

you must not forgeto setthese configurations angou mustignorethe configurations

of other security modesHere is a summaigbout specified security configurations:
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WEP configlfStaWepKey14 WEP KEY ##4 defined in HEX (characters |
9, AF) or ASCII format string.

configlfStaWepKey Indicates which one of the 4 WEPBys is
currently selected

WPA(2)PSK configlfStaKey PreShared Key with a length from 8 to 63
characters. If its length is 64 characters it w
be used directly as hexadecimal format

configlfStaFastBSSTransitionActivated Fast transition support (802.11r)
WPA(2)EAP configlfStaKey Password

In TLS mode: password associated to the
chosen Private Key

configlfStaEapType EAP method: TLS, PEAP, LEAP

configlfStaFastBSSTransitionActivated Fast transition support (802.11r)

configlfStaldentity Identify only for LEAP/PEAP mode

configlfStaPrivateKey You can upload the content of Private key f
in PEM format (only in TLS mode) by SNMI
SET.

Theresult is shown by SNMBET:
0 : key not set
1: key is uploaded

configlfStaCACert You can upload the content of @¥ertificate
file in PEM format (only in TLS mode) by
SNMPSET.

The result is shown by SNMFET:
0 : key not set
1 : key isuploaded

configlfStaUserCert You can upload the content of uploaded
UserCertificate file in PEM format (only in
TLS mode) by SNMSET.

The result is shown by SNMFET:
0 : key not set
1: key is uploaded

configlfStaAuthentication Authentication type for phase 2 only in PEA
mode
configlfStaWpaKeyCacheLifeTime how long the conversation keys are retaine

in case the client roams back to an already
authenticated AP. (in second)
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The following OlIDsover configurations exclusive to roaming mode, they can help you
O2y FAIAdzNBE GKS NRFYAYy3 Of ASyild FdzNIKSNY L3IAY:?

configlfStaRoamingEnable

Client roaming mode activation

[AlODsbeloward I { Sy Ayid2 F002dzyi 6KSy G(KAA

configlfStaRoamingEnableDBM

If the RSSI of the current AP falls below this value (in dBm), the cl
will try leaving the current AP and roaming to another AP.

configlfStaRoamingRequiredBoost

Roaming occurs only if the potential AP signal is above the curren
't Q& L dza (GKA& @FftdzS 6Ay R. YO

configlfStaRoamingScanPeriod

Delay between two successive scan cycle (in millisecond)

configlfStaRoamingRssiSmoothingFactor

The RSSI of the current AP is computed over the last few beacons
received. Select the importance of the last beacon relative to olde
ones: the RSSI smoothing factor is a value between 1 and 16 that
indicates the step of 1/16 (e.g. 3/16, 5/16, 16/16)

In WEB interface it is in percentage format: 6%(1), 13%(2), 19%(3), 25%(|
31%(5), 38%(6), 44%(7), 50%(8), 56%(9), 63%(10), 69%(11), 75%(12), 8
88%(14), 94%(15), 100%(16) Default:19%(3)

configlfStaRoamingBeaconTimeout

Beacon interval unit

configlfStaRoamingCurrentApScanThreshol

When the current AP signal is above this level (in dBm), the client
ceases to scan. Set to 0 to scan unconditionally.

Incompatible withconfiglfStaRoamingMaxSignalLevel.

configlfStaRoamingMinimumStalLevel

¢KS 1'tQa aArA3daylf Aa o0St2¢ GKAA
candidate, but it will still be used if there is no current AP nor bette
l'td WwnQ G2 RA&lLI0fS GKAa O2yTA

configlfStaRoamingAbovelLevelThreshold

When the perceived signal level of the current AP passes above tt
fAYAG 6AY R. YOI (GKS Ot ASyild 6A
this configuration

configlfStaRoamingMaRignalLevel

APs which are above this level (in dBm) have less priority when
choosing the next AP to roam to.

configlfStaRoamingMinRoamDelay

Roaming won't occur before this delay (in ms) has elapsed since t
last association.

configlfStaRoamingNoReturnDelay

Roaming won't occur to an ARat was left recently.
180000 ms)

(in ms, max

configlfStaRoamingThresholdHysteresis

This value (in dBm) will be added and subtracted to each threshol
set the corresponding threshold hysteresis interval.

configlfStaRoamingOffChanMaxDelay

Maximum delay offchannel during which data must be buffered by
the associated AP (in ms)

configlfStaRoamingOffChanProbeDelay

Delay (in ms) for collision avoidance after a channel switch, before
sending the probe request

configlfStaRoamingPerChanProbeDelay

Time (in ms) to wait for an answer from the AP.
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1 configifAPTabld:ist ofconfigurableaccess pointsyou can find all configurations about
general AP settings, securities, MAC filter and frames filtdranable.
As in theconfiglfStaTable, each security has specified configurations. Focus on the
configuration of the security you selected and igntre other security configurations

SECURITY SPECIFIED CONFIGURATION DESCRIPTION

WEP configlfARVepKeyl- 4 WEP KEY ##4 defined in HEX (character® 0AF) or
ASCII format string.

configifAPWepAuthentication WEP type: open, share

configifARVepKey currently used WEP key, a valbetween 1 and 4 that
indicates select one of four WEP keys

WPA(2)PSK configlfAKey Pre-Shared Key with a length from 8 to 63 characters. |
its length is 64 characters it will be used directly as
hexadecimal format

configifAPPreAuthentication ~ 802.11w security featuractivation

configifAPWpaGroupRekey Time interval for rekging the GTK (broadcast/multicast
encryption keys) in seconds.

configifAPWpaPairRekey Time interval for rekeying the PTK (unicasstryption
keys) in seconds.

configifAPWpaMasterRekey  Time interval for rekeying the GMK (master key used
internally to generatehe GTK) in seconds.

WPA(2)EAP configlfAKey Shared Secret with a length from 8 to 63 characters.

configifAPPreAuthentication ~ 802.11w security feature activation

configifAPWpaGroupRekey Time interval for rekeying the GTK (broadcast/multicas
encryption keys) in seconds.

configifAPWpaPairRekey Time interval for rekeying the PTK (unicastryption
keys) in seconds.

configifAPWpaMasterRekey  Time interval for rekeying the GMK (master key used
internally to generate the GTK) in seconds.

configlfAPRadiusIndex Selected index afonfigRadiusTable entry
1 configRadiusTablesubtable ofRadiusserverpreparedfor APsecurityconfiguration. It
can cover several Radius servéfeu can select oneaRlius server for your AP.

The selection of the Radius server for an AP is different between the web interface and
the SNMRagent. If you change the Radius server in both services, the web interface will
prevail. To recover the Radius configuration set by SNMP, first use the web interface to
change the AP to a nelRadius mode.

1 configDetailsNasIdNAScommonidentifier for radius serverdt is used for AP in WPA
EAP mode.
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V.6.7.1 OIDs relevant to Rysical layer

configPhyWifiTablgathers all thephysical parameters abowt radio card Usercannot
insert or delete rowsNumber of rowsiepends on radio carithstalledin the product

BQ canfigPhywifichannel indicates that theadio cardis configuredor multiple channels or
automatic channekelection Please seeonfigPhywifiChannelList for more channel details.
configPhyWifiChannelList can contain one or several channedsparated by space&uto’ or
'0" in configPhyWifiChannelList indicates automatic channel selém.

If the radio card is configured in client roaming mod@npfigPhywifiChannel and
configPhyWifiChannelList are ignored,seeconfiglfStaScanChannels instead.

V.6.8 Integrity checkmanagement

The "Integrity check" service can be used by SNMP. The MIB contains two elements to do this.

serviceConfiguration/configMD5SUMstatus

A setof the OIDconfigMD5SUMstatusiggers an integrity calculation on all the filgmat
make up the product A get will return the number of files modified on the machine
compared to the original microcode provided by Ack3ys list of modified files can be
obtained usingonfigMD5SUMfile®ID

serviceConfiguration/configMD5SUMfiles

The OID confiMD5SUM files returns the list of files that have been modified compared to
the original micrecode provided by Acksys, the modified files are separated by semicolons.
Eg:  /usr/bin/ls;/usr/bin/cat;/usr/bin/ssh

Address: |10.10.1.150 w Advanced... |OID: .1,3.6.1,4.1.28097.10.12.2.0 ~ | Operations: | Get ~ & co

SNIMP MIBs Result Table |
+- | sc-passpoint A

5. sc-async-sysupgrade MName/OID Value Type IP:Port

o sc-mdssum configMD55UMstatus. 0 4 Integer 10,10.1.150:161 o
@ configMD55UMstatus configMD55UMfiles. 0 Jfetc/modules. dfath9k;. fetc/configfwacd; . fetc/config/dhap; . fetc/config/system OctetString 10.10.1.150:161 8¢
- | notification B
@ acksysProductSerialNumber ¥ a
< > -~

V.6.9 Managing serviceonfiguration tables

Service configuration managemegdthers the service parameters about web server, DHCP
server, DNS relay.

Web serverthis part allows you to activate and configure HTTP and HTTPS servers.

DHCPDHCP service is provided separately by network. DIHEP servandependent and
ready to setup is prepared for each network interfa&tatic leases table allows to assign
always the same predefined IP address according to the client MAC address.

DNS relayit is about activation oDNS protection tack.
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V.6.10 UsingSNMPnotifications (traps)
Your product suppogthe SNMP V2traps(also called notificatios).

The Acksys MIB lists the availab®NMP trap under the OID .1.3.6.1.4.1.28097.11
(notification).

Touseatrap, you need ta@onfigurethe trap settings of an ever{see sectiomAlarms/events
in the Web interfacg

The table below showithe mappingbetween evens and traps.

Event name Notification name OID

LAN link linkAlarm .1.3.6.1.4.1.28097.11.1
Wireless link linkAlarm .1.3.6.1.4.1.28097.11.1
Input power powerAlarm .1.3.6.1.4.1.28097.11.3
Digital input digitallnput .1.3.6.1.4.1.28097.11.4
Temperature limit tempExceededAlarm .1.3.6.1.4.1.28097.11.5
Wireless client assoc. clientLinkAlarm .1.3.6.1.4.1.28097.11.6
VRRP state change vrrpAlarm .1.3.6.1.4.1.28097.11.7

Variables may be bound in the notification to provide detailed information about the event.
Available variables are listed in the MIB for each affected ewémi.can find theseariables
under OID .1.3.6.1.4.1.28097.11.2%5®%fficationBindings
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V.6.11Examples

These example scripts uUSNMPSET(provided in the Linux netnmp package). They are
meant to run under Linux. Use them as a guideline for other cases.

This script changes the product IP address, and applies the changes:
# define a shell macro for snmpset

alias CFGSET="snmpset -m ACKSYS WLGMIB - ¢ public -vac"

# configure it with a new address and netmask

CFGSET 192.168.1.253 configlpSubnetlPv4Addr. \"lan \"a10.0.1.2

CFGSET 192.168.1.253 configlpSubnetlPv4Mask. \"lan \"a 255.0.0.0

# save and apply without rebooting

CFGSET 192.168.1.253 adminSave.0 i 1

CFGSET 192.168.1.253 adminApply.0 i 2

The following script replaces the factedgfined AP interface on radio A, by a-Wiclient
bridged to the internal bridge, and sets a WPEK key

# define a shell macro for snmpset

alias CFGSET="snmpset -m ACKSYS WLGMIB - ¢ public -vac"

# delete existing AP interface

CFGSET 192.168.1.253 configifAPRowStatus. \ "radioOW0 \"i6

# add a client interface

CFGSET 192.168.1.253 configlfStaRowStatus .\"radioOW0 \"i4

# configure it with WPA/WPA2 - PSK

CFGSET 192.168.1.253 configlfStaSsid. \ "radioOW0 \"'s myNewSsid
CFGSET 192.168.1.253 configlfStaSecurityMode. \ "radioOW0 \"i3
CFGSET 192.168.1.253 configlfStaWpaVersion. \ "radioOW0 \"i1l
CFGSET 192.168.1.253 configlfStaWpaCipher. \ "radioOw0 \ " i aestkip
CFGSET 192.168.1.253 configlfStaKey. \ "radioOw0 \ " s "shared psk key"
# set bridge type to L25NAT ( therefore, not WDS)

CFGSET 192.168.1.253 configlfStawds. \ "radioOw0 \"idisable

# save and apply without rebooting

CFGSET 192.168.1.253 adminSave.0 i 1

CFGSET 192.168.1.253 adminApply.0 i enable

The following creates the equivalent of a repeater, starting with the already fadefiged
AP:
# define a shell macro for snmpset

alias CFGSET="snmpset -m ACKSYS WLGMIB - ¢ public -v2c"
# configure the existing AP interface

CFGSET 192.168.1.253 configlfStawds. \ "radioOw0 \"ienable

# add a client interface

CFGSET 192.168.1.253 configlfStaRowStatus. \ "radioOwl \"i4

# configure it

CFGSET 192.168.1.253 configlfStaSsid. \ "radioOw1l \" s "acksys"
CFGSET 192.168.1.253 configlfStaSecurityMode. \ "radioOw1l \"inone
CFGSET 192.168.1.253 configlfStawds. \ "radioOwl \"ienable

# set MAC address of next AP

CFGSET 192.168.1.253 configlfStaBssid. \ "radioOwl \ " x 90a4de214f85

# save and apply without rebooting
CFGSET 192.168.1.253 adminSave.0 i 1
CFGSET 192.168.1.253 adminApply.0 i enable
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V.7 GKEYhandling

Some products of the product line can be equipped withKEY .

WarningYy | vt A1 S GKS &2 [ IKEYshaNdsRwripiupdaeahitddalcally o K
in theseproducts.

V.7.1 Factory settings

A In this state (Factory state) theKEY LED is tuwed off and the GKEY contain not useable
data.
After the GKEVYsinitialized,there is no wayo put backthe GKEY in this state.

V.7.2 Understanding configurations and their signature
A CGKey contains

- a product model identifier;
- an archive of thappropriateconfiguration files for the model;
- asignaturdor the archive (the &ey signaturga MD5 sum

The product keeps an internal copy of the configuration files, so that it can work with-the C
Key removed. The internal copy also has a signature (the internal signature), which is updated
in 3 cases:

- when the product is reset to factory settings, the internal signature is cleared before
rebooting;

- when the user copies the internal configuration to theK@y, the internal signatures
recomputed so that it is the same as the newly createde§ signature;

- at boot time, when the &eysignatureis found different from the internal signature, the
GKey configuration and its signatuege copied to the internal configuration (you can
disable this copy using either the web interface or SNMP).

This procedure has seve@nsequences

- After a resetto-factory-settings action, the product reboots ancopiesthe CKey
contents if valid;to its internal configuration, and uses it immediatelyistis a sure path
to ensure that the product is using theKgy configuration;

- if you change thenternal configuration, since the internal signature is unchanged, the
A next reboot will not load from the Bey instead,it will use the changed configuration;
this situation is shown with a warning in the web interfaités useful for lab testing;

- if you replace the &ey with anotheione containing a different configuration (hence a
different signature)jt will clear and replacgour internal configuratiorat next power
on. This will not happen if you have previously disabled Hxefunction.

V.7.3 Not using the &Key

To make sure thatthe- € S& Aa YSOSN) dzZaSRX &2dz aK2dzZ R ¢
function). The GKey LED will then light up in reghu can configuré to disableit.
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V.7.4 Replacing a product on the field
[ SGQa AYIFIAYS I LINRPRAZOUO 6KAOK A& AyaidlffS
onitsGYSed® b2g¢g tSiQa AYIIAYS GKIFG GKS LINERdzO
is the procedurehat will transfer the configuration from thdamaged productDR G 2 K
new onedNFE @

Requirements: a small screwdriver to unplug and plug back #keyC

1) Removethe ®eyorNPO AT ye&uv yR 1SSLI AG LI NILT A
2) Power offDP, disconnect cables and unscrew from its support.

3) Dismount the &Key fromDP.

4) Plug the &Key intoNPand screw it.

5) Mount NPin its location, reconnect the cables.

If NP has been used previously, and you are unsure whetlseconfiguration disables
the CKey:

6) PowerupNPz g A0 F2NJ 0KS a5A1 3¢ [95 (2 0daNY

NtdzaK GKS NBaSi odzidz2zy adSIFRAt@ F2NI IO ¢
GKA&a NBaSita GKS LINRPRdAzOG G2 7T &iSeNe [0l
green.

V.7.5 Working with the GKey in the lab
In the lab you may not know exactly the internal configuration or th&e§ contents.

You can use the product with theK&y plugged or unplugged. Always power off pineduct
before plugging or unplugging thekay.

We suggest that you disable the-K@y but let it mounted, while testing various
configurationsWhen you are satisfied with your configuration you can save it to thkey
¢KS-Y&2 RAalo0oftS¢ Fil 3 KeypaStFT A& y20 al SR
WSYSYoSNI GKFG I NBaSi G2vySe orrakRoaSdGRyIAd
Only a configuration action (saving or erasing) will chang&ayContents.

V.7.6 Programming a set of identical-Keys
Dedicate a product to prepare the configuration and program tiéegs.

1) Remove the &ey from the powereaff product

2) Reboot and enfigure the product as needed

JInae22fac( NS eOM WA Betri8 Yy Ay AN /ASHIVR YEAE O
2LIAZ2YED

4) Save and power off

5) Install a €&Key and turn power on. Wait until the diag LED turns green. Remember that
after reboot the product will use its new IP address.

B)LY a¢22f avS80 YOFYBEBYSN(GE YSydzz Of AO1 af
7) Power off the product, remove the programmeek@y, return to step 5.
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V.8 QOS Traffic Class Management

V.8.1 Traffic Classification

Trafficclassification corresponds to the categorization of a traffic by a network layer into a
number of traffic classes. Each resulting traffic class can be treated differently in order to
differentiate the service implied for the user.

Theproductwill act as a network scheduler that will classify packets in a traffic stream based
on the content of some portion of the packet header of a particular protocol, into separated
individual flows and queues that have different priorities in term of packe¢ssing.

The product will manage the traffic classes defined in the standard IEEE 802.1p (for Vlan
priority) at the Bhernet layer, in the DiffServ standaed the IP layer, and in WMM of IEEE
802.11e standard for IEEE 802.11 networks (WLAN).

V.8.2 802.1p traffic classes

The IEEE 802.1p standard defines the class of service (CoShiésfeel@ called the Priority

Code PointRCP within an Ethernet frame header when using VLAN tagged franufiasd

bythe IEEE 802.1Q standard. It specifies a priority value of between 0 and 7 inclusive that can
be used by QoS disciplines to differentiate traffic.

PCP Traffic Types | Productinternal Traffic classes
0 | BestEfon Pepends on Difsery
1 Background 1
2 Spare 2
3 Excellent Effort 3
4 Controlled Load 4
5 Video 5
6 Voice 6
7 Network Control 7

Theproductwill map the IEEE 802.1p priorities-1 7 to the internal traffic classeg- 7.

The IEEE 802.1p priority O will kensidered as no priority set, and then the Diffserv priority
will be usedinstead
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V.8.3 DiffServ traffic classes

DiffServuses a ébit differentiated services code point (DSCP) in tHeit&8ifferentiated
services Field (DS field) in the IP header for packet classification purposes. The DS field an
ECN field replace the outdated IPv4 TOS field.

The product will only use the first 3 bits of DS field which represent the Class selector of
DiffServ, to map to the internal traffic classes-0 7.

In case that IEEE 802.1p priority > O is present, the Diffserv priority will not be used.

Class Selector Values

DS field Class
000XXXXX] CSO 0
00LXXXXX] Cs1
01O0XXXXX] CS2
011XXXXX] CS3
100XXXXX CS4
101XXXXX CS5
110XXXXX CS6
111IXXXXX CSs7

Productinternal Traffic classes

N OO WINEF

V.8.4 WMM Traffic Classes

WMM defines 4Access Categories 1802.11networks (WLANDP handke the QoSdata traffic,
with 4 levels of priorities-0 3 (with Obeingthe highest priority and 3 the lowest one):

WMM Access Categories Priority
AC_BK (background) 3
AC_BE (best effort) 2
AC_VI (video) 1
AC VO (voice) 0

WMM also specifies a mapping between the LAN's Layer 2 (802.1d) Class of Service and the
WLAN's WMM access categories.

802.1p PCP WMM Access Categories
WMM Access Categories Priority
AC_BE (best effort) 2
BK (background)
BK(background)
AC_BE (best effort)
AC_VI (video)
AC_VI (video)
AC_VO (voice)
AC_VO (voice)

~No|g|~WINIFLIO
O|O0O|IFR,|IFLPINW W
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Theproductadds G KS F2ff2gAy 3 YILIWAY3I 06SGsSSy (KS
WLAN's WMM access categories, that will be usbdn802.1p priority = Oand whenthere
is no VLAN but there is Diffserv field.

Diffserv Class WMM Access Categories
WMM Access Categories Priority
CSo AC_BE (best effort) 2
Csi BK (background) 3
CS2 BK (background) 3
CS3 AC_BE (best effort) 2
CS4 AC_VI (video) 1
CS5 AC_VI (video) 1
CS6 AC_VO (voice) 0
CS7 AC VO (voice) 0

V.8.5 Traffic Class to Queue Mapping

V.8.5.1 Queuedefinition

When the networkscheduler wantdo classify a packet thatannotegress due to traffic
congestion, it puts it in a queue.

Each interface on the produbssit owns queues where packets are stored befegeessing
Eachqueuehas its owrpriority in term of packetgressing
Packets in a Queue with a better priority will be sent first.

V.8.5.2 Queues of Ethernet Interfaces

Ethernetinterfaces manag8 queues in parallelQueue @ 7 with priorities O- 7, with O the
highest priority and 7 the smallest one.

V.8.5.3 Queues of Wireless interfaces

Wirelessinterfaces managé queues in paralleQueue 0 3 with priorities G- 3, with O the
highest priority and 3 the smallest one.

V.8.5.4 Queue mapping
The queue mapping defines the association between a traffic class and a queue priority.

The queue priority will permit to the network scheduler to know the order in which the
packets are sent to the network.

For Wireless interfaces, WMM imposes the traffic class to queue mapping. The queue
priority correspondso the WMM access categories priorities.
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V.8.6 Queue Management

As in a same queue, we can have several traffic classes, and in a traffic class we can havt

several streams of different origins, we may also need to deal with the bandwidth sharing
inside a same queue.

The queue management corresponds to how to deal with traffic in the same queue.
Theproduct offers 2 types of queue management:

U FIFOQueue:the packets exit the queue in the same order they entereavithout
worrying about bandwidth sharing.

U FAIRQueue: the traffic inside a queus dividedin multiple flows,and thenall flows
are fairly servedor egress

V.8.7 GRE Tunnsl

Theproduct manages the traffic class inheritance of the paclatsapsulatedy the GRE
Tunnels.

If a GRE tunnel encapsulates VLAN with a VLAN priority (PGP}t will convert the
encapsulated/LANpriority to a DiffServ Class for svn enclosindP packets.

IFthe VLAN priority (PCP)Gs or if the encapsulated packet is noVaAN it will inherit the
encapsulated Diffserv field.
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V.9 Train Communication Network (TCN)

Train communication network (TCN) defines a complete network for digital communication on
boardin trains.

NOTE:ii KA & &aSOGA2Yy GKS g2NRA aO2F OKé |yR aOl
V.9.1 Train backbone

The train communication network consists of a train backbone network represented by a
sequence of nodes (switches) arranged in a linear topology.

Each switch nodeonnectsa subnetwork (a Consist network) to the train backbone.

Consist Networ sist Notw

End

End
Dluicl DMM DE\I‘IM

le-:ll |l:luulct

Dﬂ'ﬂﬂll |

Switch Switch Swritch
Mode Node Node

o—ofto—oto—o0

Train Backbone Network

V.9.2 Link failure in linear topology

A link failure in a linear topology will break the communication between the 2 sides of the train.

L L L
Switch ) Switch x Switch Switch
Node Node \ Haode Mode

o—0' to—olto—0lo—0
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V.9.3 Ring topology

A ring topology allows building a redundant network by providing alternative paths in case of
a link failure.

e | Switch NE owih »| Switch i Switch Switch
Node A Hode Hode Node MHode
l T ¥
Sweitch o[ Switch N Sweitch g Switch o[ Switeh Switch
Hode = Hode /\ Hode Hode = Hode Hode

V.9.4 Carriage coupling

The carriage coupling is the mechanism for connecting rolling stock in the train.

Since network wiring between carriages may be difficult or often impossible, particularly in
case of refurbishment operations because of agingpoor-quality connectors, WiFi has
naturally established itself as the most efficient solution by allowing redundancy, reliability and
high-speed networking.

V.9.5 Wireless carriage coupling

The wireless carriage coupling will consist on the discovery and association with the
neighboring carriage.

A <= = => A\ A
N N v

nsist

e o

——-—".'F..f

Ist Metwo
End End End
Dy Davica| |D
| |

_---""'.’

|I:tnce

Switch Switch Swiltch

_O Node O @ ~ Node Mode _C

C
@,
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V.9.6 Neighbor discovery

The Neighbor discovery over wireless channels is made difficult by the broadcast nature of the
wireless medium, as wireless broadcasting causes a frame to be received also by nodes that
are not physical neighbors.

A @)
Y

Y

a) A

Y »

Bad

Coupling : I/_\.]I ,/H\l
4()_ N/ \ )
o
h Bad »
m - - - -] > f'—'ﬁ < Coupling . m
N Good N v
Coupling
/|| (el EEE
__--"'"z
LO—) — ~ <
\/ \_/ { )

In order to avoid bad coupling, we have to make sure that each switch node only receives signal
from the closest valid switch node.

The following methods are available to make sure to comply with the above rule:
- Use a directional antenna in order to focus radiations on the desired coach
- Use as possible low gain antenna and/or RF attenuators
- Increase space between two trains

- Use the Link establishment threshold to exclude undesired switch nodes (see SRCC
parameters).

All these methods allow to get rid of bad coupling problems. Nevertheless, since there are
many different coach types, it is mandatory to perform a system calibration, to find out the
combination of methods and the optimal parameter values, in order talgebest results.

In order to avoid bad couplings from the same coach, every switch node must be aware of its
own internal topology to avoid association with the internal nodes of the carriage.
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V.9.7 Topology discovery
The topology discovery will consist of the detection by each node of all the other internal nodes
of its carriage, and must precede the neighbor discovery step.

V98! / Y{, { Q& {YINI wWSRdAzSREGfi /I NNAI IS [/ 2dzLI} A

Smart Redundant Carriage Coupling (SRCC) is a service that automates the wireless coupling ¢
adjacent carriages to establish a redundalik-layer backbone, using secured Wi
connections and Ethernet links.

(@— w2 S

A
&

= I—I I—-@*---r@— = |—| 5 I—-@
e —{E <) - O-HE =)
-O—0O O—0O O—0

Picture V-9: Example of redundant Ethernet backbone configured with SRCC

Switch Switch
Hode Mode
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For SRCC configuratippease seeSRCC configuration

V.9.9 Operating mode

SRCC starts by the discovery of the internal topology of each carriage, then in a second step
the discovery of the neighboring carriage. It vailltomatically choose the right partner for
coupling among all the potential devices around.

Once the partner is elected, SRCC will automatically establish a secured link between both
devices linking the internal network of both carriages.

If coaches are separatddter, SRCC detects the drop of RF link, closes the link on both sides
and restarts the detection process.

If 2 wireless links are possible between adjacent coaches, SRCC will set one for communicatior
and the second one for backup to achieve a redundant link between the carriages.

Link used
for communication

(@ = e Q) <> O+ o

Coach 1

L=

Coach 2

\ [ | _.f -&l -{-"::E | = i
O+T=1+—E=11<) - O =T

Backup link

=
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V.9.10Redundant mixed mode

This mode is another popular architecture. In this case, an Ethernet connection is available
between coaches. This Ethernet link is secured by a wireless link.

((H;:;;:~l| ls.:::;hl|——@«---»@—|ls:;;:~l| I;v::;th)«---»@H =] [E=H
—— Wi-Fi

Picture V-10: SRCC Redundant Mixed Mode

The redundancy is not as full as in the ring topology but it allows andatreiage link failure
or a wireless failure.

Moreover, this architecture is especially relevant whesmitch nodes embed the Ethernet
bypasdeature. This allows not breaking the architectuben a switch node fails.

The weakessis the internal Ethernet link. This link requires a very low failure rate in order for
the system to be resilient to failure.

V.9.10.1Prerequisites

SRCC requires some grenfiguration in order to work correctly. Basicalllge usermust
create a bridgeand add Ethernet interfaces tat. In a redundant or ring topology, it is
mandatory to activate RSTP for this bridge

, o Provided by SRCC
'SRCC SRCC-managed '! .
: Wireless interface ! Provided by the user
i 3 Added by SRCC
J' : Added by the user
Bridge
Lan1 Lan2

Picture V-11: Internal structure of the SRCC switch

If the product is equipped with two radio cards, the second oae implement some roles
(APs or client) and then add them to the bridge in ordecdanect them to the backbone.
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This allows, for example, dmard service access points (with or without VLAN) on the
second radio while the first one is dedicated to the backbone (thanks to SRCC). The diagram
below shows this possibility.

) p ™ | Provided by SRCC
'SRCC SRCC-managed H )
‘Radio Wireless interface Provided by the user
' ——— | ——» Added by SRCC

TrTTTTT ' Added by the user

¥
Bridge
Access points
" Radio2 ; :
N —mm—mm———m—mm—————————————a - i Lani Lan2

Picture V-12: Internal structure with service APs

V.9.10.ZTopology discovery

At startup, the SRCC service present in each switcle will perform, for a configurable
duration, a topology discovery of the other switch nadi@ternal to the coach. Each SRCC
product will then be aware of the coach structure. Any fexistent or faulty unit will be
detected at this stage.

To perform a successful mapping of the coach, SRCC will rely ortanfiguredCoach end
type: type EndA andtype EndB, to know if 2 switches nodes are on the same side or not of
a given coach

Two devices on the sanemd of acoach must have the san@ach endlype, and two devices
2y 2L aAGS 02 OKQ&XoadheRdypedza 0 KI @S 2 LII2aA (¢

Coach Or Coach

In case of Redundant Mixed Mode, tBeach endlype becomes irrelevant. In this mode, the
inter-carriage Ethernet link provides a way to discover all the devices of the train in one time.
At the end of thetopology discovery each product will have a list of all devices of the train.
Knowing products of his own train allows SRCC to exclude products not listepr@ducts

from another train)when setting up the wireless link

LiQa A YL}RNILI gllihe préductg af ihk ép&ch muét-bé powered up @ the
same time If not, some lately powered up products might be considered-exiatent by
theirs partners. Théopology discoverphase duration can be reduced or extended in order
to accommodate with specific power up sequences.

During this step, no wireless interface is created nor allowed on the SRCC associated radio
card.
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Terminal product

The Ethernet topology discovery process expéetiénd at least one producét the other
end of the coach. Else it will automatically believe to be installed in the last carriage of the
train. This may provide an additional level of redundancgugtomer routing/control

devices are redundantly installed at each end of the train and two SRCC products fail at the
same end of a coach.

V.9.10.3\eighbor discovery

Once the topology discovery is complete, SRCC starts the wireless detection process. At the
end of the detection, dinal partner is chosen among all valid potential partners.

A partner is considered valid if its signal level is stronger than a given threshold (Link
establishment threshold) during more than a given duration (Link establishment duration).

Link establishement
threshold

Partner
marked
as valid

Signal level

Link establishement
duration

Time
Picture V-13: Partner validation process

The choice between all available partners is ba®ed large extetion signal level between
all stations and devices information (i.e.: not only based on direct signal level).

In case of Redundant Mixed Mode, if the product is in the list established by the topology
discovery, a "boost" coefficient is applied. This way, products in the list are boosted and are
more likely to be chosér{excluding devices from trason other raitracks).

If the inter carriage link is faulty during the topology discovery, devicesliscovered will
only not take advantagef the boost.

1 But this is not systematic. So, if the product in the other carriage was missed during the topology discovery, it

still has an opportunity to be the chosen wireless partner, due to a good RF signal level, in preference to another
detected product farther in the train.
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V.9.10.4.ink establishment

Once all partners are identified, each of the switches naeslessigned a wireless role (access
point or client). These devices will create up to two wireles$CAgnt links with a unique SSID
and a strong, unique, key gnsure privacy.

The user must provide 2 channels (first link channel and second link channel), one for each of
the potential links. They will be used by SRCC in an arbitrary order. The channel allocation
FY2y3 ftAyla OFyy2i 06S LINBERA CoorfpRtatibny R A a K S

A Eth B Wireless B Eth A
second link
channel
Eth Coach Eth Eth Coach Etn
A Eth B Wireles B Eth A

Firstlink
channel

Or

_______ g Eth B
CoaCh Eth CoaCh Eth
A Eth B | Wireless | B Eth A

Second link
channel

Picture V-14: Example of channel allocation among wireless links

Inside the device he wireless link is then bridged with the Ethernet network and allows data
to transit from one coach to another.

The devices remain in thesate as long as the link is not lost (see below). As long as the gevice
stay in this mode, the link is established and data can flow across the coaches.
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V.9.10.55ummary: mitialization outline

In the SRCC initialization sequend® tain stream (i.garocessingvhenthe setup is stable
and choices are obviouss)as followsStepsheloware numbered as they appear in the system

log.
Both products of the wireless lirfkne in each coach) check its own wired network to find its
partners in the coach (step A).

Then both products broadcast wireless beacons to advertise its wired network to the products
in the other coach (stef0). Each product learns its peer wireless product in the other coach,
and its role in the pair: master (access point) or slave (client).

The master waits for a confirmation from the slave and then sends a startup message (step
S1). Then it waits for the slave to start (step S3) and starts itself in AP role (step S5).

On its side, following SOhe slave acknowledges thsaits for a startup message from the
master (stegs4). When it arrives, the slave starts itself in client role (step S5).

There are various reasons to abort this initialization process, due to weak signal, peer
mismatch or timeouts (steps S2 and S6); in thessesthe initialization is restarted at step
SO or S1.

Wired discovery
A ¢ 120sc Ethernet discover scan duration

Wireless discovery
S0¢ 60sc link establishment duration

Wait for slave Ack Wait for loss of master
S1¢ 120s S4¢ no limiting delay
Peer aChOWIedge timeout _
Wait for slave ready Wait for startup
S3¢ 200s S4¢ 120s
Peerreconfiguration timeout M

Wireless link ready
S5¢ no limiting delay

Legend State purpose
State number default timeout
Configuration parameter name

V-1 smooth initialization outline
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V.9.10.6Partner loss

If the train is split, the signal between both sides will fall as the carriages move away from
each other. SRCC will track this signal level and if it drops below a given threshold (Broken link
threshold) during more than a given duration (Broken link ¢aorg, the link will be
considered broken. Thiellowingdiagram illustrates this phase.

Broken link threshold
Broken link duration

Broken link duration

Signal level

Link marked
as broken

Time
Picture V-15: Example of channel allocation among wireless links

As soon as the link is marked broken, ttevice restarts the neighbor discovery phase and
tries to find a potential new partner again.
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V.10Security Management

You should ensure that the network access to your product is secareblso avoid
unauthorized access of a hack&n achieve this, yoshould configure your product to restrict
access tgour product to anetwork segment oa group ofauthorizedusers
V.10.1HTTP/HTTPS server
You have the possibility to protect the access to the web interface with a password:
U Username: root
U Password: Per default there is no password set
You can also activate the HTTPS server so that the data exchange with the server is encrypted
A default low security seBigned certificate is used if you do not provide one.

We strongly recommend to upload your own certificate (It must be a PEM file containing both
the certificate and its unencrypted private key).

PleaseseeWeb Serverfor product configuration.

V.10.2Password policy

SinceWaveOs Release £2.0.1, the authentication modulewas enhancedto secure the
GUICLIlauthentication. Itgiveslots of ways to create complexity in passwords that include a
lot more than just length, such as mixing uppand lowercase letters with numerals and
punctuation marks along with otheestrictions

At first authentication in GUI, the user root is forced to change its defagsword:
U Username: root
U Passwordyou areinvitingto change the default passwd

U Click Login and you are inviting to change the defpaksword at this first
authentication

0
a0 \\_,

¢ R 2 /Juqb..z\].x, mwuw R

SETUP

TOOLS STATUS

AUTHORIZATION REQUIRED

Please enter your username and password

Username & root

Password

@  Reset J (@)  Login J

Redirection to configure the secure password with a minimum of 8 characters mgpay
attention to avoid dictionary password.
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RESET CREDENTIALS

Please reset your credentials

@mt][g]ave]

NOTE: We lock and unlo8SHaccounts after reaching a certain failed number of login attempts
with unlock_timeZ200seconds to respect the standard 62443.

V.10.3Password Quality

Password qualitys based on password strength
Password strength meters looked for certgrarameters such as length, special characters,
requiring a numbet.

TOOLS

FIRMWARE UPGRADE

————————— PASSWORD STRENGTH REQUIREMENT SETTINGS

PASSWORD SETTINGS
ROOT PASSWORD The password strength Is determined by Dropbox's Zxcvbn code. You can read a very In-depth explanation of how this
USER PASSWORD works hare, but a quick summary with examples can be found in the Wave 05 user manual.
QUALITY

SYSTEM

irod bt General

SAVE CONFIG / RESET Required

| strongest v

LOG SETTINGS

@  Reset I @ save I @Save&ﬁ.pply]

V.10.3.0What are some example passwords for each level?

In Password Strength Settings plugin, password strength is ratedlénono StrongestSome
sample passwordsxamplefor each level:

SETUP TOOLS STATUS

FIRMWARE UPGRADE
PASSWORD STRENGTH REQUIREMENT SETTINGS
PASSWORD SETTINGS
ROOT PASSWORD The password strength is determined by Dropbox's zxcvbn code. You can read a very in-depth explanation of how this
USER PASSWORD works here, but a quick summary with examples can be found in the Wave OS user manual.
QUALITY
GENERAL SETTINGS
SYSTEM
NETWORK Genoral ‘
SAVE CONFIG / RESET Required ‘ oW &
LOG SETTINGS 1E) Examples by levels
Low
« zxcvbn
« abcl23!
Medium
+ QWER43@!

+ my password!
High

+ mypassword123!
+ Wigird, hum?

Strangest

+ alpha bravo charlie delta
« correct horse battery staple

Reset I @ Save I @ Save & Apply
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V.10.4Bridge mode

In bridge mode, you can control the access to the product withotidge vlanmanagement:

Use aVlanfor the configuration management of the product in the network segments that
contain the authorized users.

Allow thisVlanonly onthe portconnected to this network segmerdéind onthe bridge upper
layer interface.

Please se&nable the Bridging VLAdF product configuration.

V.10.5Router mode
In router mode, you can control the access to the product with:

The acceptance policy for local services. You should wedisabled for Network zones that
R2y QG O2y G AyYy I dziK2NAT SR dza SNE @

Firewall to block the input traffic that is destined to your guat.
Please se®outingFirewallfor product configuration

V.10.6SNMP access

Per default, there is no security activated on tBMPagent, and evernsNMPv1/v2c user
can access all the public and private OIDs.

To protect theSNMPaccess, you have to change tiRMPaccess configuration, for example

08 fAYAGAY3 GKS GOASHeé NBFRkGNAGS NARIKGE
You can also create2NMPv3 secured user.

PleaseseeSNMP Agenfor product configuration.
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V.11Rogue AP detector

V.11.1Rogue Access Point concept

A rogue accesgoint is a wireless access point that has been installed on a secure network
without explicit authorization from a local network administrator, whether added by a well
meaning employee or byrmalicious attacker.

Rogue access points and their clients undermine the security of an enterprise network by
potentially allowing unchallenged access to the network by any user or client in the nearby
area. Rogue access points can also interfere with the operation of yoerpeise network.

Rogue access points can impact your wireless network in many ways:

1 They can create security holes in your network:
o By allowing a hacker to conduct a "mamthe-middle" attack, where the attacker
makes independent connections with the victims and relays messages between
them, making them believe that they are talking directly to each other over a
private connection, wan in fact the entire conversation is controlled by the

attacker.
o Send fake SSIDs advertising attractive features such as free Internet connectivity.
hyOS | dzaSNJ O2yySoOGaz G4KS FI1S {{L5 &

and the client begins to broadcast the fake SSID, thereby infecting other clients.

o Provide a conduit for the theft of company information.

1 They can negatively impact your WiFi performance:

o By imposing unmanaged RF contention or interference.

o By flooding the network with useless data, creating a denial of service.

o |If plugged in with a LAN instead of a WAN port, they iogact DHCP to the
network which can cause problems.

o When users try to connect to them thinking they are not valid access points and
they cannot get to the proper resources due to VLAN differences, which can also
generate a lot of help desk calls to your IT department.

V.11.2Rogue Access Point attack

The Rogue Access Point is installed on a secure network without explicit authorization from a
local network administrator, whether added by a weleaning employee or by a malicious
attacker.

Rogue Access2 Ay iad INB 2F0Sy yIYSR G490Aft -R hérg ¢ ©
are only two identifiers that allow users to recognize an AP: the Service Set Identifier (SSID)
and the Basic Service Set ldentifier (BSSID). However, these identifiersezsilypepoofed.
Cloning a legitimate AP generates an Evil Twin AP.
¢KS G90Af ¢oAyaé 2N w!t OFly SEAaG Ay (g2 1
1 coexistence
1 replacement.

In both cases the RAPs use the same SSID as the allowed APs.

DTUSO70 rev A.17 T June 2024



Pagel36/ 355

In the first case (coexistence), the legitimate AP and the Evil Twin coexist in the same place.
The attacker increases the signal strength of the RAP to force users to connect to it, as the
IEEE 802.11 standard states that WLAN clients must connect tARhagith the strongest
signal.

Ly GKS awSLI | OSYSyldé (el GKS 9GAft C¢CoAyY
down, thanks to an active attack on it. To remain undetectable by its victims, the RAP must
have a valid Internet connection (or connectivity to the same netwarkha access point)

while in the former case, it could relay packets through the legitimate AP, as long as it can
connect to the latter.

V.11.3Rogue Access Point Detector

Rogue access point detection is an important component in securing your wireless network.
Rogue access point detection does two things: detection and alert. Whatever you decide to
install on your network, it has to have the ability (from the beginningoof yRF design) to be
able to detect rogue access points and alert the network administrators.

The RAP detection module uses the classic whitelist approach, where we use information
from the configuration profile regarding SSIDs and their expected BSSIDs.

The parameters scanned by the RAP Detector are:
1 SSID,
1 BSSIDs,
1 Channel,
1 Encryption,
1 Signal strength.

Since SSID or BSSID are likely to be bypassed (BSSID spoofing: RAP emitting the same SSID
MAC address as legitimate ap), we also compare the type of encryption used by the access
point. (OPEN = Open, WEP = Wired Equivalent Privacy, WRRA PiMiectel Access version

1, 2 and 3).

Another heuristic implemented by the detection module is the variation in signal strength.
The algorithm uses a usexpected authorized RSSI (auth_rssi) for the authorized AP, and the
RSSI value read must fall within the allowable range of [auth- d&lia; auth_rssi + delta].

(The value of the delta is 15db.) An alert is triggered when the RSSI read leaves this interval.
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V.12Internet Protocol V&g IPv6

V.12.10What is IPv4?

IPv4 stands for Internet Protocol version 4. It is thderlying technology that makes it
possible for us to connect our devices to the web. Whenever a device accesses the Internet,
it is assigned a unique, numerical IP address such as 99.48.227.227. To send data from one
computer to another through the wela data packet must be transferred across the network
containing the IP addresses of both devices.

V.12.2What is IPv6?

IPv6 is the next generation Internet Protocol (IP) address standard intended to supplement
and eventually replace IPv4, the protocol many Internet services still use today. Every
computer, mobile phone, home automation component, 0T sensor and any othacal
connected to the Internet needs a numerical IP address to communicate between other
devices.

V.12.3IPv6 address type
There are two general classes of IPv6 addresses:
1 Unicast

0 Same as IPv4, but with the addition of Hiokal addressesn identifier for a single
interface, on a single node. A packet that is sent to a unicast address is delivered
to the interface identified by that address

9 Multicast
o Inherent to the IPv6 protocols, in particular Neighbour Discovery (ND) (RFC 4861)
0 All multicast addresses fall under ff00::/8
o IPv6 does not have an IP subnet broadcast addresses
0 It uses linkocal multicast within subnets instead

V.12.4IPv6 unicast address scope
1 Global addresses
o Unique globally, routed globally. Just like IPv4.
1 Unique Local Addresses (ULAS) (RFC 4193)
o Used within a site, not routed externally
o Uses reserved prefix under fc00::/7

o The other prefix bits are random to make a /48 prefix that is probabilistically
unique for the site

o A bitlike IPv4 RFC1918 private addresses

9 Linklocal addresses
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o Unique on a subnet, not forwarded by routers
0 Uses reserved prefix under fe80::/10
o0 A bit like IPv4 169.254.0.0/16 space (RFC 3927)

V.12.5Pv6 neighboudiscovery protocol

f Lt @c SYLX 2ea | adzAdS 2F LINRG202fta (y26y
of either linklocal unicast or linkocal multicast ICMPv6 messages

1 Nodes can send Router Advertisement (RA) messages, to let hosts know about various
properties of the link they serve

1 Nodes can send Router Solicitations to request any routers to send an RA

Neighbour Solicitation (NS) and Neighbour Advertisement (NA) messages provide the
equivalent of the IPv4 ARP function (i.e., IP to MAC address lookup)

1 Router Redirects can be sent to a host to tell it about a betterfiogt router to get to a
destination

V.12.6Why Support IPv6?

IPv4 does have one significant difference: it utilizes aldi28 address. Due to this limited
size itswidespread usage from the proliferation of so many connected devices IPv4 is running
out of addresses.

IPv4 uses a 3Bit address for its Internet addresses. That means it can provide support for
2732 IP addresses in total of around 4.29 billion. That may seem like a lot, but all 4.29 billion
IP addresses have now been assigned, leading to the addresaghssues we face today.

IPv6 utilizes 128it Internet addresses. Therefore, it can support 22128 Internet addresses
340,282,366,920,938,463,463,374,607,431,768,211,456 of them to be exact. The number of
IPv6 addresses is 1028 times larger than the number of IPv4 addressdser8are more

than enough IPv6 addresses to allow for Internet devices to expand for a very long time.

Key benefits to IPv6 also include:
1 No more NAT (Network Address Translation)
Auto-configuration
No more private address collisions
Better multicast routing
Simpler header format
Simplified, more efficient routing
True quality of service (Qo0S), also called "flakeling"
Built-in authentication and privacy support
Flexible options and extensions
No more broadcast

=4 =42 4 4 4 4 -4 42 3
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To summarize the main benefits:

Benefits of IPv6

IPv6 has massive
address abundance

IPv6 networks are
easier and cheaper tc
manage

IPv6 restores entb-
end transparency

IPv6 has improved
security features

IPv6 has improved
mobility capabilities

IPv6 encourages
innovation

IPv4

4.29 x 109 4.3 billion addresses
far lessthan even a single IP
address per person on the planet.

Networks must beonfigured
manually or with DHCP. IPv4 has
had many overlays to handle
Internet growth, which demand
increasing maintenance efforts.

Widespread use of NAT devices
means that a single NAT address
can mask thousands of nen
routable addresses, making end
to-end integrity unachievable.

Security is dependent on
applications- IPv4 was not
designed with security in mind.

Relatively constrained network
topologies restrict mobility and
interoperability capabilities in the
IPv4 Internet.

IPv4 was designed as a transport
and communications medium, anc
increasingly any work on IPv4 is t
find ways around the constraints.

IPv6

3.4 x 1038- 340 trillion addresses
about 670 quadrillion addresses per
squaremillimeter of the Earth's
surface.

IPv6 networks provide
autoconfiguration capabilities. They
are simpler, flatter and more
manageable, especially flarge
installations.

Direct addressing is possible due to
vast address spacéhe need for
network address translation devices
is effectively eliminated.

IPSEC is built into the IPpftocol,
usable with a suitable key
infrastructure.

IPv6 provides interoperability and
mobility capabilities which are
already widely embedded in network
devices.

Given the numbers of addresses,
scalability and flexibility of IPv6, its
potential for triggering innovation
and assisting collaboration is
unbounded.
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V.12.71Pv6 address format introduction

The text form of the IPv6 addressaaaa:bbbb:cccc:dddd:eeee:ffff:gggg:hhhivhere each
character is a hexadecimal digit, representing 4 bits. Leading zeros can be omitted. The double
colon (::) can be used once in the text form of an address, to designate any number of O bits.

In this example:
A aaaa:bbbb:cccts the site prefixPublic topologyallocated to your site by an ISP or RIR
A ddddis the sibnet ID: Private topology (site topology: internal to your site)
Same concept as IPv4, subnet associated with a single HW link
A eeeefff:gggg:hhhtisthe interface IlY ! dzi 2 Y GAOF f £ @ O2y ¥ A 3dzN
address or in ELB4 format Extended Unique Identifier)

To simplfy the address the 00 can be omitted:
2001:0db8:3¢c4d:0015:0000:0000:1a2f:1a2b2001:db8:3c4d:15::1a2f:1a2b

Note:only leading zeros are omitted. Trailing zeros are not omitted
2001:0db80012:/48 =2001:db8:12::/48
2001:db81200:/48 ' 2001:db8:12::/48

Note: Some special IPv6 prefixes are reserved:
A 2002:: /167 IP\6to IPV routing
A fe80:: /10A link-local address
A ff00:: /8 A multicast address

Tosummarize we canomparethe respective IP v4 and v6 datagrams

1 byte 1 byte 1 byte 1 byte

5 & 5 &
La >€

v

S &
- >€

Version | HdrLen [ Type of Service Total Length

Identification Flags | Fragment Offset

Time-To-Live Protocol Header Checksum

Source IP Address

Destination IP Address

Options and padding (optional)

Payload
Version | Traffic Class Flow Label
Payload Length Next Header Hop Limit

Source IP Address (128 bits)

Destination IP Address (128 bits)

Payload
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V.12.8Class of IPv6 address
There are two general classof IPv6 addresses:
M Unicast

o0 Same as IPv4, but with the addition of Hliokal addresses

1 Multicast
o Inherent to the IPv6 protocols, in particular Neighbour Discovery (ND) (RFC 4861)
o All multicast addresses fall under ff00::/8
0 IPv6 does not have an IP subnet broadcast addresses
o It uses lindocal multicast within subnets instead

V.12.91Pv6 address types

V.12.9.1 Unicast Address
LinkLocal addres@& LAN)

\Link-local prefix; 0 i interface 1D
T T

T
10 bits 54 bits 64 bits

Only in the local network, not valid outside

Example Linklocal addressAcksysMAC address 00:09:90:00:5a:db
1 FE80::290:E8FF:FE00:5ADB

Global Unicast address: Unique in the Intertnet
1 Example: [2001:db8::1]:80 or URIip://[2001:db8::1]:80

Example Calculate Global Unicast with site prefix = aaaa:bbbb:cccc:
Subnet ID=0 and IPv4 = 10.11.16.1 (=0x0OA0B1001)
1 AAAA:BBBB:CCCC:A0B:1001

V.12.9.2 Multicast Address

Reminder: FFOO:: /8 is a multicast address

8 bits 4 bits 4 bits 122bits
11111111 Lifetime Scope Network prefix.. Goup ID
ffo0 Oorl 1,2,58,e Multicast ID

1¢ Node (interface local scope)
2 ¢ Link local scope
5 ¢ Site local scope
8 ¢ Organisation local scope
e ¢ Global scope
0 ¢ Permanently, globally assigned, wifiown IANA
1 ¢ Nonpermanently assigned muticast address (dynamically assigned)

Permanent IPv6 Multicast Addresses (FLGS = 0)
Group IDs ithe range of 0x00000001 to Ox3FFFFFFF
Permanent IPv6 Multicast Group Identifiers (FLGS = 0)
Range 0x40000000 to Ox7FFFFFFF

=A =4 =4 =4
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Example

Network Time Protocol (NTP) being assigned the group ID 0x40404040
1 Dynamic IPv6 Multicast Addresses (FLGS = 3)

Examples: refer to RFC 3307
FF02::1 = all hosts multicast address (local network), FF05::1 (site)
FF02::2 = all routers multicast address (local network)

V.12.10 Services supportingPV6addressng

HTTP/HTTPS for products web interface
Syslog pushes

NTP in Client mode

SNMP

RADIUS authentication by making it possible to address a remote authentication
server in IPv6

O O O O

Static routing

Firewalling

Routing

Bridge

Bridge WIFI (ARPNAT & WDS)

©O O O O O
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V.13Asynchronous System Upgrade

Customers needometimesto upgrade thefirmware of routersat time where operation teams
are off duty (e.gtrainsmust be stopped to upgrade the routefs) | RRAGA 2y | § f & X
to schedule hundreds of upgrades (so of file uploads) at the same time to avoid bandwidth
overload.
With the Asynchronous Upgrade feature the operator can:

1 Upload the FW when the train is driving or in depot, so long it has an internet access,

1 Upgrade the FW only when the train is no more driving so the router can be restated.

The objective is to separate the transfer of the firmware and the upgrade itself. The user can
download the firmware and perform a system upgrade later. There are several options for the
system upgrade:

1 Program to runmmediately,
1 Schedule the upgrade at a specific date and time

Firmware transfer from files server toward router is independent of the system upgrade
function. Regardless of the method used for transmission, the upgrade function checks whether
the file is a valid firmware.

Note:

With Railbox V2, when a system update is scheduled, the firmware is immediately saved in the
eMMC, which allows data to be preserved when the product is not powered.

With other products, since the firmware can only be saved to RAM, once a restart is
performed, the scheduled or pending update will be lost.
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V.14 System Integrity Check

As part of thesecurityimprovements WaveOftegrates anntegrity verification system. It is a
technical component of the operating system which makes it possible to check the integrity of
the files which compose it. This feature allows the customer to know if the product has not been
damaged or modified intefonally or accidentally.

The integrity check of the file system is based on the calculation of the checksum or "fingerprint"
of each file that composes it. During thempilation of WaveQ&ll the checksums were stored

in a reference fileand the integrity verificatiomprocesscompares the fingerprints of each file
against the reference

1 If the checksums are identical, the integrity of the product is guaranteed to be identical
to that produced by ACKSYS.

1 If the result is different then the produechay becorrupted.

To calculate the hash of a file (condensate), a hash fun@iappliedto its contents this is a
function that calculates a unique digital hash based on the MD5 calculation algorithm (compliant
with RFC 1321 of 1992). This integrity check is one of the many features requested by a machine
intrusion detection system (HIDS) and allows yowkiiow if a file has not been maliciously
modified by a malicious individual

The integrity check functionalitys available via an SNMP interface to allow customers to
perform this check remotely.

Note:a command line check &@sopossible via SSH or the serial port.

The verification includes 3 tasks:
1 Keep current file analysis by md5sum.
1 Definitionof an Object Identifier (OID) in the SNMPD interface allowing:
o launch the analysis on demand
o to know if an analysis is in progress.
1 Result in the system log file in the form:

o One message per modified file, the message must contain the beginning of a
characteristic string as well as the name of the modified file with its condensate;

0 A message giving the result of the analysis, witharacteristic chain start and the
result

The typical use case is ttaav the user- via an SNMP commando verify that WaveOS files
have not been modified on the target platform
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VI 2 9. Lbe¢eoOwC! /9 w9C9Ow9b/
VI.1 Setup Menu

With this menu you can configure the wireless interface(s) and the networking propékties.
the bottom of mostSETUPages, there are twor threebuttons:

@ Reset | @ Save | Save & Apply

After changing parameters, pressveto record in permanent memorythe parameters
changed in this pagén this case the changes will not be applied immediately, but only after
a restart, orafter a subsequentave & Apply

PressSave & Applto record the parameters, and then apply all configuration changes made
in any page up to now.

PressResef(if available) to revert the data in the form to previous values (the values displayed
after the lastsave

VI.1.1 Physical interfaces

Wireless overview section:

This page lists the most significant properties of the radio cards, organized by SSID. In the
bottom of the page you can change global®Vproperties.

SETUP TOOLS STATUS

PHYSICAL INTERFACES
WIRELESS INTERFACES OVERVIEW

WIFI 1

“Lﬂ i You can set up to § simultaneous roles (wifi interface types) per radio card, among the following combinations:

Lo Channel selection Max number of interfaces
VIRTUAL INTERFACES Combination Multiplicity Can use DFS Access point Infrastructure client Mesh point Ad-hoc
NETWORK Multiple access points single, auto, multiple yes 8
VPN Client / bridge single, auto, multiple, roaming® yes 1
BRIDGING SRCC single yes auto auto

Other / Ad-hoc single no unsupported unsupported

ROUTING i FIREWALL
Qos When using several roles, they all use the same shared channel; in this case, the client role must not be set to multichannel roaming.
SERVICES Repeater mode is a combination of two roles: access point + client.

* The roaming feature is not yet available for IEEE802.11ac cards.

WI-FI INTERFACE

WiFi 1: Wi-Fi 5 (802.11ac) Wireless interface L]
& CHANNEL 802.11 MODE SSID ROLE SECURITY ACTIONS
=

Automatic 802.11ac+n acksys1 Access Point (infrastructure) none 4 %]

WI-F1 INTERFACE

WiFi 2: Wi-Fi § (802.11ac) Wireless interface [
Y CHANNEL 802.11 MODE SSID ROLE SECURITY ACTIONS
Interface disabled

GLOBAL PARAMETERS

RADIO REGULATION AREA

Country ‘Umted States El

RADIO CLUSTER

Cluster mode ‘ Do not group El

Save & Apply I @ Save I
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TheWIFI INTERFA@ame summarizes the main settings of each WiFi interface

802.11abgn Wireless Controller (Radio A) Q
W cHanneL 802.11 MODE SSID ROLE SECURITY TIONS
L —y
40 802.11na MySsid Access Point (infrastructure) none (4 =]

A/
Create a new SSID y

Edit

Remove

By default(factory settingsjthe radio cards are disable * |y
It's your responsibilityto activate them with this button =———p @»

ACTIONS
Interface disabled

Enabling or disabling radio card will only be applied afteiSaves& apply

Click theRemovebutton to delete this SSIlick theEditbutton to open theradiowindow
and edit this SSID properties.

Global parameters section

GLOBAL PARAMETERS
Country [ United States [~
Cluster mode | Do not group E
Country:

The regulation rules of theelected country will determine the channels and transmission
powers you can usédditionally, in client role the product will use the country provided
by the AP in its beacons.

Cluster mode:
You can cluster the radio cards so that one radio is used to scan multiple channels while
GKS 20KSNJ O2yySoOoda 02 !'tQa FyR GNIyaFSNE
not disturb data transfers, but the scanner radio is reserved for this use.
When Group for scannings selected, the scan forPA occurs on one radio card. The
results are given to the other radio card so that it can select the best AP for roaming
purposes. This implies that the AP signal levels must be the same for both cards; hence
their antennas positions polarities and cablingnust be very close to each othelThe
roaming trigger level boost should not be set too small, to account for residual
differences.

In this mode, the roaming parameters are taken frthra configuration of the radio card
used for data transfers.
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When Group forscanningis selected you can choose the card that will be used for
scanning with theScanner cardadio buttons.

RADIO CLUSTER
Cluster mode Group for scanning E
Scanner card @ wiFi1 O wiFiz

WhenGroup forconnectbefore breakis selectedthe behavior of the two radio cards is
quite similar to that ofGroup for scanningnode, but the functions of the two cards will
be swapped, completely transparently, eaohe aroamingoccurs This operating mode
is detailed in sectioonnect befordoreak

The WiFi 1 interface is selected by default as the primary, tarsince i@ a temporary
state, this hasin most casesno incidence on the operation.

RADIO CLUSTER
Cluster mode | Group for connect before break E|
Primary data card @ wiFi1 O wiFi2
Secondary data card O wiFi1 @ wiFi2

In this mode, it is possible to ask the same radio card to perform both functions, but note
that in thiscase, you can only roam on a single radio channel

For dual radio products, simply select th

) ) @ wiri1 O wiFi 2
same radio card for both functions

@ wiri1 O wiFi 2

Configuration ér singleradio products

RADIO CLUSTER
Cluster mode | Group for connect before break E|
Primary data card @ wiFi
Secondary data card @ WiFi

Case of 802.11ac Wave 2 products

Wi-Fi 5 (802.11ac Wave 2) Wireless interface ®a
'kﬁ«" 5GHz band : Warning: Saving a change of band reboots immediately
\}""-...,j CHANNEL 802.11 MODE S3ID ROLE SECURITY ACTIONS
Automatic 802 11ac+n acksys Access Point (infrastructure) none E

For products such as the RailboxB0, equipped with 802.11ac Wave 2 radio, you must
select the frequency band (5GHz or 2.4GHz) before proceeding with the Wireless
configuration.
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VI.1.1.1Wireless/Radio
a. SETUP/PHYSICAL INTERFACES/WIRELESS SETTINGS/DEVICE CONFIGURATION

General Setup tab:
Thissection gathersll the settings common to each SSID you may createradio card.

DEVICE CONFIGURATION

802.11n Mcs

General Setup ’ a/b/g Data Rates Advanced Settings

Enable device W]
802.11 mode [802.11g+n (2.4 GHz) [~]

@ Changing the mode may affect the listin the ‘a/b/g data rates’ tab
HT mode | 20MHz =]

@ Automatic 40MHz HT mode is not compatible with AP, Ad-hoc, Mesh and multi-interfaces
Automatic channel select ("] @ Automatic channel selectis not compatible with Ad-hoc, Mesh and multi-interfaces
Channel 1 (2.412 GHz) - Max Tx power 30 dBm ~

2 (2.417 GHz) - Max Tx power 30 dBm
3 (2.422 GHz) - Max Tx power 30 dBm
4 (2.427 GHz) - Max Tx power 30 dBm
5 (2.432 GHz) - Max Tx power 30 dBm
6 (2.437 GHz) - Max Tx power 30 dBm -

@ This field is ignored in client proactive roaming mode; see 'Roaming’ tab instead

Enable device:

If this checkbox is checked, the radio card is enabled and is able to communicate. Uncheck
it to disable the radio card.

802.11 mode:

A The 802.11g+n mode operates in the 2.4GHz band (802.11g) and is compatible with
802.11g and 802.11n devices.

A The 802.11a+n mode operates in the 5GHz band (802.11a/h) and is compatible with
802.11a/h and 802.11n devices.

A The 802.11ac+mode operates in the 5GHz band and is compatible with 802.11ac,
802.11a/h and 802.11n devices.

Note: a product configured in 802.11afac+n cannot communicate with another one
configured in 802.11g+n because they are using different frequency ranges.

HT(High Throughputmode:

In 802.11n and 802.11ac modeau canuse the defaulHT20mode, which uses a single
20MHz channel, just like the legacy 802.11a & 802.11g mdBleisto increase the
bandwidth, you have the possibilityo aggregatetwo or four consecutive20MHz
channels, to work respectively @40MHz (HT40) or 80MHz (HT80) channel

In 802.11acmode, you can aggregate two or four 20MHK 5omuz for 802 11ac

channels.The primary channel, which is the channel on whigrempmpmsm

the AP sends its beacons to signal itsslfautomatically
. 80MHz for 802.11ac

determined.

In802.11nmode you can aggregatmlytwo adjacent20MHz | 40MHz automatic
channelsto work on a 40MHz channel 40MHz 2nd channel above

The primarychannel is selected in th€hannelsection (see| 40MHz 2nd channel below
below). You can choose to fix th@condry channel ashe | 20MHz
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one immediately above the primary channel, or as tbhee immediately below the
primary channel. You can also set 40MHz automatic, and lairtiienake the choice.

40MHz automatic is not compatible with A&3-hoc,Mesh and multi interface.

When HT40 mode is selectdd,o additional options appear

e | 40MHz 2nd channel below (=]
O Automatic 40MHz HT mede is not compatible with AP, Ad-hoc, Mesh and multi-interfaces

Disable HT scan O D2 not scan for overlapping B55s in HT40+/- mode. Turning this on may generate
interferences/conflicts between APs that have their frequency band which overlapped.

e ¥ O Honor 40 MHz intolerance in coexistence flags of stations

Disable HT scan

When this option is activated, the system will not check for the presence of other APs on
the 40MHz width of the operating channel, which can favor the appearance of
interference and degrade the quality of the communication.

HT coexistence:

With this option, the system will abandon the aggregation to free the secondary channel
if it is used by other APs

Automatic channel select (ACS):
Depending a the product role, the channel can be selected automatically:

A AP role At startup, the AP will select the channel among all the ones allowed in your
country. In order to limit the choice to specific channels, do not check ACS, but use the
channels multselection box instead.

A Clientrole: The client will scan all channels allowed in your country. In order to limit
the channel scan list, do not check ACS, but use the channelsselelttion box
instead. If the client is set in roaming maqdleis channel lists superseded by the one
in the roaming tab.

A Other roles The otherroles (mesh portal, aehoc) support only one channel, this
parameter is not available and you must select a chafioei the dropdown box.

Notet !/ { A& dzyl S At+o6tS Ay ann all &a802

Channel:

According to the selecte@i02.11 modeandthe regulation rules of the selected country,
a list of channels is available for selecti®his isnot used for infrastructure client modes,

as they use all the allowed channels for scannigossibly limited by roaming

parameters).

In some cases, single radio card can handle multiple ¥iroles simultaneously. In this
OFasS lye aOftASyiaé¢ TFdzy Ol A 2y chahdeiSee alsSsedii
V.2.1.3Virtual AP (multiSSID) and multifunction cards

SeechapterAppendix; 802.11 Radio channeigr more details ornthe available channels.

c
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You can select several channels so that the AP will select the cleanest one, and will be
able to switch to another if a radar is detected on the current ohe.select multiple
channels on classic browsers, use the Ctrl+click shortcut.

Note remember that bannels subject to DR8cur a checking delafCAC timepefore
use.See sectiolV.2.4Radiochannelsand nationalrequlationrulesfor more information.

a/b/g Data Rates tab

DEVICE CONFIGURATION

| General setup | | arb/g Data Rates | | Advanced Settings |

Automatic supported rates o (@l Uncheck to selact custom values

Automatic basic rates ¥ (@) Uncheck to select custom valuss

Automatic supported rates:

This option allows you teestrictthe rates that you Access Poirddvertises asupporied to
the clients
Automatic basic rates:

. This option allows you to modify the rates that must be supported by others devices to
A be able to communicate with youkccess PointVarning every basic rate must also be
= In the supported rates set.

NOTE ONDESELECTINGE LOWEST RATES

Management, broadcast and multicast frames are sent using the lowest basic rate
selected. You can increase performance with this type of framenbyselecting rates
higher than the default but this will affect the area coverage (see the output power table
given in your product Quick Start guide).

Since the radio card does not try low rates, retransmissions (when a frame is lost) will
happen faster and will take less bandwidth. After association with the Access Point, the
auto-adaptiverate controlalgorithm (MINSTREL algorithm) will converge faster as well.

802.11n MCS tab:

DEVICE CONFIGURATION

General Setup | | a/big Data Rates | | 802.11n Mcs | | Advanced Setings

Automatic B02.11n rates =
omatle r Wu Uncheck io select cusiom values

This option allows you to restrict the MCSs that your Access Point advertises as supported
to the clients.

In the same manner as a/b/g rates, only selecting highest MCSs in a stream allows to
increase performances for broadcast and multicast frame. The drawbacks are also the
same as the a/b/g case.

This option is not available with 802.11ac radio cards.
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Advanced Settings$ab:

General Setup | a/blg Data Rates | 802.11n Mcs ‘ Advanced Settings |

Always disabled at startup O

Max Transmit Power ‘
LJ dBm - leave empty to use max value allowed by your country and your radio card

Antennas |A|| -

QoS Profile | Default -

Distance Optimization ‘ ‘
() Distance to farthest network member in meters.

Beacon interval ‘ 100 ‘
@ in multiple of 1024ps. Used by AP, ad-hoc and mesh modes.

Fragmentation Thresheld ‘ ‘

RTS/CTS Threshold ‘ ‘

Retry settings

Short retry ‘7 ‘
L?_J Retry for frame sent without RTS/ICTS

Long retry ‘2 ‘
LJ Retry for frame sent with RTSICTS

Agregate retry ‘30 ‘
(&) Retry for agregate frame (802.11n only)

Enable wifi surveillance

Survey mode |per'\odic ~

Scan timeout ‘100['
() interval between scans in ms

Max transmit power:

The transmit power is normalyomputed automatically based dhe regulation rules for

the given channel and the capabilities of the radio card. This option sets an upper bound
on the transmit power. Note that the transmit power dhistributed between the
configuredantennas.

Antennas:

Unused antennas can be disabled hetlells concentrating transmit power on the
remaining antennasyou can disable the third antenna, or both the second and third. In
order to take advantage of 802.11n multiple spatial streams, you must use at least as
many antennas as spatial streamBhe transmit power is distributed between the
configured antennas.

QoS Profile:

This option allows choasg between the two QoS profilesdefined in the
SETUP/QOS/WMM page

- Default: uses the factory defaults for all WMM parameters

- User:allows you to use the user defined WMM parameters

Distance Optimization:

Use this option if your link is larger than 300 meters. This option will update sork@ Wi
internal timeouts but will not increase or decrease the output power. The distance to the
farthest device should be used.

DTUSO70 rev A.17 T June 2024



Pagel52/ 355

Beacon interval:
This option allows configuring the interval between two beacon frames.
Beacons are used by APs, mesh nodes to advertise their capabilities and settings (HT
Y2RS> {{L5X0 (2 20KSNJ RSgAOSao®
The default settings depend on the 802.11 mode.
If you decrease the Beacon interval you consume more bandwidth on the channel, and
you can decrease the global Wi performance; but you will detect connection losses
faster.

Fragmentation Threshold:
This optionconfiguresthe maximum 802.11 framseizein 802.11a/b/g mode in byt
Famesthat exceed this threshold are fragmented.

RTS/CTS Threshold:
TheWi-Fi standard uses thRTS/CTS protocol to avoid collisanthe air.

This optiondefines the size of th802.11 a/b/g framesubject tothis protection.Frame
exceedngthis sizeare sent under CTS/RTS protocol.

Use CTS/RTS when you hawvechinterferenceon your channel and a poor performance
on the WiFi or when you have hidden stations (e.g. in an exchange between stations A
and B, a third station which is visible by A but not by B, hence interfering with B when it
sends to A)On other case this protection decreases the globaFerformance.

Retry settings:
Unicastdata frames are normallyacknowledgé. If the transmitter desnot receive the
acknowledgnent, it mustresendthe frame.

In 802.11n several framexan be aggregatethto one big framecalledan A-MPDU.

Independent frames are acknowledged by an individual ACK frame ,AsikiiRD Uframes

are acknowledged bya single dblock acknowledge frame containng one

acknowledgnent for eachsubframein the AAMPDU .Unacknowledgedrames are resent
in a laterA-MPDU.

When you check thigption, you can control the number of retries.

Short retry:
Thisisthe number of retresfor a physicatlata frame(singleor AMPDU.

Long retry:

This is the number of retries for a physical data frame (singleMPRU)sent withthe
RTS/CTS protocol.

Aggregate retry:

This option configwes the number ofretries for a frameaggregatednto an AMPDU
(each802.11 frame sent in-MPDU frame).

EnableWIFlIsurveillance
This optionenablesWiFI surveillance on the A® scan the active channel
Survey modePeriodic or Event

For Periodic:
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Scan Timeoutinterval between scans ims. (default 27000ms)
Event:interval betweeninfo requests irms
Request timeoutinterval between scans in nidefault 1000ms)

Data reception countertime to wait before trigging scan if no data received in s.
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b. SETUP/PHYSNTERFACES/WIRELESS SETTINGS/INTERFACE CONFIGURATION
This section is duplicated for each SSID. Settings only apply to the selected SSID.

Note Various roles in thénterface configurationsection have advanced settinggab,
which you must not confuse with thédvanced settingsfor the Device configuration
section just above.

Loopspitfall in productswith more than one radio
\ In products equipped with more than one radio card, you can create a wireless loop by
A activating one radio as Access Point with some SSID, and the other radio as Client with the
~ | same SSID.

Since the factorglefault is to haveboth radios bridged together internally and set to AP
role, with the sameSSIDyou can fall in this trap by simply activating both radios and
changing one of them from AP role to client role.

The product quickly enters a higgniority data transfer radio 1/wireless/ radio 2/internal
bridge/radio 1. Then, the only way to recover is to reset the product to factory settings.

General SetupAccess Point Mode

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings | MAC Filter | Frame filters |
Bole | Access Paint (infrastructure) [~]
ESSID

Maximum simultaneous associations : - A
Max allowed by radio card (see documentation)

@ Specifies the maximum number of clients to connect

Hide ESSID |:| @ In order to comply with the DFS regulation, dients might not asscciate if you chedk this option

and select a DFS channel. See the user guide for more details.
Network =
@ lan: e

1=

! unspecified -or- create:

@ Choose the network you want to attach this wireless interface to

Role:Supportedrolesare:

1 Access point

Isolating Access Point
Client(connecting to an Access Pqint
RogueAP (WIDS)

Mesh(802.113

Point to multipoint station(ad-hoc)
SRCC

Seea detailed description of the modes in sectidhl15.1 Wireless architectureand
V.98 / Y{ . {9Qa {YI NI wSRdGECOY SRCCI NNAI IS / 2 dz

ESSID:

This isthe wireless network name. See sectivnl.151 Wireless architecturer more
details.

E BB
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Maximum simultaneousassociatiors:

Specifies the maximum number of clients allowed to connect on the Access Puait.
parameter is also used for load balancing: if the service is activated, you must define the
maximum simultaneous association.

Hide ESSID

This option allows you to not broadcast the SSID on the network. This means that your
clients need to know the SSID befbaad,since scanning will not reveal the SSID of the
AP.Please check sectidradars detectiowverview(DFSjor more details about hidden
SSID and DFS considerations.

Network:

This option allows selecting the network where the interface is adtiedhe default
factory settings all the physical interfaces (Ethernet and radio ports) are bridged in the
lannetwork @  an: 1o @

If you fill in the field to the right of & unspecified -or- creste: and validate,
this will create a new networkin this case, your radio interface will la@itomatically
added to ths new network andemoved from thecurrent one so please be careful and
only use this feature if you have a very clear idea of what you want to do.

Please see sectiddetworkfor more details on network management.

Mesh ID (only in Mesh mode):
This option replaces the ESSID when the Mesh mode is selected. It has the same purpose

General Setup tab, Client mode

INTERFACE CONFIGURATION

| General Setup I ’ Wireless Security | | Advanced Settings
Role

Roaming | I Frame filters ‘

[ Client (infrastructure) v |

Multiple ESSIDs

ESSID acksys

Network ® an F @@

le) Choose the network you want to attach this wireless interface to

Multiple ESSIDs:

When this is checked, a muttelection field Wireless network nicknamesgplaces the

single ESSID field. You can select several SSIDs with their security parameters, and the
client will associate to any AP advertising one of these combinations. In case several
matching APs are in range, you can prioritize the SSIDs.

When using multiple ESSIDs, the roaming features are not available, and the security is
defined together with the corresponding ESSID in a separate menu
See sectiorWireless SSIDs
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WhenConnect beforeBreakis selected in th€luster moddrom the Global Parameters
the Network field is replaced byond interface You must give a name to this interface

bond interf
ondintertace creale bond inferface:

[;I The cluster mode "recaming before break™ require a bonding to work

Wireless Securityab:
This menu allowyou to choose the type of wireless security you want to apply on this
SSID. The different security schemes are described iWilsess securitgection.

Security:

Supported modes are: ~ [Ne encryption

MNo encryption

WPA-PSK (Personal-deprecated)
WPAZ2-PSK (Personal)

WPA3-PSK (SAE-Personal)

Mixed WPAWPAZ PSK (Personal-deprecated)
Mixed WPAZMWWPAI-PSK (Personal)
WPA-EAP (Enterprise-daprecated)
WPAZ-EAP (Enterprise)

WPA3-EAP (Enterprise)

Mixed WPAZAWWPAZ EAP (Enterprise)
Enhanced Open (\WPA3-OWE)
OSEN

WEP Open System (deprecated)
WEP Sharad Key (deprecated)

NOTEL: The Enterprise client automatically adapts to any kind of WPA/WPA2
Enterprise access point, except in one case: Using theTEERnethod with WPAZ2
Enterprise enforces the use of the CCMP protocotoiinectsonly to a WPA2
Enterprise access point offering CCMP.

NJ

According to the choice you've made, some properties will appear or disappear.

Fast Transition Support (802.11r):

This box appears only for clients in any of the WPA/WPA2 modes. Check this box to allow
use of the 802.11r protocol against APs that support it, resulting in a reduction of the time
necessary to authenticate when roaming.

You need to properly configure the APs, their mobility domain and NAS ids to take
advantage of this feature.
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Wireless Security tabNo Encryption mode:

INTERFACE CONFIGURATION

| General Setup | | wireless Security | | Advanced Settings |
Security

| No Encryption v

Nothing to configure here.

Wireless Security tabWPAPSK, WPAPSK WPA3PSK& PSKMixed Modes:

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | | MAC Filter | | Advanced Settings | | Frames filter |

Security [ Mixed WPAWVPA2 PSK (Personal) v|

Protected management frame (802.11w) | dizahle A |

Pre-Shared Key » Ee
]

@ This key must have a length from & to 83 characters. If the key length is 84 characters it will be

used directly as hexsdecimal format

Group rekey interval

@ Time interval for rekeying the GTK (broadcast'multicast enoryption keys) in second

Pair rekey interval

@ Time interval for rekeying the PTH {unicast encryption keys) in second

Master rekey interval

@ Time interval for rekeying the GME (master key used internally to generate the GTK]) in second

Protected management frame (802.11w)

Enable/disable the 802.11w security featui@is option is hidden in WPABSK and
mixed WPAZWPASIPSK For more information please read sectionProtected
management frame (802.11w)

Pre-SharedKey:

ThePresharedkey may be from 8 to 63 printable ASCII characters or 64 hexadecimal

digits (256 bits)The green arrow icaon the right allow to display the key in clear text
while you are typing it in.

Group rekey(AP modeonly):
interval: Time intervalin seconddpor rekeying the GTKbroadcast/multicast encryption
keys)

Pair rekey interval AP modeonly):
Time interval for rekeying the PTK (unicast encryption keys) in second

Master rekey intervalAP modeonly):

Time interval for rekeying the GMK (master key usgernally to generate the GTK) in
second.
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Wireless &curity tab, WPAEAP WPA2EAP, WPAEAP& EAPMixed in ClientMode:

INTERFACE CONFIGURATION

General Setup ‘ Wireless Security | Advanced Settings | Roaming ‘ Frame filters |
Security ‘ WPA2-EAP (Enterprise) 7

Protected management frame (802.11w) ‘ disable v
Fast transition support (8302.11r)
Disable EAPOL encryption

(&) Sending non encrypted EAPOL frames ansures compatibility with other Acces Points but not all. If this is your case,
unckech

EAP-Method ‘ TLS v

Server CA-Certificate Parcourir... | Aucun fichier sélectionné.

() Please check this device's time to avoid a certificate out of date error

Only PEM certificates are accepted

User certificate Parcourir... | Aucun fichier sélectionné.

() Please check this device's time to avoid a certificate out of date error

Only PEM certificates are accepted

User Private Key Parcourir... | Aucun fichier sélectionné.

() Only PEM keys are accepted

Password of User Private Key sesse A e

User identity acksys

Protected management frame (802.11w)

Enable/disable the 802.11w security featui@is option is hidden in WPABAPand
mixed WPAZWPAIEAP. For more information please read sectioRrotected
management frame (802.11w)

Disable EAPOL encryption
Enable/disable the 802.11&@APOL encryption featurénis optionSends non encrypted

~

EAPOL frame® ensure retro-compatibility with other Access Poinis KI i R2 S &
support encryption of EAPOL framéfsthis is your case, uncheck

Fast Transition Support (802.11r):

In any of the WPA/WPA2 modes, check this box to allow use of the 802.11r protocol
against APs that support it, resulting in a reduction of the time necessary to authenticate
when roaming.You need to properly configure the APs, their mobility domain and NAS
ids to take advantage of this feature.

For more information, please refer to sectigast Transition Support (802.11r)

ServerCAcCertificate:

Selects the location of the G2ertificate file to bauploaded Certificates and keys must

be provided in PEMformat KA & FT2NXIF G Aa RSTAYSR o0& (K
ARSYOGATAIOES o0& AbGa FDINBRE AR Sl 05 JoAAYWIANE
the base64 method.

EARMethod:

This field contains the EARethod to be used.
Available methods are: TLS, PEAP, LEAP.

NOTE: The Enterprise client automatically adapts to any kind of WPA/WPA2
Enterprise access point, except in one case: Using tha ESnethod with WPAZ2
Enterprise enforces the use of the CCMP protocol; it connects only to a WPA2
Enterprise access pointfefing CCMP.
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EARMethod TLS:

User certificate:

Selects the location of the user certificate file to be uploadédst be provided in PEM
format.

UserPrivate Key:

Selects the location of the Private Key file to be uploadgnly PEM private keys are
allowed

Password otUserPrivate Key:
Password associated to the chosen Private Key.
User identity:.

This fieldgives the login to use during EARS authentication. In this authentication
method, this field is rarely used by the RADIUS server. The default vatksys

EARMethod PEAP

EAP-Method | PEAP v

Anonymous identity incugnitu

O This identity it used during the authentication phase 1.1t is recommanded to set a different value than

user identity

Server CA-Certificate Chaisir un fichier | Aucun fichier choisi

O Please check this device's time to avoid a cerbificate out of date emor

Only PEM certificates are accepted

Authentication (phase 2) | MSCHAPY?2 M
User identity acksys
LRaYy
Pasaword veesaans Agle

Anonymous identity:
This valueallows to configure the identity that will be sent in phase 1 of the protocol.
L {ntt &sed by theRADIUServer but A i @etesdary element for the establishment of
the TLS tunnel. As this field is clear on the netwar&,recommended for security
reasonsfo set a value different from the login used for authentication.
If this field is left emptythe identity used by the authentication methddJser identity)
will be used.

Authentication (phase 2):
This field contains the Authentication methotb date, only MSGHPV2 is available

User identity.

Identity usedfor the authentication.
Password:

Password associated to the User identity
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Wireless Security tablWPAEAP WPA2EAP, WPAEAP& EAPMixed in APMode:

INTERFACE CONFIGURATION

| General Setup | ‘ Wireless Security ‘ | MAC Filter | | Frames filter |
Security [WPA2-EAP (Enterprise) v]

Pre-Authentication / PMK caching

Protected management frame (302.11w) | disable v |

Radius-5erver

Radius-Port
1812
Shared secret
2 AEe
@ This key must have a length from & to 83 characters.
HAS ID

Group rekey interval

@ Time interval for rekeying the GTH {broadcast/multicast enoryption keys) in second

Pair rekey interval

@ Time interval for rekeying the PTK (unicast encryption keys) in second

Master rekey interval

@ Time interval for rekeying the GMK {master key used internally to generate the GTK) in second

Pre-Authentication/ PMK caching:

In any WPA/WPAEAP mode, check this box to allow use of-guéhentication/PMK
cachingFor more information, refer t&reauthentication / PMK caching

Protected management frame (802.11w)

Enable/disable the 802.11w security featuiiis option is hidden in WPABAPand
mixed WPAZWPAIEAP For more information please read sectioProtected
management frame (802.11w)

RadiusServer:IP address or URI of the radius server.
RadiusPort: Radius server UDQport.
Shared secretPassword shared between the access point and the radius server.

NAS IDNetwork Access Server ID. This value may be used by the radius server instead of
the IP address.

Group rekeyinterval: Time interval for rekgng the GTKbroadcast/multicast encryption
keys) in secorsl

Pair rekey intervalTime interval for rekeying the PTK (unicast encryption keys) in second

Master rekey interval:Time interval for rekeying the GMK (master key used internally to
generate the GTK) in secand
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Wireless Security tabEnhanced Open (WPABWE)

INTERFACE CONFIGURATION

General Setup | Wireless Security ‘ Advanced Settings | MAC Filter | Frame filters |
Security

| Enhanced Open (WPA3-OWE) (-]

Nothing to configure here.

Wireless Security tabVEP Open System & WEP Shared Key:

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings | MAC Filter | Frame filters |
Security | WEP Shared Key [~]

Used Key Slot | Key #1 |Z|
@ WARNING: WEP encryption must not be used in 802.11N modes
The following keys may be given as 10- or 26-digits hexadecimal strings,

or 8- or 13-character strings converted to their hex value.

Key #1 [» Ao
Key #2 [# hi'e
Key #3 [» Ko
Key #4 [» Ko
Use Key Slot:

This field selects the currently used WEP key.
Key #1 to #4:

Contain the WEP key. Keys aefined by entering a string in HEX (hexadeciknaing
characters @, AF) or ASCII (alphanumeric characters) format.

ASCII format is provided so that you can enter a string that is easier to remember. The
ASCII string is converted into HEX for use over the network. Four keys can be defined so
that you can change keys easily. A default key is selected for use on therketwo
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Wireless Security tabOSEN

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings | MAC Filter | Frame filters |

Security |DSEN E
Radius-Server

Radius-Port 1812

Shared secret I,) TIITITITTITITINLY Ag'e

@ This key must have a length from 8 to 83 characters.

Osensecurity mode is reserved for Hotspot 2.0 r2 mode
RadiusServer:IP address or URI of the radius server.
RadiusPort: Radius server UDP port.

Shared secretPassword shared between the access point and the radius server.

Wireless Security tab, SAE Mode (in mesh mode):

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | | Advanced mesh settings | | Frame filters |
Security | WPA3-PSK (SAE-Personal) il |
Pre-Shared Key I/_; R I Afle

@ This key must hawe a length from & 10 83 characters. If the key length is 84 characters it will be used
directly as hexadecimal format

Security

Choose between no encryption and WPRSK.
Pre-Shared key:

Enter here the MEShetwork shared key.
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Advanced settings tab i\ccess pointhode

INTERFACE CONFIGURATION

General Setup | Wireless Secunty | Advanced Settings | MAC Filter | Frame filters |

Separate Clients @ Prevents dient-to-client communication

Power save buffer per client

64

@ Maximum number of frames to buffer per power saving station per Wkl Access Categorny. Must
not exceed 24045 frames

Maximum total size of all power save buffers

512

@ Maximum number of frames buffered to all stations, including multicast frames. Increasing this
limit increases the potential memory requirement. Each frame can be up to about 2 kB long. Must
not exceed 24045 frames

Disassociation low ack @ Disassoc the station if a lot of frames are not aded

Maximum station inactivity 300

@ Disassoc the station if no adtivity is detected during this period

SeparateClients

This option is only available when thsolating Access Pointole is selectedWhen
Separate Clients & OKSO1 SR> gANBfSaa OtASyila 62y Q
(this is not possible iMccess pointmode). See sectionnfrastructure Modefor more

details.

Power Save buffer per client:
Define themaximumnumber of frames that can be queued for each client

Maximum total size of all power save buffers:
Maximum number of frames that can be buffered for all the stations

Disassomtion low ack:
With this option set, laen more than 50 packets sent by the AP are not acknowledged by
the client, the client is disconnected.

Maximum station inactivity:

Idle timein secondsfter which the client will be disconnecteDefault is 300 seconds (5
minutes)
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Advanced settings tab i€lientmode

INTERFACE CONFIGURATION

| General Setup || Wireless Security | | Advanced Settings || Roaming || Frame filters

Bridging mode | Wired device cloning (only one) V|
@ Allows to set the bridging method. Applied only if this interface is added in a bridge

e ConmECtiatiiic CalMA Cladirsss J @ Allow connecting with the AP before cloning

Cloned MAC address | |

@ leave blank to clona the first device found

Key cache life time | 13200 |

@ Value in seconds.

Deauthenticate before roaming to next AP J @ Optional. Whean OM, the previous AP stops transmission immediately, saving up bandwidth.

When OFF, let more time for the AP controller to manager handowver.

Do not cache old scan results @ When scanning for APs, ignore those APs found prior to the last scan pass.

Multiple connection failures watchdog I -

@ Delay (seconds) before sanitary reboot after repeated failed connection attempts to all legifimate APs
around.

Leave empty or zero to disable.

Bridging mode:
This option allows selecting the bridging method (Please see sedtimd to wireless
bridging in infrastructure modi®r more details}hat will be used if this interface is added
to a bridge (please see sectidletworkfor more details).

The available methods are:
1 ARPNATdefault value)
1 4 addresssformat (WDS)
1 Wired device cloning
1 PROFINEdevice cloning

WhenConnect beforeBreakis selected in th€luster moddrom the Global Parameters
you must selectt addresses formatVDS)

Please read the sectid@loningfor more details on cloning mode.

Pre-connect with local MAGddress:

This option existenly with Wireddevice clommg or Profinet device cloningf.checked,

this allows the product association &m Access Point with the local Wireless adapter MAC
addresswhen no Ethernet or Profinet equipment @etected In this caseif cloning to

the Ethernet or Profinet equipment occusemetimelater, the ARP table ahe remote
deviceswill no longer be validSo,these remote devices 2 Y QU 0 8Scceksad tie (1 2
product until the ARP tabls refreshed

Cloned MAC addr:

This field existenly with Wired device cloning or Profinet device clonifg.this field, if
you want to force theMACaddress used for the cloning. Leave blank to clone the first
device found.
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Key cache life time
This field exist®nly with WPA/WPA2 EARE your AP supports the Opportunistic key
caching (OKC) or the peaithentication, this option allows configuring the life time for
each PMKThe default value is 43200 secor{d® hours)

Deauthenticate before roaming to next AP:

When this option is selected, the client can-alethenticate the current access point
before the clientroam to the next access point, which frees up the frequency more
quickly. This option can be left unchecked to allow more time for an access point
controller to handle the transfer, or to ensure compatibility with previous versions of
WaveOS.

Do not cache old scan results:
Whenchecked, the scan resalof the previous scan cydkenot merged with the results
of the current scan cycl@his option is checked by default.

Multiple connection failures watchdog

This option allows triggering a reboot of the equipment in the event of systematic failure
of connection to the access points, when there are candidate APs within range. The value
is expressed in seconds.

Advanced settings tab iFPoint to multipoint station (adhoc)

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | ‘ Advanced Settings ‘ | Frames filter |
BSSID

Q MAC address format as § pairs of column-separated hex digits.

BSSID:

This option allowsetting the BSSID for this interfage MAC address format, as six pair
of column separated hex digit (ex: 12:34:56:78:9A:BC).
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Roamingtab (only in Clientmode):

INTERFACE CONFIGURATION

| General setup | | wireless Security | | Advanced Settings | | Roaming | | Advanced Roaming | | Frames fiter |

Enable proactive roaming Ci @ If unchecked, the device wil not roam until it loses its current AP

List of channels scanned for the next AP discovery 11 (2.462 GHz)

36 (5.180 GHz)
40 (5.200 GHz)
44 (5.220 GHz)
48 (5.240 GHz)
149 (5.745 GHz) M

@ If no channel iz selected, all channels will be scanned

s

Delay between two successive scan cycles '1 DDDD

@ ‘Walue in miliseconds, e.g. “10000". Must be greater than 0

Current AP leave threshold G0
LQI Walue in dBm, e.g. "-60". Below (worse than) this value, the device will try to use another AP

Required level boost G

LQI Reoaming occurs only if the candidate signal level is above the current AP's plus this value

Current AP scan threshold o

LQ “alue in dBm, £.9. "-40". Above (better than) this value, the device will stop scanning. Set to 0 to scan
uncenditionally. Incompatible with the Maximum signal level option

Minimum signal level 75
@ In dBm, &.g. -75" 0 to dizable. Roaming won't occur if the candidate signal is below this level.

Agszociation is stil possible if no other AP is available

If the bridging mode is set td addresses format (WDSProactive Roaming must be
enabled ONLY when ti@onnect befor@reak mode is selected

Enable proactive roaming:
Check this checkbox to enable tfastroamingfeatures.

Listof channels scanned for the next AP discovery:

Choose here the channdlsat will be scanned for AP discoverhis selection supersedes
the list of channels from the Device configuration box above.

Using more than one channel allows a denser repartition of the Access Points, as they will
not interfere with each other. Butunless you are using a dual radio produbts will
reduce the data throughput for the client, because the scanning process must periodically
leave the AP channel (and thus stop transmitting) in order to scan other channels.

With single radio products, thbest throughput will be achieved if you use only one
channel.If possible, do not select more than three or four channels

Delay between two successive scaycles
This value represents the time (in milliseconds) between scan cycles.

Current AP leave threshold
If the RSSHf the current AHallsbelow this value (in dBm), thdientwill try leaving the
current AP andoamingto another AP.

Note: in previous versiasithis parameter was name@urrent AP minimum signal level
Required level boost:

Minimum improvementin signal level that the new (target) AP must exhibit over the old
(current) one, to allow roaming to actually occur.
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Current AP scan threshold:
When the current AP signal is above (better than) this level, the client ceases to scan for
better APs.

Minimum signal level:

APs whose perceived signal is below this level will not be candidates for roaming, i.e., they
will never be preferred to the currently associated AP. But it will still be used if there is no
current nor better AP.
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AdvancedRoaming tab(only Clientwith proactive roaming enableil

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | | Advanced Settings | | Roaming | | Advanced Roaming | | Frame filters |

Excessive signal detection threshold |[] |

@ n dBm, e.g. '-20'. Leave empty or 0 to dizable. Roaming will occur when the current AP signal crosses
and exceeds this value, and there is an acceptable candidate around.

This allows elimination of approaching AP antennas that will be soon overtaken

Maximum signal level | 0

@I n dBm, e.g. '-30". Leawe empty or O to disable. Must be greater or equal to the 'Excessive signal
detection threshold'. Roaming will occur whenever the current AP signal is above this value, and there is an

scceptable candidate around. When selecting the next AP, the ones above this value are considered |ast

Maximum time above maximum level

[0

@I n number of scan cycles. Leave empty or 0 to disable. Masximum fime allowed with a signal level

superior to Maximum without a disconnection when no other APs are available for raaming. Furthermaore,

when this option is activated, the client will not connect to any AP superior to Maximum.

Maximum time under minimum level

[0

@I n number of scan cycles. Leave empty or 0 to disable. Masximum fime allowed with a signal level

nferior to Minimum without 2 disconnection when no other APs are available for roaming. Furthermaore,

when this option is activated, the client will not connect to any AP inferior to Minimuenn.

Minimum roaming interval | 0 |

@ n ms. Leave empty or 0 to disable. Roaming won't occur before this delay has =lapsed since the last

sssocistion

Mo-return delay | 0 |

@l n ms. Leave empty or 0 to disable. max 180000 (2 mn). Roaming won't occur to an AP that was left

recently (before this delay gos elapsed). The delay is cleared for APs that are not around anymore

Threshold hysteresis |2 |

@I Value in dBm, e.g. "2". Hysteresis used for all thresholds. This value will be added and substracted to

each threshold to set the comesponding threshold hysteresis interval

it SSlsmootisnalacion [Last beacon weight: 19% ~

@I The RSSI of the current AP is computed over the last few beacons received. Select the importance of

the last beacon relative to older ones. This value commands a decaying factor. Default: 18%

Beacon timeout

[7

@ Vialue in beacon interval units

Probe on beacen timeout @ ‘When beacon time out ocours, probe the current AP for the last time in the hope that

deauthentication won't be needed if the AP answers.

Maximum time off-channel

[125

@I n ms. Maximum delay ofichannel (during which data must be buffered by the associated AP). Several

channels will be scanned without returning to the base channel, untl this delay is exhausted. An upper limit

of 10 times the beacon interval of the current AP is enforced

Offchannel adaptation delay
[30 |

@I n ms. Adaptation delay after a channel switch, before sending the probe request or accepting

beacons. Reducing below 30 ms speeds up scanning but decreases AP detection likelihood

Per channel probe responze delay | 30 |
(L

@ n ms. Time to wait for an answer from the actess points.
For DFS channels, where probes are forbidden, a floor value of 108 ms is enforced to ensure beacon

detection

Haaming log|info Display scan process while associated

Display scan process while un-associated

Display best besid selection comparison

Display roaming parameters

Log filtered fable of APs used fo select the best AP {limited fo line buffer available space)
Include unfillered APs in the above table (show all APs seen)

Display reasons for filtering out APs at INFO level instead of DEEUG

Display roaming sfate changes

R BB BN N<NQ<]

Display linear roaming {(PLH) details

@I Sedect which roaming log info will show in product log.
To show the log you must to set the wireless client log level to roaming or more and general log level to

notice or more in ‘log settings’ section.
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Excessive signal detection threshald
When the perceived signal level of the current AP passes above this limit, the client will
try to roam to another AP, in the assumption that tberrent one will soon suddenly
drop, due perhaps to the use of directional antennas

Maximum signal level:
APs that are above this level have less priority when choosing the next AP to roam to.

Maximum time above maximum level:

Maximum time allowed, in number of scan cycles, with a signal level superior to
Maximum without a disconnection when no other APs are available for roaming.
Furthermore, when this option is activated, the client will not connect to any AP superior
to Maximum.

Maximum time under minimumlevel:
Maximum time allowed, in number of scan cycles, with a signal level inferior to Minimum
without a disconnection when no other APs are available for roaming. Furthermore, when
this option is activated, the client will not connect to any AP inferior to Mimm

Minimum roaming interval:
This parametemllowsto impose a minimum delay, in milliseconds, between the last
association to an AP and the next roaming.

No-return delay.

In areas with many walls, an AP that was left because it became too far away, may appear
very good for a short time, due to radio waves bounces. To avoid roaming back to this
kind of APs, which you know befar, you can add a delay here

Threshold hysteresis:

In order to avoid oscillating behaviors when the measured received signal is unstable
(which is usually the case), the sgcdeave and excessiveéhresholds are, in fact,
interpreted as intervals of widthk hysteresis centered on the threshold.

RSSI smoothing factor:

Thresholds are compared to the average power of the beacons received from the current
AP. The smoothing factor adjsghe paceat which old beacons arforgotten in the
moving average calculation

Beacon timeout:;

The number of consecutive missing beacons from the curit that will cause
disassociation and search for a new AP. The corresponding duration depends on the
beacon interval set in the AP.

Probe on beacon timeout:

When set, before disassociation due to missing beacons, the client will send a short data
frame and will not disassociate if this frame is acked.
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Maximum time off-channel:

When scanning another channel, the current AP is told to buffer incoming data until the
client returns to thechannel of the AP. Some APs have insufficient buffers and loose data
in the meantime. This parameter limits the duration where the scanner is scanning on
other channels, so it returns to the AP channel before the AP buffers are exhausted.
This duration must be set greater than the sum of the two next parametessill be
further reduced automatically to the duration of the AP beacon interval. Its precision is
about 10 ms.

If this parameter is large enough, the scanner can switch channels and send probes
several times before returning to the current AP channel.

Off-channeladaptation delay

Adaptation delay, in ms, after a channel switch, before sending the probe request or

accepting beacons. Reducing below 30 ms speeds up scanning but decreases AP detectiol
likelihood

Per channel probe response delay:

The time the scanner will stay on the scanned channel after sending a probe request,
waiting for probe responses or beacons. To tune this parameter, you must account for

the traffic on the channel and the swiftness of the AP (or its controller) at ansyverabe
requests.

For DFS channel, where probes are forbidden, a floor value of 108ms is enforced to ensure
beacon detection.

Roaming log info:

Select the roaming infmation that must be displayed. Please note that the Wireless log
level must be set tékoamingor higher (see sectiod Log settings)

Roamingtab with CBB(only in Client mode):

INTERFACE CONFIGURATION

| General Setup

| Advanced Settings

| Wireless Security

| Roaming | | Linear Roaming | Advanced Roaming || Frame filters

When Proactive Roaming is dizsabled, the device will scan the general channels selection configured above.
@ When Proactive Roaming is enabled. its suboptien “list of channels scanned' will supersede the general channels selection above.
DFS channels are subject to passive scans.

Enable proactive roamin . R . .
P g @ If unchecked, the device will not roam until it loses its current AP

Access point selection algerithm @ Usa Predictive Linear Handover. See 'Linear Roaming’ tab for specific options.

36 (5.180 GHz) -

List of channels scanned fer the next AP discovery

56 (6280 GHz) (DFS) d

Q fno channel is selected, the scan list is the complete list of available channels

In 502.11n HT mode 40MHz, if the primary channel of the AP is not fixed, you will have to select both the

primary and secondary channels

Access point selection algorithm selection box appears only when Connect Before Break
is selected. When selected, a new tabigble:Linear Roaming
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Linear Roamin@Only in Client modewith CBB:

INTERFACE CONFIGURATION

| General Setup || Wireless Security | | Advanced Settings || Roaming || Linear Roaming || Advanced Roaming | | Frame filters |
Radio position in the vehicle ® Front ) Rear
Urgent state threshold | 70 |

@ Level below which connecting to an antenna backobs is allowed

Signal slope determination jitter | 0 |

@ Minimum variation from highest sample to detect slope direction change; e.g. 1 means detection needs

at least 2 dB difference since the first 1dB is ignored

UonoiircamiicanentAllisitheliesticandidatel @ Thresholds setings (below) may force the current AP fo roam even if it is the best candidate; this

option avoids those unnecessary handovers which often result in roaming back to the same AP

Front positien

Candidate minimum gignal | 60 |

@ Mo roaming occurs to AP's which are below this signal strength

Candidate maximum signal

ED )

@ Mo roaming occurs to AP's which are above this signal strength

Roaming request low threshold

[-65 |

@ Roaming is attempted when current AP drops. below this strength

Roaming request high threshold | 40 |

@ Roaming is attempted if current AP climbs abowe this sirength

Rear position

Candidate minimum signal I 50 I

@ Mo roaming occurs to AP's which are below this signal sirength

Candidate maximum signal I 35 I

@ Mo roaming occcurs to AP's which are above this signal sirength

Roaming request low threshold |—65 I

@ Roaming is attempted when cument AP drops below this strength

Roaming request high threshold I A0 I

@ Roaming is attempted if current AP climbs abowe this strength

Radioposition in the vehicle
Indicate here whether the product is mounted at the front of the vehicle or at the rear.
This allows the software to adapt its analysis to variations in the signal level.

Urgent state threshold
This is the maximum signal level below which connection to an antenna backlobe is
allowed.

Signal Slope determination jitter:

Give here the minimum variation compared to the highest sample whichaillv to
detect theslope direction changéAttention, the first dB is ignored, which means that for
the value 1, the detection requires at least 2 dB of difference.

Do not roam if current AP is the best candidate

The configuration of the different thresholds can lead the algorithm to cause roaming
when the current AP is the besandidate. This option allows to avoid thishaviorand

thus to limit the number of unnecessary roamjnghich most of the time results in
roamingbackon the same AP
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Candidate minimum signa{Front position & Rear position)
For roaming to an AP to be authorized, the signal strength of this AP must be equal to or
greater than this value

Candidate maximum signdFront position & Rear position)
For roaming to an AP to be authorized, the signal strength of this AP must be equal to or
less than this value

Roaming request low threshol@ront position & Rear position)
Roaming is authorized when the signal strength of the curfdtdrops below this value.

Roaming requeshighthreshold (Front position & Rear position)
Roaming is authorized when the signal strength of the curAdtgoes above this value.

MAC filtertab (only in Access Point modes):

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | | Advanced Settings | | MAC Filter | | Frame filters |

MAC-Address Filter [Deny all except listed v]

MAC-List [00:01:1B:3A:44:2C |£
[00:01:2A:23:87-1A [

MAGAddress filter:

You can specify a list of client MAC addresses that will be either allowed or deeted.
the filter disabled if you do not require ¥VARNINGthis must not be used alone as an
effective security feature, since MAC addresses are is easy to masquerade.

MAG-List

Enter the client MAC address to deny or allow. Enter MAC addresses as hexadecimal
strings, with a separating column every two digits.

Clickthe [ addiconon the right of the last field to add a new address
Click the #1 removeicon on the right of any field to remove it from the list.

DTUSO70 rev A.17 T June 2024



Pagel73/ 355

Advanced mesh settings tafonly in802.11smode):

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced mesh settings | Frames filter ‘
Path refresh time [-_,:,a;

@ inms

Min discovery timeout ['_.:.: ]
@ inms

Active path timeout [5.:.; 0 ]
@ inms

Network diameter traversal time [5,: ]

(& inTU (1 Tu= 1024 ps)

Root mode i Proactive PREQ with PREP i~

Enable gate announcements

Active path to root timeout [f 000 ]

@ inTU (1 TUu= 1024 ps)
PREQ root interval [5,:,: 0 ]

@ inTU {1 TU= 1024 ps)
Rssi threshold [,: ]

(@ indBm (0 to disable)

Pathrefresh time

When data is sent through a previously discovered path which is due to expirdisopn
in less than thepath refresh timegparametel), an early discovery is started, so that the
path will be already renewed when it should have expired. fEm®vesdata latency due
to expiredpath renewal path refresh timanust be less thaactive path timeout

Min discoverytimeout:

When a path discovery request is sent, it will be resent if no response is received after
min discovery timeout This discovery timeout is doubled after each successive timeout
T2NJ 0KS alYS LI GK® ¢KAa @I fdzS Ydzad o6S 3N
GAYSE S a2 eolitkdvers batliK&Sreqiiest¥and its response crossing the largest
possible path in the network.

Active path timeout

This is the delay during which a path is considered valid, i.e. it can be kept in cache tables
and used before a renewal becomes mandatdrige target of a path discovery inserts
this value in its response to the request&he requester can use the path during this time
at most, after which it must renew the discovery (in case the target has moved).
Network diameter traversal time

This is an estimate of the time needed for an HWMP frame to propagate across the mesh

Rssi threshold:
This is the threshold (in dBm) below which a plink will be closed if already established or
not allowed to start the peering process if n&nter 0 to disable this feature.

Root mode

This indicates whether this station is a root node, and how it advertises this fact to other
stations. A root node sends periodical broadcasts to infaththe other nodes of its
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